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Introduction

Recent discussion in 3GPP WGs have suggested that authenticating via S2b with PLMN A and selecting an ePDG in PLMN B is desirable.
During some off-line investigations, it has been determined that operators may have fraud detection systems with rules to detect duplicate UEs, e.g. when a UE with certain credentials accesses PLMN A and a UE with the same credentials access PLMN B, a fraud alert is triggered.
Issue

According to the recent discussions, the following scenario may exist when a UE selects an ePDG in a different PLMN (e.g. HPLMN) to the PLMN it authenticated with (e.g. VPLMN):

· The UE-A authenticates via a VPLMN’s AAA Proxy and the HPLMN’s AAA Server

· The HPLMN’s charging system receives charging records from the VPLMN for this (i.e. from the AA Proxy)

· The UE-A then directly connects an IPsec tunnel to the HPLMN’s ePDG

· The HPLMN’s charging system now receives charging records from the ePDG in the HPLMN

Fraud detection systems in operator networks that detect duplicate appearances by the same UE but in completely different locations may not detect that the above scenario is legitimate i.e. not fraud. Such systems are designed to raise alarms when suspecting that a rogue UE duplicated credentials from UE-A (let’s call it UE-A’) is attempting to gain service such as in the following case (other permutations may also exist):

· UE-A uses WiFi for which no authentication is required, and connects to HPLMN ePDG

· UE-A’ authenticates to a WLAN via a VPLMN’s AAA Proxy and HPLMN’s AAA Server, and just accesses IP service locally on the WLAN

If left unchecked, the user of UE-A may receive an unexpected bill (bill shock), and/or, depending on the fraud system, UE-A's credentials will be suspended requiring the end user to seek help from their HPLMN operator e.g. customer care, to resolve the suspension.
Conclusion

A default behaviour at the UE of selecting a (V)PLMN A's ePDG even after authenticating via WLAN with a VPLMN B requires all operators that wish to roll out ePDGs to review and possibly alter their fraud detection systems.

This may hamper the adoption of S2b based deployments. 

