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***** Next change *****
6.4.1
WIC registration of individual Public User Identity using IMS authentication
6.4.1.1
Determination of IMS authentication mechanism

When the eP-CSCF receives a REGISTER request using SIP over Websockets as signalling protocol on the W2 interface, the eP-CSCF determines which IMS authentication mechanism to use as described in annex P of 3GPP TS 33.203 [9].
6.4.1.2
W2 using SIP Digest credentials
When the eP-CSCF receives a REGISTER request for "SIP Digest with TLS" using SIP over Websockets as signalling protocol on the W2 interface, then the procedures as defined in 3GPP TS 24.229 [3] subclause 5.2.2 apply. In addition the eP-CSCF shall:
1) if the REGISTER request was received on a pre-established TLS then:

a)
if the REGISTER request does not map to an existing TLS association, and does not contain a challenge response, not include the "integrity-protected" header field parameter;
b)
if the REGISTER request does not map to an existing TLS association, and does contain a challenge response, include an "integrity-protected" header field parameter with the value set to "tls-pending";
c)
if the REGISTER request does map to an existing TLS association, include an "integrity-protected" header field parameter with the value set to "tls-protected";

d)
if the "rport" header field parameter is included in the Via header field, set the value of the "rport" header field parameter in the Via header field to the source port of the received REGISTER request; and

e)
insert the "received" header field parameter in the Via header field containing the source IP address that the request came from, as defined in RFC 3581 [26].
NOTE:
As defined in RFC 3581 [26], the P-CSCF will insert a "received" header field parameter containing the source IP address that the request came from, even if it is identical to the value of the "sent-by" component.

When the eP-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the eP-CSCF shall:

1)
send the 401 (Unauthorized) response to the UE using the TLS session with which the associated REGISTER request was protected. 
When the eP-CSCF receives a 200 (OK) response to a REGISTER request as defined, and the registration expiration interval value is different than zero, the eP-CSCF shall additionally:

-
create an TLS association by storing and associating the UEs IP address and port of the TLS connection with the TLS Session ID, the private user identity and all the successfully registered public user identities related to that private user identity; and

-
send the 200 (OK) response to the REGISTER request within the same TLS session to that in which the request was protected.

Editor’s Note:
It is ffs whether the text in this sub-clause can be included in TS 24.229
6.4.1.3
W2 using IMS-AKA

When the eP-CSCF receives a REGISTER request from the WIC for IMS-AKA over a TLS session set-up prior registration:

1)
not including the Security Client header field; and

2)
containing an Authorization header field with an "algorithm" header field parameter set to "AKAv2-SHA-256";

the eP-CSCF shall:

a)
include the "integrity-protected" header field parameter with the value set to "tls-connected" in the Authorization header field;
b)
if the "rport" header field parameter is included in the Via header field, then set the value of the "rport" header field parameter in the Via header field to the source port of the received REGISTER request; and

c)
insert the "received" header field parameter in the Via header field containing the source IP address that the request came from, as defined in RFC 3581 [26]:

NOTE:
As defined in RFC 3581 [26], the P-CSCF will insert a "received" header field parameter containing the source IP address that the request came from, even if it is identical to the value of the "sent-by" component.
before forwarding the REGISTER request.
When the eP-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the eP-CSCF shall:

1)
send the 401 (Unauthorized) response to the UE using the TLS session with which the associated REGISTER request was protected. 
When the eP-CSCF receives a 200 (OK) response to a REGISTER request, and the registration expiration interval value is different than zero, the eP-CSCF shall additionally:

-
create an association by storing and associating the UEs IP address and port of the TLS connection with the TLS Session ID, the private user identity and all the successfully registered public user identities related to that private user identity; and

-
protect the 200 (OK) response to the REGISTER request within the same TLS session to that in which the request was protected.
***** Next change *****
6.4.2
WIC registration of individual public user identity using web credentials
In this subclause it is assumed that SIP over Websockets is used as the signalling protocol on the W2 interface. Upon receiving the SIP REGISTER request from the WIC, the eP-CSCF shall extract the authorization token and validate it as specified in 3GPP TS 33.203 [9] Annex X. If the authorization token is verified valid, the eP-CSCF obtains the associated authorization information, including the private user identity and public user identity of the associated user, the WAF and WWSF identity, and the authorization information scope.

The eP-CSCF inserts the obtained private user identity and public user identity in the SIP REGISTER request, where the Authorization header in SIP REGISTER request, as specified in 3GPP TS 33.203 [9] Annex U, contains the private user identity, and the To header field in the SIP REGISTER request contains the public user identity.

NOTE:
The eP-CSCF will overwrite the To header field value received in the SIP REGISTER request from the WIC.
Then the eP-CSCF performs as the trusted node in TNA scheme specified in 3GPP TS 33.203 [9] Annex U. The eP-CSCF forwards the SIP REGISTER request to the S-CSCF as specified in 3GPP TS 24.229 [3], where the Authorization header in SIP REGISTER request, as specified in 3GPP TS 33.203 [9] Annex U, contains the user’s private user identity, an "integrity-protected" header field set to "auth-done ", and an empty "response" header field.

If the WAF, which authorizes the WIC to access the IMS core and issues the authorization token, is located in third party domain, the eP-CSCF shall also include the WAF identity in the REGISTER request, using the Authorization header field, with the "authorization-entity" header field parameter set to the value of the WAF identity.

Editor's note: How to include the WWSF identity in the register request is ffs.
Upon receiving the SIP 200 (OK) response from the S-CSCF, the eP-CSCF forwards SIP 200 (OK) response to the WIC. When TLS is used between the WIC and the eP-CSCF, the eP-CSCF shall additionally create an association between the UE and the TLS connection as specified in 3GPP TS 24.229 [3] subclause 5.2.2.4.
***** Next change *****
7.1
General
This clause specifies procedures that are related to call origination and termination in the IM CN subsystem that are required for support of WebRTC.
It is assumed that prior to the call origination and termination procedure, a WebSockets connection hase been established between the WIC and the eP-CSCF. The call control signalling between the WIC and the eP-CSCF is transport over the WebSockets connection.

The WIC shall support ICE procedures as described in RFC 5245 [22] and RFC 6544 [28], with the additions specified in draft-ietf-rtcweb-stun-consent-freshness-03 [21]. The WIC shall perform ICE procedures when initiated by other subclauses in this document.
Editor's note: IETF RTCWEB WG has the concensus that ICE-TCP candidates are permitted, as specified in draft-ietf-rtcweb-transports-05 that "ICE-TCP candidates [RFC6544] MUST be supported." RTP media stream transported over TCP or over TLS in "m=" line can be described using draft-nandakumar-mmusic-proto-iana-registration [29]. Procedures how to signal the transport address shift between UDP candidate and TCP candidate, when there are both UDP candidates and TCP candidates in a call need to be added.
***** End of change *****
