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1. Background
3GPP TS 24.229 CR#2358r7 was approved at CT#42, 3GPP TS 24.229 CR#2697r1 was approved at CT#45. The two CRs were aiming to prevent DDOS attack which caused by malicious 380/504 response messages.

380 response message could be used in non-UE detectable emergency service to indicate UE that the current requested number is related to some emergency service. Upon receiveing 380 response the UE should try to issue emergency procedure towards PSAP. CR#2358 concerned that malicious UAs may generate fake 380 responses and normal UEs are mis-indicated to issue emergency call towards PSAP,  then DDOS attack caused on PSAP.
504 response message could be used in restoration to indicate UE to issue initial registration towards IMS CN. Similar principle applies for CR#2697 as described above, malicious UA may initiate DDOS attack on registra by generating fake 504 response messages.

The current solution for preventing the mentioned DDOS attack is, on one hand,  to let UE verify the P-Asserted-Identity header field contained in 380/504 response to make sure the response is INDEED generated by some trusted entities, i.e. P-CSCF and S-CSCF. On the other hand, when generating 380/504 response the P-CSCF/S-CSCF shall include in the P-Asserted-Identity header field the SIP URI which was put into the Path header field or Service-Route header field during previous registration.
2. Discussion
2.1 Does the DDOS attack really exist ? Does the solution work if the attack really exists?
========== It’s difficult to initiate DDOS attack by SIP response message ==========

The concerned DDOS attack is caused by 380/504 response messages, so if the hacker want to initiate an attack he/she has to convince as many as possible normal UEs to send SIP request messages towards the malicious UA. It’s difficult.

Fine, the hacker needs not to convince normal UEs, it can play Man in the Middle. BUT,

========== Integrity protection can prevent Man-in-the-Middle ==========

With TLS or IPSec between UE and P-CSCF, malicious UA has nearly no chance to send fake SIP messages directly to normal UEs. The only way to send SIP messages to UE is via IM CN, however the IM CN won’t proxy fake SIP messages.
Fine, there is not always TLS or IPSec. BUT,

========== Does the current solution help ?  ==========

Withou TLS or IPSec between UE and P-CSCF, the malicious UA can then send fake SIP response messages to normal UEs and the normal UEs have no way to distinguish. Under such condition, to let UE verify P-Asserted-Identity header field makes no difference since the malicious UA can put everything into P-A-I, including the SIP URI of P-CSCF or S-CSCF.

To summary above, the DDOS attack can only exist when there is no TLS or IPSec, where the current solution helps little to prevent it.
2.2 Issue caused by current solution
In national roaming case, the IBCF may apply THIG and the UE won’t receive the SIP URI of S-CSCF during registration. Therefore UE has no way to verify 504 response and restoration procedure doesn’t work. This issue has been identified at CT1#89.

3. Proposal
It’s proposed to remove the requirement on UE to verify P-Asserted-Identity in 380/504 responses.

