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1. Reason for Change
Today, the WIC offers RTP media using SRTP and eP-CSCF implicitly applies end-to-access-edge media security. 

However, IETF expectation is that the media security is applied end-to-end - https://tools.ietf.org/html/draft-ietf-rtcweb-security-arch-10 states:

---------------

           +----------------+    Unspecified    +----------------+

           |                |      protocol     |                |

           |    Signaling   |<----------------->|    Signaling   |

           |    Server      |  (SIP, XMPP, ...) |    Server      |

           |                |                   |                |

           +----------------+                   +----------------+

                    ^                                   ^

                    |                                   |

              HTTPS |                                   | HTTPS

                    |                                   |

                    |                                   |

                    v                                   v

                 JS API                               JS API

           +-----------+                             +-----------+

           |           |             Media           |           |

     Alice |  Browser  |<--------------------------->|  Browser  | Bob

           |           |           DTLS+SRTP         |           |

           +-----------+                             +-----------+

                 ^      ^--+                      +--^     ^

                 |         |                      |        |

                 v         |                      |        v

           +-----------+   |                      |  +-----------+

           |           |<-------------------------+  |           |

           |   IdP1    |   |                         |    IdP2   |

           |           |   +------------------------>|           |

           +-----------+                             +-----------+

            Figure 4: A federated call with IdP-based identity

---------------

Moreover, in future, end-to-end media security could also be provided in 3GPP and then SDP sent by WIC should preferably be the one defined by IETF today (i.e. offer containing DTLS-SRTP).

Therefore, SA3 expects that WIC indicates request for end-to-access-edge protection. 33.328 states:

---------------------------------------

N.2.2
e2ae security for RTP using DTLS-SRTP

...

Since only e2ae security is supported at the moment, the WebRTC IMS Client is required to include the indication "e2ae-security requested by UE" in every offer it creates.

...

---------------------------------------

2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.371.
* * * First Change * * * *

7.2.2
WIC originating call
When the WIC originates a call, the WIC shall: 
a)
perform the ICE procedures as defined in RFC 5245 [22] and possibly RFC 6544 [28]; and
b)
generate an SDP offer and send it towards the eP-CSCF using the appropriate signalling protocol as described in subclause 7.2.1.

Upon generating an SDP offer with RTP based media, for each RTP based media, the WIC 
a) shall offer UDP transport protocol according RFC 5763 [5], with the proto field in the "m=" line containing the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [6];
b) may additionally, within the same "m=" line, offer TCP transport protocol with appropriate ICE candidates according to RFC 6544 [28]; and
c) shall additionally, within the same "m=" line, indicate an SDP "a=3ge2ae:requested" attribute.


* * * Next Change * * * *

7.4.2
WIC originating call
Upon receipt of an SDP offer, the eP-CSCF shall:
a)
perform ICE procedures as defined in  3GPP TS 24.229 [3]; and

b)
generate an SDP offer based on the SDP offer received from the WIC and forward it using the appropriate signalling protocol as described in subclause 7.4.1. The eP-CSCF shall replace the SDP offer with updated SDP provided by eIMS-AGW, which contains the eIMS-AGW IP addresses and ports. The eP-CSCF shall not use bundled media as described in draft-ietf-mmusic-sdp-bundle-negotiation [25], i.e. the eP-CSCF shall remove the SDP group attribute BUNDLE value, and any m- line that in the received SDP offer contained an SDP "bundle-only" attribute, from the SDP offer.

NOTE:
At this point, the eP-CSCF interacts with eIMS-AGW to reserve resources and provide the information needed for media handling. The details of the interaction between eP-CSCF and eIMS-AGW are out of scope of this document.

Upon receiving an SDP offer from the served WIC containing an DTLS-SRTP based media stream with end-to-access-edge protection, i.e. an "m=" line:
-
with the proto field containing the "UDP/TLS/RTP/SAVPF" value as specified in RFC 5764 [6]; and

-
with the SDP "a=3ge2ae:requested" attribute;

the eP-CSCF shall invoke IMS-ALG procedures, shall remove the SDP "a=3ge2ae:requested" attribute and the SDP fingerprint attribute and shall act as defined in 3GPP TS 24.229 [3] as far as SDP and RTP is concerned.

Upon receiving an SDP answer over the Mw interface, for each DTLS-SRTP based media stream with end-to-access-edge protection of the SDP offer from the served WIC which is accepted in the received SDP answer, the eP-CSCF shall invoke IMS-ALG procedures.In the SDP answer to served WIC the transport protocol, the eP-CSCF
a) shall use to RFC 5763 [5] and shall provide the proto field in the "m=" line withthe "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [6]; and

b) may additionally, within the same "m=" line, offer TCP transport protocol with appropriate ICE candidates according to RFC 6544 [28].

If the SDP offer contained bundled media as described in draft-ietf-mmusic-sdp-bundle-negotiatio [25], the eP-CSCF shall reject the bundling of media, i.e. the eP-CSCF shall not add a SDP group BUNDLE attribute to the SDP answer, and the eP-CSCF shall assign a zero port value to any m- line that in the SDP offer contained an SDP "bundle-only" attribute.
NOTE:
Stage 2 has specified that the architecture does not support media multiplexing that is defined for WebRTC, so the SDP answer sent to the served WIC will not contain bundled media.


