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1. Introduction
This document restructure some sections to enhance the readability and make the whole specification more terse, with the following changes:
1. add some general description for the WIC and the eP-CSCF in section 6.1 to scope down the signalling protocol to Gm SIP, which is only specified in the registration procedures. And correspondingly, delete the non-SIP sub clauses in section 6, which had only an editor note in the original text;
2. add some general description for the WIC and the eP-CSCF in section 6A.1 to scope down the signalling protocol to Gm SIP, which is only specified in the deregistration procedures; and correspondingly, delete the non-SIP sub clauses in section 6A, which had only an editor note in the original text; and
3. as the general descriptions in section 7.2.1 and 7.4.1 are almost the same for the WIC and the eP-CSCF, these two sections are integrated into one part which is added in section 7.1.

2. Reason for Change
There is a conclusion in the last meeting, TS 24.371 may need to be restructured.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.371.
* * * First Change * * * *

6.1
General
This clause specifies procedures that are related to registration of a WIC in the IM CN subsystem that are required for support of WebRTC.
There are the following IMS registration scenarios defined in 3GPP TS 23.228 [4] Annex U. 3GPP TS 33.203 [9] specifies the following authentication methods applying to different IMS registration scenarios separately.

a)
Scenario 1: The WIC registration of individual public user identity using IMS authentication. There are two authentication methods specified in 3GPP TS 33.203 [9], corresponding to this scenario:

1)
SIP Digest authentication scheme; and
2)
use of IMS AKA authentication scheme.

Editor's note: Use of IMS AKA in WebRTC is not well defined in SA3 yet. There are many aspects still remains ffs, as described in 3GPP TS 33.203 [9].
b)
scenario 2: The WIC registration of individual public user identity based on web authentication.

1)
Web authentication scheme: The registration procedure between the eP-CSCF and the IM CN subsystem reuses the Trusted Node Authentication (TNA) procedure specified in 3GPP TS 33.203 [9]; or

c)
scenario 3: The WIC registration of individual public user identity from a pool of public user identities.

1)
Web authentication scheme: The registration procedure between the eP-CSCF and the IM CN subsystem reuses the Trusted Node Authentication (TNA) procedure specified in 3GPP TS 33.203 [9]. The registration procedure of scenario 3 is basically the same with scenario 2, with the difference that, in scenario 3 it is assumed that the WWSF is provided with a pool of public user identities and can assign public user identities within this pool.In all the registration scenarios, it is assumed that HTTP or HTTPS connection is used between the WIC and the WWSF, where HTTPS connection is recommended due to the security considerations.
The structure of subclause 6 is divided by functional entity as the first level, and in each subclause of a specific functional entity, all the authentication solutions are described in the sequence of registreation scenarios.
The WIC and the eP-CSCF using Gm shall follow the registration procedures as described in 3GPP TS 24.229 [3] and the procedures as described in this document in addition. For the WIC and eP-CSCF using Gm, the appropriate signalling protocol is defined in 3GPP TS 24.229 [3] and this document.

For the WIC and eP-CSCF using non-Gm or non-SIP, the registration procedures and the signalling protocol are out of scope of this document.
Editor’s Note:
The amount of documentation of registration for non-Gm and non-SIP W2 is ffs.
* * * Next Change * * * *

6.2
WIC (WebRTC IMS Client)
6.2.1
WIC registration of individual Public User Identity using Digest authentication

When using SIP over Websockets as signalling protocol on the W2 interface, the WIC shall use the procedures for "SIP Digest without TLS" as specified in 3GPP TS 24.229 [3].

NOTE:
The WIC uses the TLS connection that was established during the WebSocket connection setup.



6.2.2
WIC registration of individual public user identity based on web authentication

In this subclause it is assumed that SIP over Websockets is used as the signalling protocol on the W2 interface and the user has a subscription with an individual IMPU, but uses a web identity and authentication scheme, e.g. OAuth 2.0, to authenticate with the WWSF or the WAF. 

As specified in 3GPP TS 33.203 [9], after receiving the authorization token from WWSF, which is issued by WAF, the WIC shall:
-
send a SIP REGISTER request, which includes the authorization token as described in draft-yusef-sipcore-sip-oauth-00 [27], to the eP-CSCF via the Websockets connection.

Editor's note: The draft-yusef-sipcore-sip-oauth-00 has not been well defined yet, so how to include the authorization token in SIP REGISTER request message still needs ffs.


* * * Next Change * * * *

6.4
eP-CSCF (P-CSCF enhanced for WebRTC)
6.4.1
WIC registration of individual Public User Identity using Digest authentication

When the eP-CSCF receives a REGISTER request and using SIP over Websockets as signalling protocol on the W2 interface, then the procedures as defined in 3GPP TS 24.229 [3] subclause 5.2.2.1 for "SIP Digest with TLS" apply. In addition the eP-CSCF shall:
1) if the REGISTER request was received on a pre-established TLS then:

a)
if the REGISTER request does not map to an existing TLS association, and does not contain a challenge response, not include the "integrity-protected" header field parameter;
b)
if the REGISTER request does not map to an existing TLS association, and does contain a challenge response, include an "integrity-protected" header field parameter with the value set to "tls-pending";
c)
if the REGISTER request does map to an existing TLS association, include an "integrity-protected" header field parameter with the value set to "tls-protected";

d)
if the "rport" header field parameter is included in the Via header field, set the value of the "rport" header field parameter in the Via header field to the source port of the received REGISTER request; and

e)
insert the "received" header field parameter in the Via header field containing the source IP address that the request came from, as defined in RFC 3581 [26].
NOTE:
As defined in RFC 3581 [26], the P-CSCF will insert a "received" header field parameter containing the source IP address that the request came from, even if it is identical to the value of the "sent-by" component.

When the eP-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the eP-CSCF shall:

1)
send the 401 (Unauthorized) response to the UE using the TLS session with which the associated REGISTER request was protected. 
When the eP-CSCF receives a 200 (OK) response to a REGISTER request as defined, and the registration expiration interval value is different than zero, the eP-CSCF shall additionally:

-
create an TLS association by storing and associating the UEs IP address and port of the TLS connection with the TLS Session ID, the private user identity and all the successfully registered public user identities related to that private user identity; and

-
send the 200 (OK) response to the REGISTER request within the same TLS session to that in which the request was protected.

Editor’s Note:
It is ffs whether the text in this sub-clause can be included in TS 24.229



6.4.2
WIC registration of individual public user identity using web credentials

In this subclause it is assumed that SIP over Websockets is used as the signalling protocol on the W2 interface. Upon receiving the SIP REGISTER request from the WIC, the eP-CSCF shall extracts the authorization token and validates it. If the authorization token is verified valid, the eP-CSCF obtains the associated authorization information, including the private user identity and public user identity of the associated user, the WWSF identity, and the authorization information scope.

Then the eP-CSCF performs as the trusted node in TNA scheme specified in 3GPP TS 33.203 [9] Annex U. The eP-CSCF forwards the SIP REGISTER request to the S-CSCF as specified in 3GPP TS 24.229 [3], where the Authorization header in SIP REGISTER request, as specified in 3GPP TS 33.203 [9] Annex U, contains the user’s private user identity, an "integrity-protected" header field set to "auth-done ", and an empty "response" header field.
Editor's note: 3GPP TS 33.203 [9] states that if the WAF is located in third party domain, the eP-CSCF shall also include the identity of the authorization entity. There are the following concerns need to be considered related to this requirement. What is the authorization entity refers to (the WWSF or the WAF)? What parameter in the SIP REGISTER message should be used to include the identity of the authorization entity? These questions are ffs.
Upon receiving the SIP 200 (OK) response from the S-CSCF, the eP-CSCF forwards SIP 200 (OK) response to the WIC.


* * * Next Change * * * *

6A.1
General
This clause specifies procedures that are related to deregistration in the IM CN subsystem that are required for support of WebRTC.
The WIC and the eP-CSCF using Gm shall follow the deregistration procedures as described in 3GPP TS 24.229 [3] and the procedures as described in this document in addition. For the WIC and the eP-CSCF using Gm, the appropriate signalling protocol is defined in 3GPP TS 24.229 [3] and this document.

For the WIC and eP-CSCF using non-Gm or non-SIP, the deregistration procedures and the signalling protocol are out of scope of this document.
Editor’s Note:
The amount of documentation of deregistration for non-Gm and non-SIP W2 is ffs.
* * * Next Change * * * *

6A.2
WIC (WebRTC IMS Client)

It is assumed that the WIC has previously registered, and the signalling protocol between the WIC and the eP-CSCF applies SIP over WebSockets where the SIP procedures conform to the definitions for SIP on the Gm reference point as specified in 3GPP TS 24.229 [3].

The WIC shall follow the deregistration procedures speicifed in 3GPP TS 24.229 [3] subclause 5.1.1.6 and subclause 5.1.1.7.

If the WIC have no more public user identities registered in the IM CN subsystem, the WebSockets connection between the WIC and the eP-CSCF shall be removed.


* * * Next Change * * * *

6A.3
eP-CSCF (P-CSCF enhanced for WebRTC)

The eP-CSCF shall follow the deregistration procedures speicifed in 3GPP TS 24.229 [3] subclause 5.2.5.1 and subclause 5.2.5.2.

NOTE:
In the scenario that individual public user identity is assigned by the WWSF or the WAF from a pool of public user identities, as an implementation specific option, when the public user identity has been deregistered in the IM CN subsystem, the eP-CSCF can indicate to the WAF that a certain public user identity can be re-assigned, while the procedures for the interface between the eP-CSCF and the WAF is out of scope of this specification.


* * * End of Change * * * *

