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1. Introduction
In scenaio 2, where individual web user accesses IMS based on web authentication, the following requirement is described in TS 33.203:
-
REQ 2.4: An IMS service provider relying on a third party for authenticating or authorizing WebRTC IMS Clients (WIC), shall securely determine from the received authorization information the IMPI and IMPU of the authenticated WIC attempting to register with the IMS network.

NOTE: 
In a use-case where IMPI is associated with multiple IMPUs, IMPI to IMPU association check when 
I-CSCF User Registration Query is processed by the HSS, is not enough. For example, a user who has authenticated to the WWSF as sip:bob-impu1@operator.com but changes "To" field in the W2 REGISTER message to sip:bob-impu2@operator.com, will not be detected by the IMS network. It is therefore necessary to determine IMPU and IMPI of the authenticated user from the received authorization information.
As the IMS identity in the REGISTER request message inserted by the WIC can not be trusted in the web authentication based registration, the eP-CSCF shall check the IMS identities in the REGISTER message received from the WIC after obtaining the real IMS identity via token validation.
2. Reason for Change
To keep alignment with SA3 and specify the SA3 requirement in CT1.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.371.
* * * Begin of Change * * * *

6.4.2
WIC registration of individual public user identity using web credentials
6.4.2.1
W2 using SIP
In this subclause it is assumed that SIP over Websockets is used as the signalling protocol on the W2 interface. Upon receiving the SIP REGISTER request from the WIC, the eP-CSCF shall extracts the authorization token and validates it. If the authorization token is verified valid, the eP-CSCF obtains the associated authorization information, including the private user identity and public user identity of the associated user, the WWSF identity, and the authorization information scope.
In this scenario, the eP-CSCF shall check whether the private user identity and public user identity in the REGISTER request received from the WIC are consistent with the values obtained via token validation. If they are not consistent, then the eP-CSCF shall reject the REGISTER request with a 400 (Bad Request) response.
Then the eP-CSCF performs as the trusted node in TNA scheme specified in 3GPP TS 33.203 [9] Annex U. The eP-CSCF forwards the SIP REGISTER request to the S-CSCF as specified in 3GPP TS 24.229 [3], where the Authorization header in SIP REGISTER request, as specified in 3GPP TS 33.203 [9] Annex U, contains the user’s private user identity, an "integrity-protected" header field set to "auth-done ", and an empty "response" header field.
Editor's note: 3GPP TS 33.203 [9] states that if the WAF is located in third party domain, the eP-CSCF shall also include the identity of the authorization entity. There are the following concerns need to be considered related to this requirement. What is the authorization entity refers to (the WWSF or the WAF)? What parameter in the SIP REGISTER message should be used to include the identity of the authorization entity? These questions are ffs.
Upon receiving the SIP 200 (OK) response from the S-CSCF, the eP-CSCF forwards SIP 200 (OK) response to the WIC.
* * * End of Change * * * *
