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Introduction

In the CT1 #84bis meeting in Porto, Intel had brought to the attention of CT1 "Call control by USIM" feature which is specified in TS 31.111 (under control by CT6) and which could have some unwanted interactions with the protocol enhancements specified by CT1 for the work items MTC and IMS emergency call via GPRS (Please see C1-134065). Subsequently an LS was sent to CT6 in C1-134265. CT6 has reviewed the LS sent by CT1 and have provided answers for the questions raised by CT1 in their reply LS in (C1-140064).

CT6 has studied the side-effects of the "Call control by USIM" service as specified in TS 31.111 on the operation of the NAS protocol stack. CT6 has indicated that it is a better approach to specify explicitly which IEs the UICC can or cannot modify in the ACTIVATE PDP CONTEXT REQUEST and in the PDN CONNECTIVITY REQUEST messages. CT6 has included a table which indicates IEs that should not be modified by the UICC (red color), IEs that could be modified by UICC (green color) and other IEs on which there is no consensus within CT6. CT6 has requested CT1 to provide comments on the IEs listed in their Reply LS, so that appropriate changes can be done in CT6 specifications. 

This table is included here in Appendix A for easy reference.
Discussion
From an operation perspective we can evisage the following possible fairly generic use cases wherein the UICC applications may want to modify IEs in the ACTIVATE PDP CONTEXT REQUEST and in the PDN CONNECTIVITY REQUEST messages.
i) UE requests APN 1, USIM specifically replaces APN1 with APN2

ii) UE requests APNx, USIM replaces any APNx with APN2. (i.e. essentially, the subscription only allows the UE to establish a PDN connection to APN2.)

iii) UE requests APN1 with QoS1, USIM replaces QoS1 with QoS2. (i.e. USIM enforces a QoS restriction.)

iv) Combination of iii with i.

v) Combination of iii with ii.

vi) There is also the use case of MO PDP context establishment upon receipt of a certain SMS. This is used if a "larger" amount of data needs to be downloaded to the UE so that the use of  multiple SMS becomes unpractical. (Download of data to the USIM via "bearer independent protocol (BIP)".)

As such we agree with CT6 analysis on IEs that should not be modified by UICC (those in red color) and also on IEs that can be modified by UICC (those in green color) in the tables included in Appendix A. We provide the following analysis on IEs for which there is no consensus within CT6.
· Requested NSAPI

This IE should not be modified by UICC. 

There is no reason/functional advantage for modifying this value and also there is a 1-to-1 mapping between NSAPI and EPS bearer ID which is considered not to be modified.

· Requested LLC SAPI

This IE should not be modified by UICC. 

This seems technically too complex for the USIM application unless it wants to maintain a full copy of the active PDP contexts; LLC SAPI could already be allocated to another PDP context; if several PDP contexts (NSAPIs) are multiplexed to the same LLC SAPI, QoS parameters like "traffic class" would need to be the same.

· Requested PDP address

This IE may be modified by UICC. 

This IE can include a request for a certain PDP type (IPv4, IPv6, IPv4v6) and additionally a static IP address. The PDP type should be set according to the requirements of the application requesting the PDN connectivity. In the use case [i] above it is not clear how/whether the USIM is aware of these requirements (especially if the APN is not application specific but generic, e.g. the "internet" APN). The static IP address can be provided by the application via an AT command. It is not clear, how/why the USIM would modify that address for use case [i]. For use case [ii] this is different. For this case the USIM could have a quite clear idea how to set the various parameters.
· Protocol configuration options

This IE may be modified by UICC. 

This IE can include various parameters such as session management-related, TCP/IP related, IMS related, IP protocol PDUs (PAP, CHAP, esp. authentication parameters), etc. which the UICC application may want to modify.

· Request type

This IE may be modified by UICC. 

This IE can take any of the values "initial request", "handover", "emergency" which the UICC application may want to modify. A change to the value "emergency" shall be avoided, as generally the feature "Call control by USIM" should not interfere with emergency calls. A change from "initial request" to the value "handover" will usually result in a rejection of the PDN CONNECTIVITY REQUEST with cause #54 "PDN connection does not exist" (because this request type is to be used for handover from non-3GPP to 3GPP and the PDN-GW cannot find a related non-3GPP PDN connection). A change from "handover" to "initial request" might be possible for use case ii; however, in this case the PDN-GW will probably allocate a new IP address for the PDN connection and release the existing non-3GPP connection later, e.g. upon expiry of a supervision timer.
· ESM information transfer flag

This IE should not be modified by UICC. 

There is no reason/functional advantage for modifying this value.
We would like to caution CT6 when modifying parameers such as PDP address, PCO, Request type because CT1 does not know the type of applications CT6 may have in mind. Though  CT1 cannot and does not want to forbid modification of these parameters CT6 should be aware that a misconfiguration of these parameters can result in loss of service. Any USIM application developer tampering around with these parameters should have a pretty good idea what’s being done and why it needs to be done.
Conclusions
· In addition to the IEs indicated by CT6 in their Reply LS, the following additional IEs should not be modified by UICC: 
· Requested NSAPI
· Requested LLC SAPI
· ESM information transfer flag
· The IEs Requested PDP address, Protocol configuration options and Request type may be modified by UICC. However CT1 would like to caution CT6 when modifying these IEs since a misconfiguration of these parameters can result in loss of service. 
· Appendix A: From CT6 Reply LS in C1-1400064:
PDP Context Activation

According to TS 31.111, clause 7.3.1.6 and clause 8.72, in case of PDP context activation, the ENVELOPE command for the call control by USIM procedure contains the Activate PDP context request parameters, coded as the ACTIVATE PDP CONTEXT REQUEST message, as defined in TS 24.008.

Table 9.5.1/3GPP TS 24.008: Activate PDP context request message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Transaction identifier


	Transaction identifier

10.3.2
	M
	V
	1/2– 3/2

	
	Activate PDP context request message identity
	Message type

10.4
	M
	V
	1

	
	Requested NSAPI
	Network service access point identifier 10.5.6.2
	M
	V
	1

	
	Requested LLC SAPI
	LLC service access point identifier 10.5.6.9
	M
	V
	1

	
	Requested QoS
	Quality of service

10.5.6.5
	M
	LV
	13-21

	
	Requested PDP address
	Packet data protocol address

10.5.6.4
	M
	LV
	3 - 23

	28
	Access point name
	Access point name

10.5.6.1
	O
	TLV
	3 - 102

	27
	Protocol configuration options
	Protocol configuration options 10.5.6.3
	O
	TLV
	3 - 253

	A-
	Request type
	Request type

10.5.6.17
	O
	TV
	1

	C-
	Device properties
	Device properties

10.5.7.8
	O
	TV
	1


EPS PDN connection Activation

According to TS 31.111, clause 7.3.1.6, in case of EPS PDN connection Activation, the ENVELOPE command for the call control by USIM procedure contains the PDN Connectivity Request parameters, coded as the PDN CONNECTIVITY REQUEST, as defined in TS 24.301.

Table 8.3.20.1: PDN CONNECTIVITY REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

9.3.2
	M
	V
	1/2

	
	Procedure transaction identity
	Procedure transaction identity

9.4
	M
	V
	1

	
	PDN connectivity request message identity
	Message type

9.8
	M
	V
	1

	
	Request type
	Request type

9.9.4.14
	M
	V
	1/2

	
	PDN type
	PDN type

9.9.4.10
	M
	V
	1/2

	D-
	ESM information transfer flag
	ESM information transfer flag
9.9.4.5
	O
	TV
	1

	28
	Access point name
	Access point name

9.9.4.1
	O
	TLV
	3-102

	27
	Protocol configuration options
	Protocol configuration options

9.9.4.11
	O
	TLV
	3-253

	C-
	Device properties
	Device properties
9.9.2.0A
	O
	TV
	1


