3GPP TSG-CT WG1 Meeting #84bis 
(C1-133707
Porto (Portugal), 7-11 October 2013

	CR-Form-v10

	CHANGE REQUEST

	

	(
	24.302
	CR
	0248
	(
rev
	-
	(
Current version:
	12.2.0
	(

	

	For HELP on using this form look at the pop-up text over the ( symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/Change-Requests.

	


	Proposed change affects: (
	UICC apps(
	
	ME
	x
	Radio Access Network
	
	Core Network
	x


	

	Title:
(
	EAP extensions for eSaMOG_St3

	
	

	Source to WG:
(
	Ericsson

	Source to TSG:
(
	C1

	
	

	Work item code:
(
	eSaMOG_St3
	
	Date: (
	2013-09-29

	
	
	
	
	

	Category:
(
	B
	
	Release: (
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(
	SA2 agreed CR#1188 of 3GPP TS 23.402. This stage-2 CR needs extensions of EAP-AKA' signalling to enable negotiation of the connection mode to be used in TWAN and related parameters.

	
	

	Summary of change:
(
	3GPP AAA server indicates supported connection modes (i.e. single-PDN connection mode, multi-PDN connection mode or both) in EAP-Request/AKA'-Challenge.
SC UE selects mode to be used and indicates requested parameters in EAP-Response/AKA'-Challenge.

If SC UE indicated support of AKA'-Nofication, the 3GPP AAA server provides feedback to the UE in EAP-Request/AKA'-Notification.

	
	

	Consequences if 
(
not approved:
	Missing feature.

	
	

	Clauses affected:
(
	3.1, 3.2, 6.4.1A (new), 6.4.2.x (new), 6.4.2.x.1 (new), 6.4.2.x.2 (new), 6.4.2.x.3 (new), 6.4.3.y (new), 6.4.3.y.1 (new), 6.4.3.y.2 (new), 6.4.3.y.3 (new), 8.1.z (new), 8.1.z.1 (new), 8.1.z.2 (new), 8.1.z.3 (new), 8.1.z.4 (new), 8.1.z.5 (new), 8.1.z.6 (new), 8.1.z.7 (new), 8.1.z.8 (new), 8.2.z (new), 8.2.z.1 (new), 8.2.z.2 (new), 8.2.z.3 (new), 8.2.z.4 (new), 8.2.z.5 (new), 8.2.t (new), 8.2.t.1 (new), 8.2.t.2 (new), 8.2.t.3 (new), 8.2.t.4 (new), 8.2.t.5 (new), 8.2.t.6 (new), 8.2.t.7 (new)

	
	

	
	Y
	N
	
	

	Other specs
(
	x
	
	 Other core specifications
(
	TS 23.402 CR 1188 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
(
	


****************** change 1 ******************

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Access Network Discovery and Selection Function: In this specification, Access Network Discovery and Selection Function (ANDSF) is a network element specified in 3GPP TS 23.402 [6]. Unless otherwise specified, the term ANDSF is used to refer to both Home and Visited ANDSF.

Emergency session: In this specification, an emergency session is an emergency PDN connection established in E-UTRAN and handed over to a S2a based cdma2000® HRPD access network.

Home ANDSF: In this specification, the Home ANDSF (H-ANDSF) is an ANDSF element located in the home PLMN of a UE.

Set of Access network discovery information: In this specification, a set of Access network discovery information is the access network discovery information from a single ANDSF.

Set of Inter-system mobility policy: In this specification, a set of Inter-system mobility policy is the inter-system policy information received from a single ANDSF.

Visited ANDSF: In this specification, the Visited ANDSF (V-ANDSF) is an ANDSF element located in the visited PLMN of a UE.

Restrictive non-3GPP access network type I: a non-3GPP access network forwarding IP packets of TCP connections initiated by a served UE, with destination port 443, and with destination address outside of the non-3GPP access network, and discarding IP packets of some or all other TCP connections initiated by the served UE, with destination address outside of the non-3GPP access network.

Restrictive non-3GPP access network type II: a non-3GPP access network discarding IP packets of TCP connections initiated by a served UE, with destination address outside of the non-3GPP access network, where the non-3GPP access network contains HTTP proxy supporting HTTP CONNECT method for URIs with port 443 and with host outside of the non-3GPP access network.

Restrictive non-3GPP access network: restrictive non-3GPP access network type I or restrictive non-3GPP access network type II.

Firewall traversal tunnel (FTT): a TCP connection with TLS connection enabling passing of messages between UE in restrictive non-3GPP access network and ePDG.

Firewall traversal tunnel keep-alive time (FTT KAT): a maximum time between two subsequent messages sent by UE in the firewall traversal tunnel.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [4] apply:

EHPLMN

Home PLMN

RPLMN

Visited PLMN

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.402 [6] apply:

IFOM capable UE

Local Operating Environment Information

MAPCON capable UE

S2a

S2b
S2c

Non-seamless WLAN offload capable UE
Single-connection mode (SCM)
Transparent single-connection mode (TSCM)
Multi-connection mode (MCM)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 29.273 [17] apply:

STa

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [10] apply:

Evolved packet core network

Evolved packet system
For the purposes of the present document, the following terms and definitions given in WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 3 [25] apply:

Network Access Provider

Network Service Provider

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.402 [15] apply:

External AAA server

****************** change 2 ******************

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AAA
Authentication, Authorization and Accounting

ACL
Access Control List

AKA
Authentication and Key Agreement

ANDSF
Access Network Discovery and Selection Function

ANDSF-SN
Access Network Discovery and Selection Function Server Name

ANID
Access Network Identity

APN
Access Point Name

DHCP
Dynamic Host Configuration Protocol

DM
Device Management

DNS
Domain Name System

DSMIPv6
Dual-Stack MIPv6

eAN/PCF
Evolved Access Network Packet Control Function

EAP
Extensible Authentication Protocol

EPC
Evolved Packet Core

ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

ESP
Encapsulating Security Payload

FQDN
Fully Qualified Domain Name
GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture

HA
Home Agent
H-ANDSF
Home-ANDSF

HRPD
High Rate Packet Data

HSGW
HRPD Serving Gateway

IEEE
Institute of Electrical and Electronics Engineers

IFOM
IP Flow Mobility

IKEv2
Internet Key Exchange version 2

IARP
Inter-APN Routing Policy

IPMS
IP Mobility Mode Selection

ISRP
Inter-System Routing Policies

I-WLAN
Interworking – WLAN

MAPCON
Multi Access PDN Connectivity

MCM
Multi-connection mode

MO
Management Object

NAI
Network Access Identifier

NAP
Network Access Provider

NBM
Network based mobility management

NSP
Network Service Provider

OMA
Open Mobile Alliance

PCO
Protocol Configuration Options

P-GW
PDN Gateway

PDU
Protocol Data Unit

SCM
Single-connection mode

S-GW
Serving Gateway

SPI
Security Parameters Index

TSCN
Transparent single-connection mode

UE
User Equipment

UICC
Universal Integrated Circuit Card
V-ANDSF
Visited-ANDSF

W-APN
WLAN APN

WiMAX
Worldwide Interoperability for Microwave Access

WLAN
Wireless Local Area Network

WMF
WiMAX Forum

****************** change 3 ******************

6.4.1A
TWAN connection modes
As part of EAP-AKA' authentication via TWAN, the UE and the network can negotiate usage of either the single-connection mode (SCM) or the multi-connection mode (MCM).
NOTE:
UE supporting neither SCM nor MCM acts in transparent single-connection mode (TSCM).
The negotiation consists of the following steps:

1.
The 3GPP AAA server indicates support of TSCM, SCM, MCM or any combination of them as described in subclause 6.4.3.y.

2.
The UE requests usage of SCM or MCM as described in subclause 6.4.2.x.

3.
The 3GPP AAA server either accepts or rejects the UE request as described in subclause 6.4.3.y.
****************** change 4 ******************

6.4.2.x
TWAN connection modes
6.4.2.x.1
General

The UE may support the single-connection mode (SCM).

The UE may support the multi-connection mode (MCM).

NOTE:
UE supporting neither SCM nor MCM acts in transparent single-connection mode (TSCM).
6.4.2.x.2
Usage of single-connection mode (SCM)
If the UE supports the SCM, if the EAP-Request/AKA'-Challenge message includes the AT_CONN_CAP attribute as described in subclause 8.2.z.1 with the TLV list field including the CONNECTION_MODE_CAPABILITY TLV item as described in subclause 8.1.z.8 indicating support of SCM, and if the UE requests usage of the SCM, then the UE:

1)
shall include the AT_SCM_REQ attribute as described in subclause 8.2.z.2 in the EAP-Response/AKA'-Challenge message. The UE shall construct the TLV list field of the AT_SCM_REQ attribute as follows:

A)
include CONNECTIVITY_TYPE TLV item according to subclause 8.1.z.3 indicating whether a PDN connection or a non-seamless WLAN offload is requested; and

B)
if a PDN connection is requested:

a)
include ATTACHMENT_TYPE TLV item according to subclause 8.1.z.4 indicating whether an initial attach or a handover attach is requested;

b)
if a PDN connection for an APN other than the default APN is requested, include APN TLV item according to subclause 8.1.z.5 indicating the requested APN;
c)
if initial attach is requested, include PDN_TYPE TLV item according to subclause 8.1.z.6 indicating the requested PDN type; and

d)
if handover attach is requested, include PDN_TYPE TLV item according to subclause 8.1.z.6 indicating the PDN type supported in the PDN connection to be handed over; and

2)
may include the AT_RESULT_IND attribute in the EAP-Response/AKA'-Challenge message.
If the UE included the AT_RESULT_IND attribute in the EAP-Response/AKA'-Challenge message then upon receiving the EAP-Request/AKA'-Notification message, if a PDN connection is requested, the UE determines:

1)
the selected APN in the APN TLV item as described in subclause 8.1.z.5; and
2)
the PDN type supported in the PDN connection in the PDN_TYPE TLV item as described in subclause 8.1.z.6;

of the TLV list field of the AT_SCM_RES attribute as described in subclause 8.2.z.3 of the EAP-Request/AKA'-Notification message.
6.4.2.x.3
Usage of multi-connection mode (MCM)
If the UE supports the MCM, if the EAP-Request/AKA'-Challenge message includes the AT_CONN_CAP attribute as described in subclause 8.2.z.1 with the TLV list field including the CONNECTION_MODE_CAPABILITY TLV item as described in subclause 8.1.z.8 indicating support of MCM, and if the UE requests usage of the MCM, then the UE:

1)
shall include the AT_MCM_REQ attribute as described in subclause 8.2.z.4 in the EAP-Response/AKA'-Challenge message; and
2)
may include the AT_RESULT_IND attribute in the EAP-Response/AKA'-Challenge message.
If the UE included the AT_RESULT_IND attribute in the EAP-Response/AKA'-Challenge message, then upon receiving the EAP-Request/AKA'-Notification message, the UE determines the NSWO authorization in the AUTHORIZATIONS TLV item as described in subclause 8.1.z.7 of the TLV list field of the AT_MCM_RES attribute as described in subclause 8.2.z.5 of the EAP-Request/AKA'-Notification message.

****************** change 5 ******************

6.4.3.y
TWAN connection modes
6.4.3.y.1
General

The 3GPP AAA server may support the single-connection mode (SCM).

The 3GPP AAA server may support the multi-connection mode (MCM).
If the 3GPP AAA server supports TSCM, SCM, MCM or any combination of them, the 3GPP AAA server shall include the AT_CONN_CAP attribute as described in subclause 8.2.z.1 and the AT_RESULT_IND attribute in the EAP-Request/AKA'-Challenge message. The 3GPP AAA server shall construct the TLV list field of the AT_CONN_CAP attribute as follows:

1)
include CONNECTION_MODE_CAPABILITY TLV item according to subclause 8.1.z.8 indicating whether the network supports TSCM, SCM, MCM or any combination of them.
6.4.3.y.2
Usage of single-connection mode (SCM)
If the 3GPP AAA server supports SCM, and if the EAP-Response/AKA'-Challenge message includes the AT_SCM_REQ attribute as described in subclause 8.2.z.2, the 3GPP AAA server triggers the TWAN to establish the requested connectivity according to 3GPP TS 23.402 [6]. 
If the 3GPP AAA authorizes the requested connectivity, if the EAP-Response/AKA'-Challenge message includes the AT_RESULT_IND attribute, then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall include the AT_SCM_RES attribute described in subclause 8.2.z.3 in the EAP-Request/AKA'-Notification message. The 3GPP AAA server shall construct the TLV list field of the AT_SCM_RES attribute as follows:
1)
if a PDN connection was authorized:
A)
include APN TLV item according to subclause 8.1.z.5 indicating the APN of the authorized PDN connection; and

B)
include PDN_TYPE TLV item according to subclause 8.1.z.6 indicating the PDN type(s) selected in the authorized PDN connection.
6.4.2.y.3
Usage of multi-connection mode (MCM)
If the 3GPP AAA server supports MCM, and if the EAP-Response/AKA'-Challenge message includes the AT_MCM_REQ attribute as described in subclause 8.2.z.4 and the AT_RESULT_IND attribute, then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall include the AT_MCM_RES attribute described in subclause 8.2.z.5 in the EAP-Request/AKA'-Notification message. The 3GPP AAA server shall construct the TLV list field of the AT_MCM_RES attribute as follows:
1)
include AUTHORIZATIONS TLV item accornding to subclause 8.1.z.7 indicating whether UE is authorized to use NSWO.
****************** change 6 ******************

8.1.z
PDUs for TWAN connection modes
8.1.z.1
TLV list
The TLV list is coded according to figure 8.1.z.1-1 and table 8.1.z.1-1.
	7
	6
	5
	4
	3
	2
	1
	0
	

	
TLV items
	octet 1
octet Z


Figure 8.1.z.1-1: TLV list
Table 8.1.z.1-1: TLV list
	TLV items field contains sequence of TLV items, each of which is coded according to subclause 8.1.z.2.


8.1.z.2
TLV item
The TLV item is coded according to figure 8.1.z.2-1 and table 8.1.z.2-1:
	7
	6
	5
	4
	3
	2
	1
	0
	

	
Type
	octet 1

	
Length
	octet 2

	
Value
	octet 3

octet Z


Figure 8.1.z.2-1: TLV item
Table 8.1.z.2-1: TLV item
	Type field is coded according to the table 8.1.z.2-2. When the type field contain a type not understood by receiving entity, the TLV item is ignored.


	Length field is length of the value field.


	Value field contains the value of the parameter indicated by the type field.


Table 8.1.z.2-2: Types of TLV item
	The type field is coded as follows. All other values are reserved.

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	CONNECTIVITY_TYPE

	0
	0
	0
	0
	0
	0
	0
	1
	
	ATTACHMENT_TYPE

	0
	0
	0
	0
	0
	0
	1
	0
	
	APN

	0
	0
	0
	0
	0
	0
	1
	1
	
	PDN_TYPE

	0
	0
	0
	0
	0
	1
	0
	0
	
	AUTHORIZATIONS

	0
	0
	0
	0
	0
	1
	0
	1
	
	CONNECTION_MODE_CAPABILITY


8.1.z.3
CONNECTIVITY_TYPE TLV item
When the type field of the TLV item according to subclause 8.1.z.2 indicates the CONNECTIVITY_TYPE, then the length field of the TLV item is set to 1 and the value field of the TLV item is coded according to table 8.1.z.3-1.
Table 8.1.z.3-1: CONNECTIVITY_TYPE value
	The value is coded as follows. All other values are reserved and interpreted as "PDN-connection is requested".

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	PDN-connection is requested.

	0
	0
	0
	0
	0
	0
	0
	1
	
	NSWO is requested.


8.1.z.4
ATTACHMENT_TYPE TLV item
When the type field of the TLV item according to subclause 8.1.z.2 indicates the ATTACHMENT_TYPE, then the length field of the TLV item is set to 1 and the value field of the TLV item is coded according to table 8.1.z.4-1.

Table 8.1.z.4-1: ATTACHMENT_TYPE value
	The value is coded as follows. All other values are reserved and interpreted as "Initial attach".

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	Initial attach

	0
	0
	0
	0
	0
	0
	0
	1
	
	Handover attach


8.1.z.5
APN
When the type field of the TLV item according to subclause 8.1.z.2 indicates the APN, then value field of the TLV item contains the APN. When sent by UE, it indicates the requested APN. When sent by 3GPP AAA server, it indicates the selected APN.

8.1.z.6
PDN_TYPE
When the type field of the TLV item according to subclause 8.1.z.2 indicates the PDN_TYPE, then the length field of the TLV item is set to 1 and the value field of the TLV item is coded according to table 8.1.z.6-1.

Table 8.1.z.6-1: PDN_TYPE value

	The value is coded as follows. All other values are reserved and interpreted as "IPv6".

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	IPv4 - when sent by UE, it indicates that IPv4 is requested. When sent by 3GPP AAA server, it indicates that IPv4 is supported.

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	0
	0
	1
	0
	
	IPv6 - when sent by UE, it indicates that IPv6 is requested. When sent by 3GPP AAA server, it indicates that IPv6 is supported.

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	0
	0
	1
	1
	
	IPv4v6 - when sent by UE, it indicates that IPv4, IPv6 or both are requested. When sent by 3GPP AAA server, it indicates that both IPv4 and IPv6 are supported.


8.1.z.7
AUTHORIZATIONS
When the type field of the TLV item according to subclause 8.1.z.2 indicates the AUTHORIZATIONS, then the length field of the TLV item is set to 1 and the value field of the TLV item is coded according to table 8.1.z.7-1.

Table 8.1.z.7-1: AUTHORIZATIONS value

	The value is coded as follows:

Bit 0 indicates whether UE is authorized to use NSWO.

All other bits are reserved, and are ignored by receiving entity.


8.1.z.8
CONNECTION_MODE_CAPABILITY
When the type field of the TLV item according to subclause 8.1.z.2 indicates the CONNECTION_MODE_CAPABILITY, then the length field of the TLV item is set to 1 and the value field of the TLV item is coded according to table 8.1.z.8-1.

Table 8.1.z.8-1: CONNECTION_MODE_CAPABILITY value

	The value is coded as follows:

Bit 0 indicates support of SCM.

Bit 1 indicates support of MCM.

Bit 2 indicates support of TSCM.

All other bits are reserved, and are ignored by receiving entity.


****************** change 7 ******************

8.2.z
Attributes for TWAN connection modes

8.2.z.1
AT_CONN_CAP attribute

The AT_CONN_CAP attribute is coded according to figure 8.2.z.1-1 and table 8.2.z.1-1.
	7
	6
	5
	4
	3
	2
	1
	0
	

	
Attribute type = AT_CONN_CAP
	octet 1

	
Length
	octet 2

	
Padding length
	octet 3



	
TLV list
	octet 4
octet Y

	
Padding
	octet Y+1
octet Z


Figure 8.2.z.1-1: AT_CONN_CAP attribute

Table 8.2.z.1-1: AT_CONN_CAP attribute

	Octet 1 indicates the type of attribute as AT_CONN_CAP with a value of xxx. This attribute is skippable.


	Octet 2 is the length of this attribute in multiples of 4 octets as specified in RFC 4187 [33].


	Padding length field contains the length of the padding field.



	TLV list field is coded according to subclause 8.1.z.1. The length of the TLV list field is determined from the length field and the padding length field.


	Each octet of the padding field is set to zero by sending entity and ignored by receiving entity.


Editor's note: this attribute needs to be registered with IANA when the eSaMOG WID reaches 100%
8.2.z.2
AT_SCM_REQ attribute
The AT_SCM_REQ attribute is coded according to figure 8.2.z.2-1 and table 8.2.z.2-1.
	7
	6
	5
	4
	3
	2
	1
	0
	

	
Attribute type = AT_SCM_REQ
	octet 1

	
Length
	octet 2

	
Padding length
	octet 3



	
TLV list
	octet 4
octet Y

	
Padding
	octet Y+1

octet Z


Figure 8.2.z.2-1: AT_SCM_REQ attribute

Table 8.2.z.2-1: AT_SCM_REQ attribute

	Octet 1 indicates the type of attribute as AT_SCM_REQ with a value of xxx. This attribute is skippable.


	Octet 2 is the length of this attribute in multiples of 4 octets as specified in RFC 4187 [33].


	Padding length field contains the length of the padding field.



	TLV list field is coded according to subclause 8.1.z.1. The length of the TLV list field is determined from the length field and the padding length field.


	Each octet of the padding field is set to zero by sending entity and ignored by receiving entity.


Editor's note: this attribute needs to be registered with IANA when the eSaMOG WID reaches 100%
8.2.z.3
AT_SCM_RES attribute
The AT_SCM_RES attribute is coded according to figure 8.2.z.3-1 and table 8.2.z.3-1.
	7
	6
	5
	4
	3
	2
	1
	0
	

	
Attribute type = AT_SCM_RES
	octet 1

	
Length
	octet 2

	
Padding length
	octet 3



	
TLV list
	octet 4
octet Y

	
Padding
	octet Y+1

octet Z


Figure 8.2.z.3-1: AT_SCM_RES attribute

Table 8.2.z.3-1: AT_SCM_RES attribute

	Octet 1 indicates the type of attribute as AT_SCM_RES with a value of xxx. This attribute is skippable.


	Octet 2 is the length of this attribute in multiples of 4 octets as specified in RFC 4187 [33].


	Padding length field contains the length of the padding field.



	TLV list field is coded according to subclause 8.1.z.1. The length of the TLV list field is determined from the length field and the padding length field.


	Each octet of the padding field is set to zero by sending entity and ignored by receiving entity.


Editor's note: this attribute needs to be registered with IANA when the eSaMOG WID reaches 100%
8.2.z.4
AT_MCM_REQ attribute
The AT_MCM_REQ attribute is coded according to figure 8.2.z.4-1 and table 8.2.z.4-1.
	7
	6
	5
	4
	3
	2
	1
	0
	

	
Attribute type = AT_MCM_REQ
	octet 1

	
Length
	octet 2

	
Padding length
	octet 3



	
TLV list
	octet 4
octet Y

	
Padding
	octet Y+1

octet Z


Figure 8.2.z.4-1: AT_MCM_REQ attribute

Table 8.2.z.4-1: AT_MCM_REQ attribute

	Octet 1 indicates the type of attribute as AT_MCM_REQ with a value of xxx. This attribute is skippable.


	Octet 2 is the length of this attribute in multiples of 4 octets as specified in RFC 4187 [33].


	Padding length field contains the length of the padding field.



	TLV list field is coded according to subclause 8.1.z.1. The length of the TLV list field is determined from the length field and the padding length field.


	Each octet of the padding field is set to zero by sending entity and ignored by receiving entity.


Editor's note: this attribute needs to be registered with IANA when the eSaMOG WID reaches 100%
8.2.z.5
AT_MCM_RES attribute
The AT_MCM_RES attribute is coded according to figure 8.2.z.5-1 and table 8.2.z.5-1.
	7
	6
	5
	4
	3
	2
	1
	0
	

	
Attribute type = AT_MCM_RES
	octet 1

	
Length
	octet 2

	
Padding length
	octet 3



	
TLV list
	octet 4
octet Y

	
Padding
	octet Y+1

octet Z


Figure 8.2.z.5-1: AT_MCM_RES attribute

Table 8.2.z.5-1: AT_MCM_RES attribute

	Octet 1 indicates the type of attribute as AT_MCM_RES with a value of xxx. This attribute is skippable.


	Octet 2 is the length of this attribute in multiples of 4 octets as specified in RFC 4187 [33].


	Padding length field contains the length of the padding field.



	TLV list field is coded according to subclause 8.1.z.1. The length of the TLV list field is determined from the length field and the padding length field.


	Each octet of the padding field is set to zero by sending entity and ignored by receiving entity.


Editor's note: this attribute needs to be registered with IANA when the eSaMOG WID reaches 100%
8.2.t
AT_NOTIFICATION attribute values

8.2.t.1
Routing of IP traffic via evolved packet core is not authorized
Notification Code: XYZ

Notication code name: routing of IP traffic via evolved packet core is not authorized
Notication code description: implies failure, used after successful authetication to indicate that the peer is not authorized to route IP traffic via evolved packet core.
Editor's note: this value needs to be registered with IANA when the eSaMOG WID reaches 100%. 
8.2.t.2
Usage of access point name is not authorized
Notification Code: XYZ

Notication code name: usage of access point name is not authorized
Notication code description: implies failure, used after successful authetication to indicate that the peer is not authorized to route IP traffic to the packet data network identified by the access point name.

Editor's note: this value needs to be registered with IANA when the eSaMOG WID reaches 100%
8.2.t.3
Usage of non-seamless WLAN offload is not authorized
Notification Code: XYZ

Notication code name: usage of non-seamless WLAN offload is not authorized
Notication code description: implies failure, used after successful authetication to indicate that the peer is not authorized to route IP traffic without passing the evolved packet core.
Editor's note: this value needs to be registered with IANA when the eSaMOG WID reaches 100%
8.2.t.4
PDN type IPv4 only allowed
Notification Code: XYZ

Notication code name: PDN type IPv4 only allowed
Notication code description: implies failure, used after successful authetication to indicate that only PDN type IPv4 is allowed for the requested PDN connectivity.
Editor's note: this value needs to be registered with IANA when the eSaMOG WID reaches 100%
8.2.t.5
PDN type IPv6 only allowed
Notification Code: XYZ

Notication code name: PDN type IPv6 only allowed
Notication code description: implies failure, used after successful authetication to indicate that only PDN type IPv6 is allowed for the requested PDN connectivity.
Editor's note: this value needs to be registered with IANA when the eSaMOG WID reaches 100%
8.2.t.6
Usage of single-connection mode (SCM) is not authorized
Notification Code: XYZ

Notication code name: Usage of single-connection mode (SCM) is not authorized
Notication code description: implies failure, used after successful authetication to indicate that the peer is not authorized to use single-connection mode (SCM).
Editor's note: this value needs to be registered with IANA when the eSaMOG WID reaches 100%
8.2.t.7
Usage of multi-connection mode (MCM) is not authorized
Notification Code: XYZ

Notication code name: Usage of multi-connection mode (MCM) is not authorized
Notication code description: implies failure, used after successful authetication to indicate that the peer is not authorized to use multi-connection mode (MCM).

Editor's note: this value needs to be registered with IANA when the eSaMOG WID reaches 100%
8.2.t.8
Usage of transparent single-connection mode (TSCM) is not authorized
Notification Code: XYZ

Notication code name: Usage of transparent single-connection mode (TSCM) is not authorized

Notication code description: implies failure, used after successful authetication to indicate that the peer is not authorized to use transparent single-connection mode (TSCM).

Editor's note: this value needs to be registered with IANA when the eSaMOG WID reaches 100%
