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1. Introduction
Firewall traversal stage 3. 
2. Reason for Change
The firewall traversal specification needs a definition of a strict firewall and also must define the order of UE attempts to connect to the core network. 
3. Conclusions

The UE attempts to follow existing CT1 procedures and sets up a tunnel if these procedures fail. 
4. Proposal

It is proposed to agree the following changes to 3GPP TS <TS number and version>.
* * * First Change * * * *
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3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".
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IETF RFC 2616 (June 1999): "Hypertext Transfer Protocol -- HTTP/1.1".
<Proposed change in revision marks>

* * * Next Change * * * *

<Proposed change in revision marks>

4.1
Strict firewalls
Some firewalls block SIP signalling from a UE to a P-CSCF. In order to traverse such firewalls, a UE needs to tunnel signalling to a TSCF beyond the firewall, in some cases after first connecting to an HTTP proxy. 

4.2
Detecting and traversing strict firewalls

1.
The IMS application shall first try to register according to normal procedures specified in 3GPP TS 24.229 [xyz]. If this fails, then it may try using alternative procedure specified in 3GPP for NAT traversal. If this also fails, then the UE should continue with step 2.

2.
TSE should try to establish a TLS tunnel to destination port 443 on the TSCF. If the establishment of the TLS tunnel is successful, TSE should indicate to the IMS control plane and user plane protocols the presence of the strict firewall. At this point, all the IMS protocols must send all their traffic over the established TLS tunnel. Optionally, if the end-to-end security is not enabled on the UE, IMS protocols could disable security at the protocol level since the TLS tunnelling mechanism will provide packet level encryption and authentication mechanism between the UE and the TSCF function. 

If the establishment of TLS tunnel is not successful, it indicates the possible presence of an explicit HTTP proxy and the UE should contine with step 3.

3.
The TSE should send a HTTP CONNECT method (RFC 2616 [xyy]) to the default HTTP proxy in the network, to port 443. Once the TSE gets a success response to the HTTP CONNECT, the TSE should repeat step number 2. Please note that a successful HTTP_CONNECT creates a TCP connection between the UE and the TSCF. So, while establishing a TLS tunnel while repeating step 2, the TCP connection established as a part of HTTP_CONNECT should be reused.

If the HTTP CONNECT procedure fails, this indicates a mis-configuration or some other kind of error in the network and it is not possible to run the IMS services through this network.
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