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Overview of DTLS-SRP

Signalling between the two endpoints of media security contains an integrity protected fingerprint that is used to check that a certificate sent in the media plane is from the same user. Certificates exchanged in the media plane contain the encryption keys for the media security. 

From RFC 5763:
Endpoints wishing to set up an RTP media session do so by exchanging offers and answers in SDP messages over SIP.  In a typical use case, two endpoints would negotiate to transmit audio data over RTP using the UDP protocol. Figure 1 shows a typical message exchange in the SIP trapezoid.

                 +-----------+            +-----------+

                 |SIP        |   SIP/SDP  |SIP        |

         +------>|Proxy      |----------->|Proxy      |-------+

         |       |Server X   | (+finger-  |Server Y   |       |

         |       +-----------+   print,   +-----------+       |

         |                      +auth.id.)                    |

         | SIP/SDP                              SIP/SDP       |

         | (+fingerprint)                       (+fingerprint,|

         |                                       +auth.id.)   |

         |                                                    |

         |                                                    v

     +-----------+          Datagram TLS               +-----------+

     |SIP        | <-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-> |SIP        |

     |User Agent |               Media                 |User Agent |

     |Alice@X    | <=================================> |Bob@Y      |

     +-----------+                                     +-----------+

     Legend:

     ------>: Signaling Traffic

     <-+-+->: Key Management Traffic

     <=====>: Data Traffic

                 Figure 1: DTLS Usage in the SIP Trapezoid

· The security mechanism for the media plane is fixed (SRTP) 

· Endpoints must be capable of recognising the fingerprints sent in signalling and comparing them with those in the media plane. 

· Endpoints must be capable of performing a DTLS handshake to begin secure transmission

3GPP Scenario 

               NETWORK X                        |      NETWORK Y

                                                |

                 +-----------+                  |      +-----------+

                 |SIP        |   SIP/SDP        |      |SIP        |

         +------>|Proxy      |------------------|----->|Proxy      |--------+

         |       |Server X   |                  |      |Server Y   |        |

         |       +-----------+                  |      +-----------+        |

         |                                      |                           |

         | SIP/SDP                              |                   SIP/SDP |

         |                                      |                           |

         |                                      |                           |

         |                                      |                           |

         |                                      |                           v

     +-----------+           +-----------+      |                     +-----------+

     |SIP        | Unsecured |SIP        |      |                     |SIP        |

     |User Agent | Access    |Media Sec. |      |   Media             |User Agent |

     |Alice@X    | <=======> |Gateway    | <====|===================> |Bob@Y      |

     +-----------+           +-----------+      |                     +-----------+

     Legend:

     ------>: Signaling Traffic

     <=====>: Data Traffic

In this scenario

· Alice and Bob are in different networks, which can be in different countries

· Bob's user agent is not capable of recognizing a DTLS-SRTP fingerprint or of performing a DTLS handshake

· The access technology that Alice is using does not encrypt media by default (e.g. WiFi) 

DTLS-SRTP cannot be used for this scenario due to the absence of a mechanism for providing encryption keys to the SIP media security gateway and also because DTLS will not work only as far as the SIP media security gateway because this gateway is not the endpoint for the media. 

DTLS-SRTP does not allow intermediate nodes to perform media functions such as transcoding, recording and conference bridging (see e.g. the approach taken in RFC 6043)

Middleboxes may block or delay the TLS exchange in the media path unless special measures are taken (see e.g. the recommendations in draft-ietf-mmusic-media-path-middleboxes-05)

DTLS-SRTP only supports encryption of RTP media. It does not support encryption of MSRP sessions for example (which is a requirement in 3GPP rel-12 and GSMA RCSe). A solution where keys are negotiated in the signalling plane has the advantage that it can be used to secure for both RTP and non-RTP media. If 3GPP had adopted DTLS-SRTP for RTP media in Rel-9 we would not have to develop something completely new in Rel-12 for MSRP security.

3GPP Solution

End-to-access edge is a legitimate use case that needs to be covered e.g. it is useful for the case where the end points do not support the same media security solution and one end point has to use an untrusted access network e.g. WiFi. The 3GPP solution extends an existing IETF solution (SDES/SRTP) to more use scenarios, it is not a direct competitor to DTLS-SRTP. 

