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	Reason for change:
(

	About the GPRS ciphering key sequence number (CKSN) allocation during an authentication procedure, it has been specifed in TS 24.008 subslause 4.7.7.4, quote:
“If an authentication and ciphering procedure has been completed successfully and a GPRS ciphering key sequence number is stored in the network, the network shall include a different GPRS ciphering key sequence number in the AUTHENTICATION AND CIPHERING REQUEST message when it intiates a new authentication and ciphering procedure.”
One can see that the GPRS CKSN allocated by the NW should be different to the GPRS CKSN stored in the NW. This implies that the NW can allocate a same GPRS CKSN as the CKSN indicated in the initial GMM message (e.g. RAU request) when an authentication procedure is initiated during the ongoing GMM procedure.
There is no problem to allocate the same CKSN in the above case due to there only one UMTS/GSM security context used by the NW and the MS at any time, and the new created security context will always override the stored security context.
However, in the scenario shown in DISC paper C1-122803, a security problem may happen during the idle mode inter-system change between S1 mode and Iu mode or A/Gb mode.
Hence, it is proposed to add a new GPRS CKSN allocation rule to ensure the NW will also allocate a different CKSN from the CKSN indicated in the first uplink NAS GMM message (e.g. attach request, RAU request) when it initiates a new authentication procedure. 
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	It is proposed to add a new GPRS CKSN allocation rule to ensure the NW will also allocate a different CKSN from the CKSN indicated in the first uplink NAS GMM message (e.g. attach request, RAU request) when it initiates a new authentication procedure.
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* * * * First Change * * * *

4.7.7.1
Authentication and ciphering initiation by the network

The network initiates the authentication and ciphering procedure by transferring an AUTHENTICATION_AND_CIPHERING REQUEST message across the radio interface and starts timer T3360. The AUTHENTICATION_AND_CIPHERING REQUEST message shall contain all parameters necessary to calculate the response parameters when authentication is performed (see 3GPP TS 43.020 [13] and 3GPP TS 33.102 [5a]).

If authentication is requested, then the AUTHENTICATION_AND_CIPHERING REQUEST message shall contain either:

-
In a GSM authentication challenge, the GPRS ciphering key sequence number and the RAND, or
-
In a UMTS authentication challenge, the GPRS ciphering key sequence number, the RAND and the AUTN.
If a GPRS ciphering key sequence number is contained in the first message during a GMM procedure, the network shall include a different GPRS ciphering key sequence number in the AUTHENTICATION_AND_CIPHERING REQUEST message when it initiates an authentication and ciphering procedure.
In A/Gb mode, if authentication is not requested, then the AUTHENTICATION_AND_CIPHERING REQUEST message shall not contain neither the GPRS ciphering key sequence number, the RAND nor the AUTN.

In A/Gb mode, if ciphering is requested, in a GSM authentication challenge or in a UMTS authentication challenge, then the AUTHENTICATION_AND_CIPHERING REQUEST message shall indicate the GPRS GSM ciphering algorithm.

The network includes the A&C reference number information element in the AUTHENTICATION_AND_CIPHERING REQUEST message. Its value is chosen in order to link an AUTHENTICATION_AND_CIPHERING REQUEST in a RA with its RESPONSE. The A&C reference number value might be based on the RA Colour Code value.

Additionally, the network may request the MS to include its IMEISV in the AUTHENTICATION_AND_CIPHERING RESPONSE message.
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