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1. Overall Description:

3GPP SA3 would like to thank GSMA IREG RILTE for their LS, and can confirm that 3GPP have had for a time an implicit authentication method for Ut called GPRS IMS bundled authentication that conforms to the GSMA IREG RILTE wish to have authentication of user without additional challenge. 
3GPP SA3 notes further that the current specifications have not been updated for a long time and the procedures had not been updated to support EPS.  This has now been provided in attached CR. Note though that some stage 3 aspects, such as AAA - HSS communication have been left outside the scope of 3GPP.   

3GPP SA3 further like to point out to GSMA IREG RILTE that there are security implications of using implicit authentication procedures such as GIBA for Ut.  In particular, the implicit authentication relies on that only authorized traffic intended for the particular Ut usage is sent towards the Application Server (e.g., if using NAT and tethering. this could open up for other traffic towards the Application Server that was not intended).  
2. Actions:

To GSMA IREG RILTE group.

ACTION: 
3GPP SA3 would like to ask GSMA IREG RILTE to take the above into considerations when continuing with their work. 3GPP SA3 would like to seek feedback from GSMA IREG RILTE on the particular identified threat and any mitigation they see possible in their deployment model.  
To 3GPP TSG-CT WG1 group.

ACTION: 
3GPP SA3 would like to ask CT1 to take the above into considerations if any alignment with SA3 would be required. 
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