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1. Overall Description:

SA3 thanks GSMA Wi-Fi Roaming Task Force for its LS, which has been forward by TSG SA to SA3 as SP-120003 and SP-120170.  SA3 is be happy to address one of the questions, specifically Question 3 related to the definition of “trusted” and “untrusted” access in relation to Wi-Fi networks.
Question 3: “3GPP  are requested to clarify the definition of the terms ‘trusted’ and ‘untrusted’ when used in relation to Wi-Fi networks, in particular relative to the WFA concepts of ‘secure’ and ‘insecure’ link security.  These terms are found in 3GPP documents, but it is not clear how networks are classified and what conditions determine the categorisation a network falls into.  These terms carry considerable implication, and so GSMA and WBA would like to use them in a manner that is consistent with the intent of 3GPP.”
SA3 answer: The terms “trusted” and “untrusted” have been defined by 3GPP in clause 4.3.1.2 of 3GPP TS 23.402 and clauses 4.2 and 4.3 of 3GPP TS 33.402 respectively. 
“Trusted” and “Untrusted” Non-3GPP Access Networks are IP access networks that use access technology whose specification is out of the scope of 3GPP. SA3 would like to emphasize that whether a Non-3GPP IP access network is regarded as “Trusted” or “Untrusted” is not automatically determined by any characteristic of the access network (e.g. by the security level of the access link), but it is a home operator policy decision. 

If the home operator considers a Non-3GPP IP access network as Untrusted, UEs accessing that operator’s network via this Non-3GPP IP access network have to use access procedures defined by 3GPP for Untrusted   Non-3GPP IP access networks (e.g. an IPsec tunnel needs to be established from the UE to the 3GPP domain). Likewise, if the home operator considers a Non-3GPP IP access network as Trusted, UEs accessing that operator’s network via this Non-3GPP IP access network have to use access procedures defined by 3GPP for Trusted Non-3GPP IP access networks. In particular, the WFA concept of “secure” and “unsecure” link security would be only one factor in determination in 3GPP home operator of whether the non-3GPP access network is regarded as trusted or untrusted.
When the home operator makes the policy decision, the 3GPP home operator takes the security features of the Non-3GPP IP access network into account. However, this policy decision may additionally be based on reasons not related to security features. 
Based on the LS GSMA Wi-Fi Roaming Task Force sent to 3GPP, SA3 has identified that the definition of Trusted and Untrusted Non-3GPP IP access networks may need clarification and 3GPP SA3 has further aligned its definition in TS 33.402 along with SA2’s definition in TS 23.402 accordingly and has clarified that the decision of the HPLMN operator is based on security and additionally on non-security reasons.  The attachment contains the CR that was approved in SA3 for clarification and alignment with SA2’s specification.
2. Actions:

To: GSMA Wi-Fi Roaming Task Force
ACTION: 
TSG SA3 kindly asks GSMA Wi-Fi Roaming Task Force to take into account the answers provided. 
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