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1. Introduction
During the procedure of initial attach for Fixed Broadband Access network over S2c, the UE shall initiate the IKEv2 tunnel establishment with the HA through the Fixed Broadband Access Network. In an IPv4 Fixed Broadband Access Network, NAT may be deployed, e.g. RG. In this case, the UE behind the NAT shall invoke the NAT traversal procedure for IKEv2. Otherwise, the tunnel may fail to be set up.
2. Reason for Change
In the case of Fixed Broadband Access network over S2b The procedure of IPsec tunnel management using the IKEv2 protocol between UE and HA as defined in 3GPP TS 24.303 with the following additions: 

· NAT detection shall be supported;

· NAT keepalive shall be supported if NAT presents;

-
MOBIKE shall be supported due to NAT re-mapping or local IP address reallocation.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 24.820.
* * * First Change * * * *

9.2.x
NAT traversal with S2c procedure over trusted access
9.2.x.1
General
During the procedure of initial attach for trusted Fixed Broadband Access network over S2c, the UE shall initiate the IKEv2 tunnel establishment with the HA for negotiating the IPsec security association to secure DSMIPv6 signalling as specified in 3GPP TS 24.303 [14] through the Fixed Broadband Access Network. In an IPv4 Fixed Broadband Access Network, NAT may be deployed, e.g. RG. In this case, the UE behind the NAT shall invoke the NAT traversal procedure for IKEv2.
9.2.x.2
UE procedure

The UE shall support the NAT detection function as defined in section 2.23 of IETF RFC 5996 [xx]. 

If NAT is detected between the UE and HA, the following procedures shall be performed:

-
the UE shall use UDP encapsulated for ESP as defined in IETF RFC 5996 [xx];

-
the UE should send the NAT-keepalive packet to keep NAT mapping alive as defined in the IETF RFC 3948 [zz];

-
MOBIKE [yy] shall be supported by UE if the NAT mappings changes (e.g. the NAT is rebooted, or theUE local IP address is reallocated) as defined in IETF RFC 5996 [xx].
9.2.x.3
HA procedure
Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the HA shall proceed with authentication and authorization as specified in 3GPP TS 24.303 [14] with the following additions:
-
the HA shall support the NAT detection function as defined in section 2.23 of IETF RFC 5996 [xx];

-
if NAT is detected between the UE and the HA, the HA shall use UDP encapsulated for ESP as defined in IETF RFC 5996 [xx].
* * * End of Changes * * * *

