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1. Introduction
The last SA plenary gave guideline about how to document PWS specifications in SP-110891.  Upon receiving this guideline, there is a on-going work to migrate specification of PWS over LTE from TS 23.401 to TS23.041. This paper high-lights the differences between PWS over LTE and PWS over UMTS/GSM especially from “duplication detection/update number handling” point of view and propose way forward to overcome those differences from REL11.
2-1. What is “duplication detection”?
Because PWS is basically based on broadcast system (and repeat sending the same message for certain duration) and does not require any acknowledgement from UE upon receiving warning notification. So there is a case that the UE receive the same message which the UE has already receievd.  To avoid alerting user several time for the same message, duplication detection was introduced from REL8 ETWS (UMTS/GSM and LTE).
Quote from 23.041 9.1.2 step 6:
The UE shall consider a message duplicated if the combination of "message identifier" and "serial number" matches that of the previous message received from the same PLMN. The UE shall ignore messages detected as duplicated. Duplicate message detection shall be performed independently for primary and secondary notifications.
Quote from 23.041 5.12.2 step 7:

UE shall consider a message duplicated if the combination of "message identifier" and "serial number" matches with those of the previous message that was received from the same PLMN. The UE shall ignore the message detected as a duplicated.

For ETWS, the UE shall perform duplicate message detection independently for primary and secondary notifications.
2-2. What is “update number handling”?
TS 23.041 specifies following UE behavior upon receiving CBS. It is assmued that this applies on ETWS secondary notificaiton over UMTS/GSM because it uses CBS as the transport.
23.041 9.4.1.2.1
Update Number: 

The Update Number indicates a change of the message content of the same CBS message, i.e. the CBS message with the same Message Identifier, Geographical Scope, and Message Code. 

In other words, the Update Number will differentiate between older and newer versions of the same CBS message, within the indicated geographical area. A new CBS message may have Update Number 0000; however this number will increment by 1 for each update. Any Update Number eight or less higher (modulo 16) than the last received Update Number will be considered more recent, and shall be treated as a new CBS message, provided the mobile has not been switched off. 
This means even if the UE receive the message with “message identifier” and “serial number” which is NOT received yet by the MS, there is a case when the received message is “”OUT of WINDOW”.  (In the example in Fig.1, the UE assumes the message which contains update number ranges from 4 to 11 is new message. Other messages will be discarded)  The UE remembers the “last received Update number “ until switch off.
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Fig.1 Update Number handling

3. Comparison table and problem statement
 Table 1 below shows the comparizon table with regard to “duplication detection” and “Update Number handling”
	REL
	RAT
	Primary/Secondary
	RRC (Duplication detection)
	RRC (Update number handling)
	Upper layer (Duplication detection)
	Upper layer (Update number handling)

	10/11
	UMTS
	Primary
	Not specified.

(Note that until REL9, RRC performed duplication detection. UE holds “Message ID” + “Serial Number” for 3hours)
	Not specified
	It is not clear from spec that which layer perform Duplication detection. But it is natural to think that upper layer have to do it because UTRA-RRC will NOT do it anymore!
	Not specified

	
	
	Secondary
	Not specified
	Not specified
	Perform duplication detection by using “Message ID” + “Serial Number”. No description about how long the UE maintain the information.
	Perform window control based on last received Update Number. The UE stores the last received Update Number until switch off

	
	LTE
	Primary
	Not specified
	Not specified
	Perform duplication detection by using “Message ID” + “Serial Number”. No description about how long the UE maintain the information.  
	Not specified

	
	
	Secondary
	Not specified
	Not specified
	Perform duplication detection by using “Message ID” + “Serial Number”. No description about how long the UE maintain the information.
	Not specified


Table 1. Comparizon table with regard to “Duplication detection” and “Update Number” handling

We can find two major issues from the table above.

Issue1(colored red in the table): When exactly the UE remove stored “Message ID” + “Serial Number” is not specified in the current spec for both primary/secondary notification.

Issue2(colored blue in the table): Update number handling is specified only for ETWS secondary nofication over UMTS/GSM.  It is not consistent with others (e.g. ETWS primary notification over UMTS/GSM, ETWS primary/secondary notification). Further, a problem was found during ETWS deployment on update number handling when combined with issue 1.
4. Issue 1 

It is useful that specification specifies when the UE removes “Message ID”+”Serial Number”.  For example, if a UE implementation stores all combination of received “Message ID” + “Serial Number” until switch-off, there is a risk that the UE falsely discard the warning message when it encountered “wrap round” of “Message ID” + “Serial Number”.  Frequency of “wrap round” is depending on the country. For example, Japan encountered big earthquake and tsunami last March and quite many warning notificaitons  were broadcasted.  So it is very hard to determine the frequency as “fixed value”.  So this paper proposes the following;

Proposal 1-1: Specify how long the UE stores received “Message ID” + “Serial Number”

Proposal 1-2: The Value can pre-configurable independently for primary notification and secondary notification


Proposal 1-3: The value can range from 0 min to 360 min or infinite 

5. Issue 2
First of all, it is odd that only secondary notificaion over UMTS/GSM has this behavior. Secondary, there is a problematic case that UE falsely discard the warning message in ETWS deployment as shown in section 5.1. So this paper proposes the following;

Proposal 2:  Remove update number handling from TS23.041

Note that there is another option like adding “Update number” handling to ETWS/PWS primary notification over UMTS/GSM and ETWS/PWS primary and secondary notification over LTE. But it is very heavy duty and still does not address second issue mentioned above.
5.1 Problem in ETWS deployment (which maybe common in other PWS variants)
Annex.1 shows typical network configuration in ETWS deployment. We assume that “Update number” is fixed as 0 typically in emergency case like Earthquake and Tsunami because the event hits quite quickly and there is a very strong need to alert user as soon as possible. In this case, there is no time for NW side (CBE) to determine whether this is “updated event” or “completely new event”.  In other words, every warning message should be assumed as “new event” and displayed to the user if duplication detection is passed.  By assuming “Update number” is fixed as 0, we can find the problem of wrap round as shown in Fig.2 below.
If “Update number” is fixed as 0, then Message Code (except “emergency user alert”, “Pop-up”) which is part of Serial Number ranges 0x00-0xFF (256 patterns) .  When Earthquake and Tsunami hits a PLMN very frequently, there is a chance for UE to falsely discard the warning message.  In Japan, big Earthquake/Tsunami hit 11th March 2011 and more than 500 earthquake (which is greater than magnitude 5) followed within about 2 weeks. (http://www.jma.go.jp/jma/press/1112/08d/kaisetsu201112081600.pdf)  So wrap-round of Message Code (00-FF) is realistic.
The root cause of this problem is 


1. The UE implementation does not remove combinations of “Message identifier” and “Serial number” until switch off and thus falsely discard warning message based on “duplication detection” mechanism. (this is pointed out in issue 1)


2. Even when issue1 is resolved by introducing the solution in this paper (the UE remove combination of “Message I dentifier” and “Serial Number” cyclicly), there is a risk that the UE mis-understand the CBS message is “old” based on “Update number” if the UE does not remove last received update number until switch off. 
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Fig.2 What happens in ETWS deployment (false discard of warning message)
6. Proposal

1. It is proposed to agree on proposal 1-1, 1-2, 1-3 to mitigate issue 1.
2. It is proposed to agree on proposal 2 to mitigate issue 2.
Note that Annex.3 shows expected change on “PWS over LTE” with regard to Issue 1 solution in LTE side.

Annex.1 Typical usage of Serial number in ETWS deployment
1. Important aspect when realizing ETWS
As an earthquake/tsunami incident may become life-threatening, the following situations must be avoided as far as possible.
-
A UE falsely discards a new CBS message.

-
A UE falsely alarms a customer by an old/duplicated CBS message. 

2. Typical setting of Serial Number in ETWS

For example in UMTS, a typical setting of “Serial Number” which satisfies the above requirement is shown in Fig. A.1 with the following explanation;
Geographical Scope

PLMN Wide (see detail in Annex.2)
Message Code

Incremented by one at every new earthquake/tsunami incident and cyclically used (except “Emergency User Alert” and “Popup” bits.)

Update Number

We assume “Update Number” is fixed to zero because the Earthquake/Tsunami hits quite quickly and there is a very strong need to alert user as soon as possible. In this case, there is no time for NW side (CBE) to determine whether this is “updated event” or “completely new event”.
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Fig A.1 Typical setting of Serial number in ETWS deployment
Annex.2: Why GS = PLMN wide is typically used in ETWS
This part explains why GS (Geographical Scope) is set as “PLMN wide” in ETWS.
“Geographical Scope” must be “PLMN Wide” in UMTS to avoid a false alarm because:
· In UMTS, if “Geographical Scope” is not “PLMN Wide” then a UE clears the record of previous reception for “Update Number” handling when the UE moves to a different cell according to 9.4.1.2.1 TS23.041.
· Therefore if the UE moves and re-selects a different cell during ETWS transmission, there is a possibility that the UE receives a duplicated CBS message and falsely alarms a customer. 


[image: image3]
Figure. A.2 What happens if GS is set as “Cell Wide”?
Annex.3 Proposed change with regard to “PWS over LTE”
The following is proposed change for “PWS over LTE” part.  There is on-going work driven by Ericsson and other companies to move “PWS over LTE” from 23.401 to 23.041.  As part of the work, “Duplication detection mechanism” is moved from 23.401 to 23.041. This part tries to show how the change look like on Issue 1 in this paper in “PWS over LTE”.

9.1.3.3.2
Warning Message Delivery Procedure

The Warning message to be broadcast is delivered via MMEs to multiple eNodeBs. The eNodeB(s) are responsible for scheduling the broadcast of the new message and the repetitions in each cell.

The overall warning message delivery procedure is presented in figure 9.1.3.3.2-1:
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Figure 9.1.3.3.2-1: Warning message delivery procedure

0.
Device Management is used to configure the UE with a list of PLMNs that wish the UE to accept warning messages. By default, the list in the UE shall be empty.


Network registration and Security (e.g. mutual authentication) procedures are performed. The UE stores a flag that indicates whether or not it has authenticated the network.

NOTE 1:
This step is performed each time a UE is attached to a network (e.g. after each power on).

1.
CBE (e.g. Information Source such as PSAP or Regulator) sends emergency information (e.g. "warning type", "warning message", "impacted area", "time period") to the CBC. The CBC shall authenticate this request.

2.
Using the "impacted area" information, the CBC identifies which MMEs need to be contacted and determines the information to be place into the Warning Area Information Element. The CBC sends a Write-Replace Warning Request message containing the Warning message to be broadcast and the delivery attributes (Message identifier, Serial Number, Tracking Area ID list, Warning Area, OMC ID, CWM Indicator) to MMEs.


The warning messages use the coding scheme for CBS data specified in TS 23.038 [3].


The Tracking Area ID list is only used by the MME. The MME uses it for selecting which eNodeBs to forward the Write-Replace Warning Request message to.


The Warning Area shall be a list of Cell IDs and/or a list of TAIs and/or one or more Emergency Area IDs. The Warning Area is only used by the eNodeB. The eNodeB is configured with the TAI(s) and Cell ID(s) it serves and the Emergency Area ID(s) that it belongs to. The eNodeB checks for any match of the contents of the Warning Area with these IDs to identify the cells where to distribute the warning message. The Warning Area is an optional information element. If the Warning Area is absent, it shall be interpreted as "all cells on the eNodeB". The number of cell IDs will be limited by the message size on SBc and S1-MME. An Emergency Area ID is unique within the PLMN.


The message may include an OMC ID. If present, it indicates the OMC to which the Trace record generated in step 8 is destined. Co-location of that OMC with the CBC is an operator option.


CBC shall set the Concurrent Warning Message (CWM) indicator in all Write-Replace Warning Request messages, if the PLMN supports concurrent warning message broadcasts.

NOTE 2:
Due to requirements in earlier versions of the specification, it is possible that "digital signature" and "timestamp" information are transmitted within the "Warning message".

3.
The MME sends a Write-Replace Warning Confirm message that indicates to the CBC that the MME has started to distribute the warning message to eNodeBs.


If this message is not received by the CBC within an appropriate time period, the CBC can attempt to deliver the Warning message via another MME in the same pool area.

4.
Upon reception of the Write-Replace Confirm messages from the MMEs, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.

5.
The MME forwards Write-Replace Warning Message Request to eNodeBs. The MME shall use the Tracking Area ID list to determine the eNodeBs in the delivery area. If the Tracking Area ID list is empty the message is forwarded to all eNodeBs that are connected to the MME.

6.
When S1-flex is used the eNodeB may receive same message from multiple MMEs. The eNodeB detects duplicate messages by checking the message identifier and serial number fields within the Warning Message. If any redundant messages are detected only the first one received will be broadcasted by the cells. The eNodeB shall use the Warning Area information to determine the cell(s) in which the message is to be broadcast. The eNodeBs return a Distribute Warning Message Response to the MME, even if it was a duplicate.


If there is a warning broadcast message already ongoing and the CWM Indicator is included in the Write-Replace Warning Message Request, the eNodeB does not stop existing broadcast message but start broadcasting the new message concurrently. Otherwise the eNodeB shall immediately replace the existing broadcast message with the newer one.

NOTE 3:
If concurrent warning messages are not supported, this requires the CBE/CBC to take care that 'lower' priority warnings are not sent while a higher priority warning is still being sent.


The eNodeB broadcasts the message frequently according to the attributes set by the CBC that originated the Warning Message distribution.

7.
If the UE has been configured to receive warning messages on that PLMN and the UE has authenticated the core network of the eNodeB it is camped on, then the UE proceeds as follows:


The UE can use "warning type" values, 'earthquake', 'tsunami' or 'earthquake and tsunami', immediately to alert the user. When "warning type" is 'test', the UE silently discards the primary notification, but the UE specially designed for testing purposes may proceed with the following procedures.


The UE activates reception of the broadcast messages containing the "warning message".


The UE indicates the contents of the "warning message" to the user.


UE shall consider a message duplicated if the combination of "message identifier" and "serial number" matches with those of the previous message that was received from the same PLMN. The UE shall ignore the message detected as a duplicated. Stored combinations of “message identifier” and “serial number” shall be removed by the UE when configurable timer expired after the UE received the warning message or the UE switch off. The timer value can be configured for primary notification and secondary notification independently. The timer value can range 0 to 360 minutes or infinite.

For ETWS, the UE shall perform duplicate message detection independently for primary and secondary notifications.

8.
From the Write-Replace Warning Response messages returned by eNodeB's the MME determines the success or failure of the delivery and creates a trace record. Any OMC ID received in step 2 is written to the trace record to permit the O&M system to deliver them to the desired destination.
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