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1. Overall Description:

In LS R3-113038/S3-111206, SA3 shared the description of a vulnerability with the message verification in the current security architecture of HNB and H(e)NB systems.
2. Considerations

RAN3 thanks SA3 for its liaison S3-111206 on security issues associated with impersonation of a H(e)NB’s identity via a compromised H(e)NB.

With respect to the actions requested:
1) SA3 would like to ask RAN3 to comment on the feasibility of this requirements in the attached CR and whether H(e)NB identity verification is possible on “all UE related messages”.
2) SA3 would like to know if the term “all UE related messages” is sufficiently clear for RAN3 to perform H(e)NB identity verification on those messages, or if SA3 needs to address the specific messages by protocol type (e.g.  RANAP, S1AP, etc) 
The term “all UE related messages” is not sufficiently clear for the RAN3 analysis. However, in the RAN3 specifications the correct terminology to identify procedures associated with specific UEs is “UE associated” procedures and we assume that this is the intended meaning. SA3 is correct in its understanding that not all protocol messages from H(e)NB to H(e)NB-GW contain an explicit indication of H(e)NB identity.  RAN3 notes that in fact there is a very small set of protocol (RANAP, S1-AP) messages that identify the CSG-Id of the sending H(e)NB. Examples include RANAP: INITIAL UE MESSAGE, S1: INITIAL UE MESSAGE, S1 PATH SWITCH REQUEST. Consequently it is not feasible to carry out all the requirements of the supplied CR S3-111205 for all UE-related messages without making use of additional information, such as mapping to other identities. One such example could be TNL identities from the SCTP associations. RAN3 cannot comment on the commercial feasibility of carrying this out, but it can confirm that applying verification to all UE related messages would increase the processing load on the node responsible for the verification with corresponding design implications.
Section 5.4, paragraph 4 of S3-111205 could be understood as implying protocol addition of the CSG id information element to all UE-related H(e)NB – H(e)NB-GW messages, which would potentially require much more significant work. Rather than implying that CSG id is contained in all UE-related H(e)NB – H(e)NB-GW messages, RAN3 would like to ask whether it would be acceptable to SA3 to update paragraph 4 to state that the verification shall be done for all UE associated messages that can be mapped to a specific CSG id.
Architectural implications

The text and Note 1 of Section 4.4.x of S3-111205 indicate that in the case of the deployment of closed access HeNBs, if the recommended verifications are to be carried out then a HeNB-GW is required in the deployment. RAN3 can confirm that since its instantiation in Rel-8 the architectural design principle has been that a HeNB-GW deployment is not mandatory, being both optional and transparent, and so this proposed solution implies a significant change to RAN3 design principles.
RAN3 would like to point out that one possible solution to avoid breaking RAN3 architectural principles is to optionally implement the verification checks in the MME so that they can be carried out even without deploying a HeNB-GW.
3) SA3 would like to know if RAN3 sees other S1AP or RANAP messages which are not covered by the mentioned SA3 requirements, but which may allow a compromised H(e)NB to affect UEs not being member in the CSG related to that H(e)NB.
RAN3 is not aware of other S1AP or RANAP messages which are not covered by the SA3 requirements which would allow a compromised CSG-capable H(e)NB to affect non-member UEs attached to other H(e)NBs or (e)NodeBs.
3. Actions:

To SA3
ACTION: 
RAN3 asks SA3 to
1) Respond as to whether there is a specific verification mechanism that SA3 would like RAN3 to investigate further 

2) Take into account that regarding S3-111205, section 5.4, paragraph 4, the CSG Id information element is not present in all UE-associated messages between H(e)NB and H(e)NB-GW for UEs operating on closed access cells

3) Confirm whether it would be acceptable to SA3 to update paragraph 4 to state that the verification shall be done for all UE-associated messages that can be mapped to a specific CSG id.

3. Date of Next TSG-RAN3 Meetings:

TSG-RAN3 Meeting #75 
6th – 10th February 2011
Dresden, Germany
TSG-RAN3 Meeting #76
26th – 30th March 20011
USA (TBD).

