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* * * 1rst Change * * *

2.1.2
Vocabulary

For the purposes of the present document, the following terms and definitions apply:

-
A GSM security context is established and stored in the MS and the network as a result of a successful execution of a GSM authentication challenge. The GSM security context for the CS domain consists of the GSM ciphering key and the ciphering key sequence number. The GSM security context for the PS domain consists of the GPRS GSM ciphering key and the GPRS ciphering key sequence number.
-
A UMTS security context is established and stored in the MS and the network as a result of a successful execution of a UMTS authentication challenge. The UMTS security context for the CS domain consists of the UMTS ciphering key, the UMTS integrity key, the GSM ciphering key, the ciphering key sequence number and the GSM Kc128 (if an A5 ciphering algorithm that requires a 128-bit ciphering key is in use). The UMTS security context for the PS domain consists of the GPRS UMTS ciphering key, the GPRS UMTS integrity key, the GPRS GSM ciphering key, the GPRS ciphering key sequence number and the GPRS GSM Kc128 (if a GEA ciphering algorithm that requires a 128-bit ciphering key is in use).
-
An MS is attached for emergency bearer services if it has successfully completed an attach for emergency bearer services or if it has only a PDN connection for emergency bearer services established.
-
idle mode: In this mode, the mobile station is not allocated any dedicated channel; it listens to the CCCH and the BCCH;

-
group receive mode: (only applicable for mobile stations supporting VGCS listening or VBS listening) In this mode, the mobile station is not allocated a dedicated channel with the network; it listens to the downlink of a voice broadcast channel or voice group call channel allocated to the cell. Occasionally, the mobile station has to listen to the BCCH of the serving cell as defined in 3GPP TS 43.022 [82] and 3GPP TS 45.008 [34];

-
dedicated mode: In this mode, the mobile station is allocated at least two dedicated channels, only one of them being a SACCH;
-
EAB: Extended Access Barring, see 3GPP TS 22.011 [138].
-
group transmit mode: (only applicable for mobile stations supporting VGCS talking) In this mode, one mobile station of a voice group call is allocated two dedicated channels, one of them being a SACCH. These channels can be allocated to one mobile station at a time but to different mobile stations during the voice group call; 

-
packet idle mode: (only applicable for mobile stations supporting GPRS) In this mode, mobile station is not allocated any radio resource on a packet data physical channel; it listens to the PBCCH and PCCCH or, if those are not provided by the network, to the BCCH and the CCCH, see 3GPP TS 44.060 [76].

-
packet transfer mode: (only applicable for mobile stations supporting GPRS) In this mode, the mobile station is allocated radio resource on one or more packet data physical channels for the transfer of LLC PDUs.

-
main DCCH: In Dedicated mode and group transmit mode, only two channels are used as DCCH, one being a SACCH, the other being a SDCCH or a FACCH; the SDCCH or FACCH is called here "the main DCCH";

-
A channel is activated if it can be used for transmission, in particular for signalling, at least with UI frames. On the SACCH, whenever activated, it must be ensured that a contiguous stream of layer 2 frames is sent;

-
A TCH is connected if circuit mode user data can be transferred. A TCH cannot be connected if it is not activated. A TCH which is activated but not connected is used only for signalling, i.e. as a DCCH;

-
The data link of SAPI 0 on the main DCCH is called the main signalling link. Any message specified to be sent on the main signalling link is sent in acknowledged mode except when otherwise specified;

-
The term "to establish" a link is a short form for "to establish the multiframe mode" on that data link. It is possible to send UI frames on a data link even if it is not established as soon as the corresponding channel is activated. Except when otherwise indicated, a data link layer establishment is done without an information field.

-
"channel set" is used to identify TCHs that carry related user information flows, e.g., in a multislot configuration used to support circuit switched connection(s), which therefore need to be handled together. 

-
A temporary block flow (TBF) is a physical connection used by the two RR peer entities to support the uni-directional transfer of LLC PDUs on packet data physical channels, see 3GPP TS 44.060 [76].

-
RLC/MAC block: A RLC/MAC block is the protocol data unit exchanged between RLC/MAC entities, see 3GPP TS 44.060 [76].

-
A GMM context is established when a GPRS attach procedure is successfully completed.

-
Network operation mode
The three different network operation modes I, II, and III are defined in 3GPP TS 23.060 [74].

The network operation mode shall be indicated as system information. For proper operation, the network operation mode should be the same in each cell of one routing area.

-
GAN mode: See 3GPP TS 43.318 [75a].
-
GPRS MS operation mode
The three different GPRS MS operation modes A, B, and C are defined in 3GPP TS 23.060 [74]. 

-
RR connection: A RR connection is a dedicated physical circuit switched domain connection used by the two RR or RRC peer entities to support the upper layers' exchange of information flows. 

-
PS signalling connection is a peer to peer Iu mode connection between MS and CN packet domain node.

-
Inter-System change is a change of an MS from A/Gb mode to Iu mode of operation or vice versa. or from S1 mode to A/Gb mode or Iu mode of operation.

-
GPRS: Packet Services for systems which operate the Gb or Iu-PS interfaces.

-
GSM ciphering key: A 64-bit CS GSM ciphering key

-
GSM Kc128: A 128-bit CS GSM ciphering key

-
GPRS GSM ciphering key: A 64-bit PS GSM ciphering key

-
GPRS GSM Kc128: A 128-bit PS GSM ciphering key

-
The label (A/Gb mode only) indicates this section or paragraph applies only to a system which operates in A/Gb mode, i.e. with a functional division that is in accordance with the use of an A or a Gb interface between the radio access network and the core network. For multi system case this is determined by the current serving radio access network. 

-
The label (Iu mode only) indicates this section or paragraph applies only to a system which operates in Iu mode. The Iu mode includes UTRAN and GERAN Iu modes, i.e. with a functional division that is in accordance with the use of an Iu-CS or Iu-PS interface between the radio access network and the core network. For multi system case this is determined by the current serving radio access network. 

-
In A/Gb mode,... Indicates this paragraph applies only to a system which operates in A/Gb mode. For multi system case this is determined by the current serving radio access network. 

-
In Iu mode,... Indicates this paragraph applies only to a system which operates in Iu mode. The Iu mode includes both UTRAN Iu mode and GERAN Iu mode. For multi system case this is determined by the current serving radio access network. 

-
In A/Gb mode and GERAN Iu mode,... Indicates this paragraph applies only to a system which operates in A/Gb mode or GERAN Iu mode. For multi system case this is determined by the current serving radio access network. 

-
In UTRAN Iu mode,... Indicates this paragraph applies only to a system which operates in UTRAN Iu mode. For multi system case this is determined by the current serving radio access network.

-
In a shared network,... Indicates this paragraph applies only to a shared network. For the definition of shared network see 3GPP TS 23.122 [14].
NOTE:
According to this definition, a multi-operator core network (MOCN) with common GERAN is not considered a shared network in 3GPP TS 23.122 [14] and in the present specification.

-
Multi-Operator Core Network (MOCN) with common GERAN: a network in which different core network operators are connected to a shared GERAN broadcasting only a single, common PLMN identity.
-
A default PDP context is a PDP context activated by the PDP context activation procedure that establishes a PDN connection. The default PDP context remains active during the lifetime of the PDN connection.
-
A PDP context for emergency bearer services is a default PDP context which was activated with request type "emergency", or any secondary PDP contexts associated to this default PDP context.

-
Non-emergency PDP context: any PDP context which is not a PDP context for emergency bearer services.
-
SIM, Subscriber Identity Module (see 3GPP TS 42.017 [7]).

-
USIM, Universal Subscriber Identity Module (see 3GPP TS 21.111 [101]).

-
MS, Mobile Station. The present document makes no distinction between MS and UE.

-
Cell Notification is an (optimised) variant of the Cell Update Procedure which uses the LLC NULL frame for cell change notification which does not trigger the restart of the READY timer

-
DTM: dual transfer mode, see 3GPP TS 44.018 [84] and 3GPP TS 43.055 [87]
-
The term "eCall only" applies to a mobile station which is in the eCall only mode, as described in 3GPP TS 22.101 [8].
-
"removal of eCall only restriction" means that all the limitations as described in 3GPP TS 22.101 [8] for the eCall only mode do not apply any more.

-
Access domain selection: The process to select whether the CS domain or the IMS/IP‑CAN is used to transmit the call control signalling between MS and core network. Definition derived from 3GPP TS 23.221 [131].
-
NAS level congestion control: Congestion in the network at the core network node level (MSC, SGSN, GGSN and PDN gateway). NAS level congestion control consists of "subscribed APN based congestion control" and "general NAS level mobility management congestion control".
-
General NAS level mobility management congestion control: The type of congestion control that is applied at a general overload or congestion situation in the network, e.g. lack of processing resources.

-
Subscribed APN based congestion control: Congestion control in mobility management where the network can reject attach requests from MSs with a certain APN in the subscription.
-
Mapped P-TMSI: a P-TMSI which is mapped from a GUTI previously allocated to the MS by an MME. Mapping rules are defined in 3GPP TS 23.003 [10]. Definition derived from 3GPP TS 23.401 [122].
-
Native P-TMSI: a P-TMSI previously allocated by an SGSN. Definition derived from 3GPP TS 23.401 [122].
-
SRVCC: used in this specification to describe the functionality in TS 23.216 [126] that is common to both "SRVCC for voice call" and "SRVCC for video call".
-
SRVCC for voice call: the functionality defined by the term "Single Radio Voice Call Continuity" given in 3GPP TS 23.216 [126]. This term is used interchangeably with the term "SRVCC voice call handover".
-
SRVCC for video call: the functionality defined by the term "Single Radio Video Call Continuity" given in 3GPP TS 23.216 [126]. This term is used interchangeably with the term "SRVCC video call handover".
NOTE 2: 
As specified in 3GPP TS 22.101 [8], video is not supported for emergency call. Therefore SRVCC for video call is not applicable for emergency calls.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.401 [122], subclause 3.2, apply:

Globally Unique MME Identifier (GUMMEI)

Globally Unique Temporary Identity (GUTI)

Idle Mode Signalling Reduction (ISR)
M-Temporary Mobile Subscriber Identity (M-TMSI)

PDN connection

Tracking Area Identity (TAI)

Temporary Identity used in Next update (TIN)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [120] apply:

CSG cell
CSG ID
CSG selection
LIPA PDN connection
PDN connection for emergency bearer services

S1 mode

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.272 [133] apply:

CS fallback
SMS over SGs
For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.401 [123] apply:
Current EPS security context

Mapped security context
eKSI

CK' and IK'
NAS downlink COUNT

NAS uplink COUNT

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.251 [109] apply:
Common PLMN

Network Sharing non-supporting MS: see non-supporting UE.

Network Sharing supporting MS: see supporting UE.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [14] apply:

Suitable Cell
* * * 2nd Change * * * 
4.1.1.1.1
Integrity Checking of Signalling Messages in the Mobile Station (Iu mode only)

In Iu mode only, integrity protected signalling is mandatory with one exception regarding emergency calls (see subclause 4.1.1.1.1a). In Iu mode only, all layer 3 protocols shall use integrity protected signalling once the security mode procedure has been successfully activated in the network and the MS. Integrity protection of all layer 3 signalling messages is the responsibility of lower layers. It is the network which activates integrity protection. This is done using the security mode control procedure (3GPP TS 25.331 [23c] and 3GPP TS 44.118 [111]).

The supervision that integrity protection is activated shall be the responsibility of the MM and GMM layer in the MS (see 3GPP TS 33.102 [5a]). In order to do this, the lower layers shall provide the MM and GMM layer with an indication on when the integrity protection is activated in the MS (i.e. one indication to the MM layer when a security mode control procedure for the CS domain is processed successfully and one indication to the GMM layer when a security mode control procedure for the PS domain is processed successfully). 

The CS and PS domains in the network and the MM and GMM layers in the MS, are not aware of whether integrity protection has been started in the lower layers by the other domain. It is mandatory for the network to initiate one security mode control procedure for the CS domain and one for the PS domain.

Except the messages listed below, no layer 3 signalling messages shall be processed by the receiving MM and GMM entities or forwarded to the CM entities, unless the network has activated the integrity protection for that domain.
-
MM messages:

-
AUTHENTICATION REQUEST

-
AUTHENTICATION REJECT

-
IDENTITY REQUEST

-
LOCATION UPDATING ACCEPT (at periodic location update with no change of location area or temporary identity, and, any Per MS T3212 value is not changed)

-
LOCATION UPDATING REJECT (if the cause is not #25)
-
CM SERVICE ACCEPT, if the following two conditions apply:

-
no other MM connection is established; and

-
the CM SERVICE ACCEPT is the response to a CM SERVICE REQUEST with CM SERVICE TYPE IE set to ‘emergency call establishment’

-
CM SERVICE REJECT (if the cause is not #25)
-
ABORT

-
GMM messages:

-
AUTHENTICATION & CIPHERING REQUEST

-
AUTHENTICATION & CIPHERING REJECT

-
IDENTITY REQUEST

-
ATTACH REJECT (if the cause is not #25)
-
ROUTING AREA UPDATE ACCEPT, if any of the following conditions applies:

-
the MS performs periodic routing area updating with no change of routing area or temporary identity, and the T3312 extended value and the Network feature support value are not changed;

-
the GMM entity in the MS has received an ATTACH ACCEPT message with neither ciphering nor integrity protection applied in response to an ATTACH REQUEST message with attach type set to "emergency attach"; or

-
the MS has performed intersystem change from S1 mode to Iu mode with a PDN connection for emergency bearer services for which the "null integrity protection algorithm" EIA0 has been used while in S1 mode.
-
ROUTING AREA UPDATE REJECT (if the cause is not #25)
-
SERVICE REJECT (if the cause is not #25)
-
DETACH ACCEPT (for non power-off) 

-
ATTACH ACCEPT, if the ATTACH ACCEPT is the response to an ATTACH REQUEST with attach type set to "emergency attach".

-
SERVICE ACCEPT, if any of the following conditions applies:

-
the GMM entity in the MS has received an ATTACH ACCEPT message with neither ciphering nor integrity protection applied in response to an ATTACH REQUEST message, with attach type set to "emergency attach"; or
-
the MS has performed intersystem change from S1 mode to Iu mode with a PDN connection for emergency bearer services for which the "null integrity protection algorithm" EIA0 has been used while in S1 mode.

-
CC messages:

-
all CC messages, if the following two conditions apply:

-
no other MM connection is established; and

-
the MM entity in the MS has received a CM SERVICE ACCEPT message with no ciphering or integrity protection applied as response to a CM SERVICE REQUEST message, with CM SERVICE TYPE set to ‘Emergency call establishment’ sent to the network.; or

-
the MM connection was established locally due to the SRVCC voice call handover of a PDN connection for emergency bearer services for which the "null integrity protection algorithm" EIA0 has been used while in S1 mode or for which integrity protection has not been activated while in Iu mode.

-
SM messages:

-
all SM messages, if any of the following conditions applies:

-
the GMM entity in the MS has received an ATTACH ACCEPT message with neither ciphering nor integrity protection applied in response to an ATTACH REQUEST message, with attach type set to "emergency attach"; or

-
the MS has performed intersystem change from S1 mode to Iu mode with a PDN connection for emergency bearer services for which the "null integrity protection algorithm" EIA0 has been used while in S1 mode.
Once integrity protection is activated, the receiving layer 3 entity in the MS shall not process any other layer 3 signalling messages or any ATTACH ACCEPT message unless they have been successfully integrity checked by the lower layers. If any signalling messages, having not successfully passed the integrity check, are received, then the lower layers in the MS shall discard that message (see 3GPP TS 25.331 [23c] and 3GPP TS 44.118 [111]). If any layer 3 signalling message is received, in either PS or CS domains, as not integrity protected even though the integrity protection has been activated in the MS by that domain in the network, then the lower layers shall discard this message (see 3GPP TS 25.331 [23c] and 3GPP TS 44.118 [111]).

Integrity checking on the network side is performed by the RNC and is described in 3GPP TS 25.331 [23c] and 3GPP TS 44.118 [111].

4.1.1.1.1a
Integrity protection for emergency call (Iu mode only)

The network should initiate the security mode procedure for an emergency call, in the same way as it would for any other call except in the cases defined in sub-clause "Security Procedures Not Applied" in 3GPP TS 33.102 [5a].

For the establishment of a MM connection for an emergency call when no other MM connection is established (e.g. for an emergency call initiated without a SIM/USIM no other MM connections can exist) the decision on whether or not to apply the security procedures shall be made by the network as defined in the subclause "Emergency Call Handling" in 3GPP TS 33.102 [5a]. If the MM connection was established locally due to the SRVCC voice call handover of a PDN connection for emergency bearer services for which the "null integrity protection algorithm" EIA0 has been used while in S1 mode or for which integrity protection has not been activated while in Iu mode, the network need not apply the security procedures for this call.

For an attach for emergency bearer services, (e.g. initiated without a SIM/USIM) the decision on whether or not to apply the security procedures shall be made by the network as defined in the subclause "Emergency Call Handling" in 3GPP TS 33.102 [5a]. After intersystem change from S1 mode to Iu mode with a PDN connection for emergency bearer services for which the "null integrity protection algorithm" EIA0 has been used while in S1 mode, the network need not apply the security procedures for this connection.
* * * next Change * * *
4.3.2.11
Derivation of keys at SRVCC voice call handover from Iu mode to Iu mode

4.3.2.11.1
PDN connection with integrity protection

At PS to CS domain change from Iu mode to Iu mode due to SRVCC voice call handover of a PDN connection for which integrity protection has been activated, ciphering and integrity may be started (see 3GPP TS 25.331 [23c]) without any new authentication procedure. Deduction of the appropriate security keys for ciphering and integrity check in Iu mode, depends on the current GSM or UMTS security context for the PS domain stored in the MS and the network.

The ME shall handle the UMTS ciphering key and the UMTS integrity key according to table 4.3.2.11.1.

Table 4.3.2.11.1/3GPP TS 24.008: SRVCC voice call handover from Iu mode to Iu mode

	Security context for the PS domain established in MS and network in Iu mode


	At inter-system change to Iu mode:

	GSM security context


	An ME shall derive the GSM ciphering key (Kc’) from the stored GPRS GSM ciphering key, which was provided by the SIM/USIM during the latest successful authentication, and the NONCE received in the command to perform handover (see 3GPP TS 25.331 [23c]) using the key derivation function specified in 3GPP TS 33.102 [5a]. The ME shall use the derived GSM ciphering key (Kc’) to derive the UMTS security keys UMTS ciphering key (CK’) and UMTS integrity key (IK’). The conversion functions named "c4" and "c5" in 3GPP TS 33.102 [5a] are used for this purpose. The MS shall set the CKSN of the derived GSM security context for the CS domain to the value of the GPRS CKSN of the GSM security context for PS domain. Furthermore, the ME shall apply the new derived UMTS security keys and replace an already established GSM security context for the CS domain, if any, in the SIM/USIM, when the SRVCC voice call handover from Iu mode has been completed successfully. Furthermore, the MS shall handle the STARTCS value as specified in 3GPP TS 25.331 [23c]).



	UMTS security context


	An ME shall derive the UMTS security keys UMTS ciphering key (CK’) and UMTS integrity key (IK’) from the GPRS UMTS ciphering key and the GPRS UMTS integrity key, which were received from the UMTS security context for the PS domain residing in the USIM, and the NONCE received in the command to perform handover (see 3GPP TS 25.331 [23c]) as specified in 3GPP TS 33.102 [5a]. The ME shall use the derived UMTS security keys to derive the GSM ciphering key (Kc’) using the "c3" conversion function as specified in 3GPP TS 33.102 [5a]. The MS shall set the CKSN of the derived UMTS security context for the CS domain to the value of the KSI of the UMTS security context for PS domain. Furthermore, the ME shall apply the derived UMTS security keys and replace an already established UMTS security context for the CS domain, if any, in the USIM, when the SRVCC voice call handover from Iu mode has been completed successfully. Furthermore, the MS shall handle the STARTCS value as specified in 3GPP TS 25.331 [23c]).


NOTE 1:
For the case of an established UMTS security context for the PS domain, because of deriving a new UMTS security context for the CS domain, a new GSM ciphering key needs to be derived from the new derived UMTS security keys (i.e. CK' and IK'). Note that the new GSM ciphering key is also part of the new UMTS security context for the CS domain, and therefore any old GSM ciphering key stored in the USIM and in the ME belongs to an old UMTS security context for the CS domain and can no longer be taken into use.

The network shall replace an already established GSM or UMTS security context for the CS domain, if any, when the SRVCC voice call handover from Iu mode to Iu mode has been completed successfully.

If the SRVCC voice call handover from Iu mode to Iu mode has not been completed successfully, the MS and the network shall delete the new derived GSM or UMTS security context for the CS domain. Additionally, the network shall delete the already established GSM or UMTS security context for the CS domain, if the CKSN of the already established GSM or UMTS security context is equal to the CKSN of the new derived GSM or UMTS security context for the CS domain.

4.3.2.11.2
PDN connection without integrity protection

At PS to CS domain change from Iu mode to Iu mode due to SRVCC voice call handover of a PDN connection for emergency bearer services for which integrity protection has not been activated before the SRVCC voice call handover, the MS and the network shall not perform key derivation.

4.3.2.12
Derivation of keys at SRVCC voice call handover from Iu mode to A/Gb mode

4.3.2.12.1
PDN connection with integrity protection

At PS to CS domain change from Iu mode to A/Gb mode due to SRVCC voice call handover of a PDN connection for which integrity protection has been activated, ciphering may be started (see 3GPP TS 44.018 [84]) without any new authentication procedure. Deduction of the appropriate security key for ciphering in A/Gb mode, depends on the current GSM or UMTS security context for the PS domain stored in the MS and the network.

The ME shall handle the GSM ciphering key according to table 4.3.2.12.1.

Table 4.3.2.12.1/3GPP TS 24.008: SRVCC voice call handover from Iu mode to A/Gb mode

	Security context for the PS domain established in MS and network in Iu mode 


	At inter-system change to A/Gb mode:

	GSM security context


	An ME shall derive the GSM ciphering key (Kc’) from the stored GPRS GSM ciphering key, which was provided by the SIM/USIM during the latest successful authentication, and the NONCE received in the command to perform handover (see 3GPP TS 25.331 [23c]) using the key derivation function specified in 3GPP TS 33.102 [5a]. The MS shall set the CKSN of the derived GSM security context for the CS domain to the value of the GPRS CKSN of the GSM security context for PS domain. Furthermore, the ME shall apply the new derived GSM ciphering key and replace an already established GSM security context for the CS domain, if any, in the SIM/USIM when the SRVCC voice call handover from Iu mode has been completed successfully.

	UMTS security context


	An ME shall derive the UMTS security keys UMTS ciphering key (CK’) and UMTS integrity key (IK’) from the GPRS UMTS ciphering key and GPRS UMTS integrity key, which were received from the UMTS security context for the PS domain residing in the USIM, and the NONCE received in the command to perform handover (see 3GPP TS 25.331 [23c]) as specified in 3GPP TS 33.102 [5a]. The ME shall use the derived UMTS security keys to derive the GSM ciphering key (Kc’) using the "c3" conversion function as specified in 3GPP TS 33.102 [5a]. Furthermore, the MS shall set the CKSN of the derived UMTS security context for the CS domain to the value of the KSI of the UMTS security context for PS domain. 

If an A5 algorithm is taken into use that requires a 64-bit long ciphering key, then the ME shall apply the new derived GSM ciphering key.

If an A5 algorithm is taken into use that requires a 128-bit long ciphering key, then the ME shall use the derived UMTS security keys CK' and IK' to derive a GSM Kc128 (see 3GPP TS 33.102 [5a]). After that, the ME shall apply the new derived GSM Kc128.

Furthermore, the ME shall replace an already established UMTS security context for the CS domain, if any, in the USIM, when the SRVCC voice call handover from Iu mode has been completed successfully.


The network shall replace an already established GSM or UMTS security context for the CS domain, if any, when the SRVCC voice call handover from Iu mode to A/Gb mode has been completed successfully.

If the SRVCC voice call handover from Iu mode to A/Gb mode has not been completed successfully, the MS and the network shall delete the new derived GSM or UMTS security context for the CS domain. Additionally, the network shall delete the already established GSM or UMTS security context for the CS domain, if the CKSN of the already established GSM or UMTS security context is equal to the CKSN of the new derived GSM or UMTS security context for the CS domain.
4.3.2.12.2
PDN connection without integrity protection

At PS to CS domain change from Iu mode to A/Gb mode due to SRVCC voice call handover of a PDN connection for emergency bearer services for which integrity protection has not been activated while in Iu mode, the MS and the network shall not perform key derivation.
* * * next Change * * *
4.5.1.8
MM connection establishment due to SRVCC handover
An MM connection can be established locally in the MS due to an SRVCC handover (see 3GPP TS 23.216 [126]), i.e. without dedicated MM signalling. That is the case when the MS has a voice media stream or a voice and a video media stream carried over the PS domain that is handed over to the CS domain in A/Gb mode or Iu mode via SRVCC.
An MS in MM state MM IDLE shall establish the MM connection locally when it receives an indication from lower layers that a SRVCC handover was completed successfully.

After completing MM connection establishment, MM layer shall indicate "MM connection establishment due to SRVCC handover" to upper layer and shall enter state MM CONNECTION ACTIVE.

* * * next Change * * *

5.2.4.2
Call activation

If the MS
-
supports SRVCC for voice call and the MS has a voice media stream previously carried over the PS domain that is handed over to the CS domain via SRVCC; or

-
supports SRVCC for video call and the MS has a voice and video media stream previously in S1 mode carried over the PS domain that is handed over to the CS domain via SRVCC, 
and the session is in the "confirmed" state (defined in IETF RFC 3261 [137]), and the call control entity in "null" state receives indication "MM connection establishment due to SRVCC handover", the call control entity of the MS shall enter the "active" state and indicate the call establishment to upper layers. The MS and the network shall locally set the TI value of the call to "000" and the TI flag value as in mobile terminated call. If a single voice media stream is handed over and the session is on hold, the setting of the auxiliary state (as defined in 3GPP TS 24.083 [27]) is described in 3GPP TS 24.237 [136].
If the MS supports single radio PS to CS access transfer for calls in alerting state as specified in 3GPP TS 24.237 [136] subclause 12.2.3B, and the MS has a single voice media stream or a single voice and video media stream over the PS domain that is handed over to the CS domain via SRVCC, and the call control entity in "null" state receives an indication "MM connection establishment due to SRVCC handover", then:
-
if the media stream is associated with a mobile originated session in the "early" state (defined in IETF RFC 3261 [137]) according to the conditions specified in 3GPP TS 24.237 [136] subclause 12.2.3B.3.2, the call control entity of the MS shall enter the "call delivered" state for this transaction. The MS and the network shall locally set the TI value of the call to "000" and the TI flag value as in mobile originated call; and
-
if the media stream is associated with a mobile terminating session in the "early" state (defined in IETF RFC 3261 [137]) according to the conditions specified in 3GPP TS 24.237 [136] subclause 12.2.3B.3.1, the call control entity of the MS shall enter the "call received" state for this transaction. The MS and the network shall locally set the TI value of the call to "000" and the TI flag value as in mobile terminated call.
If the MS has additional voice media streams carried over the PS domain that are handed over to the CS domain via SRVCC, the state for the transactions and the setting of the TI value and TI flag for these additional media streams is described in 3GPP TS 24.237 [136].
If the MS supports multicall, the MS shall locally set SI value to 1 and the MS shall assume that the network does not support multicall. The network shall also locally set SI value to 1.
5.2.4.3
Traffic channel assignment and user connection attachment
An appropriate traffic channel for the SRVCC call is assigned in SRVCC handover.

The mobile station shall attach the user connection when the call control entity enters the "active" state.
The principles of speech codec selection are described in subclause 5.2.1.11.
NOTE: 
in the context of SRVCC for video call the term "speech codec" can encompass also a codec that is finally used for multimedia communication, see 3GPP TS 26.103 [83].
* * * next Change * * *

10.5.5.12
MS network capability

The purpose of the MS network capability information element is to provide the network with information concerning aspects of the mobile station related to GPRS. The contents might affect the manner in which the network handles the operation of the mobile station. The MS network capability information indicates general mobile station characteristics and it shall therefore, except for fields explicitly indicated, be independent of the frequency band of the channel it is sent on.

The MS network capability is a type 4 information element with a maximum of 10 octets length.

The value part of a MS network capabilityinformation element is coded as shown in figure 10.5.128/3GPP TS 24.008 and table 10.5.145/3GPP TS 24.008.

NOTE: 
The requirements for the support of the GEA algorithms in the MS are specified in 3GPP TS 43.020 [13].
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Figure 10.5.128/3GPP TS 24.008 MS network capability information element

Table 10.5.145/3GPP TS 24.008 MS network capability information element

	<MS network capability value part> ::=


<GEA1 bits>
<SM capabilities via dedicated channels: bit>
<SM capabilities via GPRS channels: bit>

<UCS2 support: bit>
<SS Screening Indicator: bit string(2)>
<SoLSA Capability : bit>
<Revision level indicator: bit>

<PFC feature mode: bit>

<Extended GEA bits>

<LCS VA capability: bit>

<PS inter-RAT HO from GERAN to UTRAN Iu mode capability: bit>
<PS inter-RAT HO from GERAN to E-UTRAN S1 mode capability: bit>
<EMM Combined procedures Capability: bit>
<ISR support: bit>

<SRVCC for voice call to GERAN/UTRAN capability: bit>
<EPC capability: bit>

<NF capability: bit><Spare bits>;

<GEA1 bits> ::= < GEA/1 :bit>;

<Extended GEA bits> ::= <GEA/2:bit><GEA/3:bit>< GEA/4:bit >< GEA/5:bit >< GEA/6:bit ><GEA/7:bit>;

<Spare bits> ::= null | {<spare bit> < Spare bits >};

SS Screening Indicator

0 0
defined in 3GPP TS 24.080 [24] 


0 1
defined in 3GPP TS 24.080 [24] 


1 0
defined in 3GPP TS 24.080 [24]

1 1
defined in 3GPP TS 24.080 [24] 

SM capabilities via dedicated channels

0
Mobile station does not support mobile terminated point to point SMS via CS domain


1
Mobile station supports mobile terminated point to point SMS via CS domain

SM capabilities via GPRS channels

0
Mobile station does not support mobile terminated point to point SMS via PS domain

1
Mobile station supports mobile terminated point to point SMS via PS domain

UCS2 support
This information field indicates the likely treatment by the mobile station of UCS2 encoded character strings.

0
the ME has a preference for the default alphabet (defined in 3GPP TS 23.038 [8b])


over UCS2.

1
the ME has no preference between the use of the default alphabet and the


use of UCS2.

GPRS Encryption Algorithm GEA/1
0
encryption algorithm GEA/1not available
1
encryption algorithm GEA/1 available
SoLSA Capability

0
The ME does not support SoLSA.

1
The ME supports SoLSA.


Revision level indicator 

0
used by a mobile station not supporting R99 or later versions of the protocol


1
used by a mobile station supporting R99 or later versions of the protocol 

PFC feature mode

0 Mobile station does not support BSS packet flow procedures

1 Mobile station does support BSS packet flow procedures

GEA/2

0
encryption algorithm GEA/2 not available
1
encryption algorithm GEA/2 available

GEA/3

0
encryption algorithm GEA/3 not available
1
encryption algorithm GEA/3 available

GEA/4

0
encryption algorithm GEA/4 not available
1
encryption algorithm GEA/4 available

GEA/5

0
encryption algorithm GEA/5 not available
1
encryption algorithm GEA/5 available

GEA/6

0
encryption algorithm GEA/6 not available
1
encryption algorithm GEA/6 available

GEA/7

0
encryption algorithm GEA/7 not available
1
encryption algorithm GEA/7 available

LCS VA capability (LCS value added location request notification capability)

This information field indicates the support of the LCS value added location request notification via PS domain as defined in 3GPP TS 23.271 [105].
0
location request notification via PS domain not supported
1
location request notification via PS domain supported

PS inter-RAT HO from GERAN to UTRAN Iu mode capability

This information field indicates the support of the PS inter-RAT HO from GERAN to UTRAN Iu mode.
0
PS inter-RAT HO from GERAN to UTRAN Iu mode not supported
1
PS inter-RAT HO from GERAN to UTRAN Iu mode supported
PS inter-RAT HO from GERAN to E-UTRAN S1 mode capability

This information field indicates the support of the PS inter-RAT HO from GERAN to E-UTRAN S1 mode.
0
PS inter-RAT HO from GERAN to E-UTRAN S1 mode not supported
1
PS inter-RAT HO from GERAN to E-UTRAN S1 mode supported

EMM Combined procedures capability

This information field indicates the support of EMM combined procedures.
0
Mobile station does not support EMM combined procedures
1
Mobile station supports EMM combined procedures
ISR support
0
The mobile station does not support ISR.
1
The mobile station supports ISR.
SRVCC for voice call to GERAN/UTRAN capability

0
SRVCC for voice call from UTRAN HSPA or E-UTRAN to GERAN/UTRAN not supported
1
SRVCC for voice call from UTRAN HSPA or E-UTRAN to GERAN/UTRAN supported
EPC capability
This information field indicates if the MS supports access to the EPC via access networks other than GERAN or UTRAN.The network can use this information to decide whether to select a PDN Gateway or a GGSN. The MS shall set the indication to "0" if a SIM is inserted in the MS.

0
EPC not supported
1
EPC supported
NF capability
This information field indicates if the MS supports the notification procedure.
0
Mobile station does not support the notification procedure.
1
Mobile station supports the notification procedure.
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