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* * * * First Change * * * *

4.7.7.5
Authentication not accepted by the network

If authentication and ciphering fails, i.e. if the response is not valid, the network considers whether the MS has used the P-TMSI or the IMSI for identification. 

-
If the P-TMSI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the MS differs from the one the network had associated with the P-TMSI, the authentication should be restarted with the correct parameters. If the IMSI provided by the MS is the expected one (i.e. authentication has really failed), the network should proceed as described below.

-
If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION AND CIPHERING REJECT message should be transferred to the MS.

Upon receipt of an AUTHENTICATION AND CIPHERING REJECT message, the MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED and shall delete the P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number stored. If available, also the TMSI, LAI and ciphering key sequence number shall be deleted and the update status shall be set to U3 ROAMING NOT ALLOWED. The SIM/USIM shall be considered as invalid until switching off or the SIM/USIM is removed.
If S1 mode is supported by the MS, the MS shall in addition handle the EMM parameters EMM state, EPS update status, last visited registered TAI, TAI list, GUTI and KSIASME as specified in 3GPP TS 24.301 [120] for the case when an EPS authentication is not accepted by the network.
If the AUTHENTICATION AND CIPHERING REJECT message is received, the MS shall abort any GMM procedure, shall stop the timers T3310, T3317 and T3330 (if running) and shall enter state GMM-DEREGISTERED. 

In UTRAN Iu mode, depending on local regulations or operator preference for emergency bearer services, if the MS has a PDN connection for emergency bearer services established or is attaching to the network for emergency bearer services, the SGSN needs not follow the procedures specified for the authentication failure in the present subclause, e.g. the SGSN can continue with the on going GMM specific procedure as if the authentication was successful. The SGSN shall deactivate all non-emergency PDP contexts, if any.
* * * * Next Change * * * *

4.7.7.6
Abnormal cases

The following abnormal cases can be identified:

a)
Lower layer failure


Upon detection of a lower layer failure before the AUTHENTICATION AND CIPHERING RESPONSE is received, the network shall abort the procedure.

b)
Expiry of timer T3360


The network shall, on the first expiry of the timer T3360, retransmit the AUTHENTICATION AND CIPHERING REQUEST and shall reset and start timer T3360. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3360, the procedure shall be aborted.

c)
Collision of an authentication and ciphering procedure with a GPRS attach procedure


If the network receives an ATTACH REQUEST message before the ongoing authentication procedure has been completed and no GPRS attach procedure is pending on the network (i.e. no ATTACH ACCEPT/REJECT message has to be sent as an answer to an ATTACH REQUEST message), the network shall abort the authentication and ciphering procedure and proceed with the new GPRS attach procedure.

d)
Collision of an authentication and ciphering procedure with a GPRS attach procedure when the authentication and ciphering procedure has been caused by a previous GPRS attach procedure


If the network receives an ATTACH REQUEST message before the ongoing authentication procedure has been completed and a GPRS attach procedure is pending (i.e. an ATTACH ACCEPT/REJECT message has still to be sent as an answer to an earlier ATTACH REQUEST message), then:

-
If one or more of the information elements in the ATTACH REQUEST message differs from the ones received within the previous ATTACH REQUEST message, the network shall not treat the authentication any further and proceed with the GPRS attach procedure; or

-
If the information elements do not differ, then the network shall not treat any further this new ATTACH REQUEST.


Collision of an authentication and ciphering procedure with a GPRS detach procedure


GPRS detach containing cause "power off":


If the network receives a DETACH REQUEST message before the ongoing authentication and ciphering procedure has been completed, the network shall abort the authentication and ciphering procedure and shall progress the GPRS detach procedure.


GPRS detach containing other causes than "power off":


If the network receives a DETACH REQUEST message before the ongoing authentication and ciphering procedure has been completed, the network shall complete the authentication and ciphering procedure and shall respond to the GPRS detach procedure as described in subclause 4.7.4.

e)
Collision of an authentication and ciphering procedure with a routing area updating procedure


If the network receives a ROUTING AREA UPDATE REQUEST message before the ongoing authentication procedure has been completed, the network shall progress both procedures.
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Figure 4.7.7/1 3GPP TS 24.008: Authentication and ciphering procedure

(f) Authentication failure (GMM cause "MAC failure" or "GSM authentication unacceptable")


The MS shall send an AUTHENTICATION & CIPHERING FAILURE message, with GMM cause ‘MAC failure’ or ‘GSM authentication unacceptable’ according to subclause 4.7.7.5.1, to the network and start timer T3318. Furthermore, the MS shall stop any of the retransmission timers that are running (e.g. T3310, T3321, T3330 or T3317). Upon the first receipt of an AUTHENTICATION & CIPHERING FAILURE message from the MS with GMM cause ‘MAC failure’ or ‘GSM authentication unacceptable’ the network may initiate the identification procedure described in subclause 4.7.8. This is to allow the network to obtain the IMSI from the MS. The network may then check that the P-TMSI originally used in the authentication challenge corresponded to the correct IMSI. Upon receipt of the IDENTITY REQUEST message from the network, the MS shall send the IDENTITY RESPONSE message.

NOTE:
Upon receipt of an AUTHENTICATION & CIPHERING FAILURE message from the MS with reject cause "MAC failure" or "GSM authentication unacceptable", the network may also terminate the authentication procedure (see subclause 4.7.7.5).


If the P-TMSI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION & CIPHERING REQUEST message to the MS. Upon receiving the new AUTHENTICATION & CIPHERING REQUEST message from the network, the MS shall stop timer T3318, if running, and then process the challenge information as normal.


If the network is validated successfully (an AUTHENTICATION & CIPHERING REQUEST message that contains a valid SQN and MAC is received), the MS shall send the AUTHENTICATION & CIPHERING RESPONSE message to the network and shall start any retransmission timers (e.g. T3310, T3321, T3330 or T3317), if they were running and stopped when the MS received the first failed AUTHENTICATION AND CIPHERING REQUEST message.

If the MS receives the second AUTHENTICATION AND CIPHERING REQUEST while T3318 is running and
-
the MAC value cannot be resolved; or
-
the message was received in UMTS and contains a GSM authentication challenge,
the MS shall follow the procedure specified in this subclause (f), starting again from the beginning. If the SQN is invalid, the MS shall proceed as specified in (g).


It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the MS) if any of the following occurs:

-
after sending the AUTHENTICATION & CIPHERING FAILURE message with GMM cause ‘MAC failure’ or ‘GSM authentication unacceptable’ the timer T3318 expires;
-
the MS detects any combination of the authentication failures: "MAC failure", "invalid SQN", and "GSM authentication unacceptable", during three consecutive authentication challenges. The authentication challenges shall be considered as consecutive only, if the authentication challenges causing the second and third authentication failure are received by the MS, while the timer T3318 or T3320 started after the previous authentication failure is running.

When it has been deemed by the MS that the source of the authentication challenge is not genuine (authentication not accepted by the MS), the MS shall behave as described in subclause 4.7.7.6.1.
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Figure 4.7.7a/1 3GPP TS 24.008: Authentication failure cause "MAC failure" or "GSM authentication unacceptable"

(g) Authentication failure (GMM cause "Synch failure"):


The MS shall send an AUTHENTICATION & CIPHERING FAILURE message, with the GMM cause "Synch failure", to the network and start the timer T3320. Furthermore, the MS shall stop any of the retransmission timers that are running (e.g. T3310, T3321, T3330 or T3317). Upon the first receipt of an AUTHENTICATION & CIPHERING message from the MS with the GMM cause "synch failure", the network shall use the returned AUTS parameter from the authentication & ciphering failure parameter IE in the AUTHENTICATION & CIPHERING FAILURE message, to re-synchronise. The re-synchronisation procedure requires the SGSN to delete all unused authentication vectors for that IMSI and obtain new vectors from the HLR. When re-synchronisation is complete, the network shall initiate the authentication & ciphering procedure. Upon receipt of the AUTHENTICATION & CIPHERING REQUEST message, the MS shall stop timer T3320, if running.

NOTE:
Upon receipt of two consecutive AUTHENTICATION & CIPHERING FAILURE messages from the MS with reject cause "synch failure", the network may terminate the authentication procedure by sending an AUTHENTICATION & CIPHERING REJECT message.


If the network is validated successfully (a new AUTHENTICATION & CIPHERING REQUEST message is received which contains a valid SQN and MAC) while T3320 is running, the MS shall send the AUTHENTICATION & CIPHERING RESPONSE message to the network and shall start any retransmission timers (i.e. T3310, T3321, T3330 or T3317), if they were running and stopped when the MS received the first failed AUTHENTICATION AND CIPHERING REQUEST message.

If the MS receives the second AUTHENTICATION & CIPHERING REQUEST while T3320 is running and
-
the MAC value cannot be resolved; or
-
the message was received in Iu mode and contains a GSM authentication challenge,
the MS shall proceed as specified in (f). If the SQN is invalid, the MS shall follow the procedure specified in this subclause (g), starting again fom the beginning.

The MS shall deem that the network has failed the authentication check and behave as described in subclause 4.7.7.6.1, if any of the following occurs:

-
the timer T3320 expires;

-
the MS detects any combination of the authentication failures: "MAC failure", "invalid SQN", and "GSM authentication unacceptable", during three consecutive authentication challenges. The authentication challenges shall be considered as consecutive only, if the authentication challenges causing the second and third authentication failure are received by the MS, while the timer T3318 or T3320 started after the previous authentication failure is running.
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Figure 4.7.7b/1 3GPP TS 24.008: Authentication failure cause ‘Synch failure’

For items f and g:

In UTRAN Iu mode, depending on local regulations or operator preference for emergency bearer services, if the MS has a PDN connection for emergency bearer services established or is attaching to the network for emergency bearer services, the SGSN needs not follow the procedures specified for the authentication failure in the present subclause, e.g. the SGSN can continue with the on going GMM specific procedure as if the authentication was successful. The SGSN shall deactivate all non-emergency PDP contexts, if any. If the SGSN does not support unauthenticated emergency bearer services, the SGSN should send an AUTHENTICATION & CIPHERING REJECT message to the MS.
If an MS has a PDN connection for emergency bearer services established or is attaching to the network for emergency bearer services, and sends an AUTHENTICATION & CIPHERING FAILURE message to the network with the GMM cause "MAC failure", "invalid SQN", or "GSM authentication unacceptable", the MS shall not start timer T3318 or T3320, respectively, and deem that the network has passed the authentication check successfully. 
* * * * Next Change * * * *

11.2.2
Timers of GPRS mobility management

Table 11.3/3GPP TS 24.008: GPRS Mobility management timers - MS side

	TIMER NUM.
	TIMER VALUE
	STATE 
	CAUSE OF START
	NORMAL STOP
	ON THE
 1st, 2nd, 3rd, 4th EXPIRY Note 3

	T3310
	15s
	GMM-
REG-INIT
	ATTACH REQ sent
	ATTACH ACCEPT received

ATTACH REJECT received
	Retransmission of ATTACH REQ

	T3311
	15s
	GMM-DEREG ATTEMPTING TO ATTACH or

GMM-REG ATTEMPTING TO UPDATE
	ATTACH REJ with other cause values as described in chapter 'GPRS Attach' 

ROUTING AREA UPDATE REJ with other cause values as described in chapter 'Routing Area Update' 

Low layer failure
	Change of the routing area
	Restart of the Attach or the RAU procedure with updating of the relevant attempt counter

	T3316
	30s
	GMM-
REG-INIT

GMM-REG

GMM-DEREG-INIT

GMM-RA-UPDATING-INT

GMM-SERV-REQ-INIT
(Iu mode only)
	RAND and RES stored as a result of a UMTS authentication challenge
	Security mode setting
(Iu mode only)

SERVICE ACCEPT received. (Iu mode only)

SERVICE REJECT
received
(Iu mode only)

ROUTING AREA UPDATE ACCEPT received

AUTHENTICATION AND CIPHERING REJECT received

AUTHENTICATION_AND_CIPHERING FAILURE sent

Enter GMM-DEREG or 
GMM-NULL
	Delete the stored RAND and RES

	T3318
	20s
	GMM-
REG-INIT

GMM-REG

GMM-DEREG-INIT

GMM-RA-UPDATING-INT

GMM-SERV-REQ-INIT (Iu mode only)
	AUTHENTICATION & CIPHERING FAILURE (cause=’MAC failure’ or ‘GSM authentication unacceptable’) sent when there is no PDN connection for emergency bearer services established and the MS is not attaching to the network for emergency bearer services.
	AUTHENTICATION & CIPHERING REQUEST received
	On first expiry, the MS should consider the network as false (see 4.7.7.6.1)

	T3320
	15s
	GMM-
REG-INIT

GMM-REG

GMM-DEREG-INIT

GMM-RA-UPDATING-INT

GMM-SERV-REQ-INIT (Iu mode only)
	AUTHENTICATION & CIPHERING FAILURE (cause=synch failure) sent when there is no PDN connection for emergency bearer services established and the MS is not attaching to the network for emergency bearer services.
	AUTHENTICATION & CIPHERING REQUEST received
	On first expiry, the MS should consider the network as false (see 4.7.7.6.1)

	T3321
	15s
	GMM-

DEREG-INIT
	DETACH REQ sent
	DETACH ACCEPT received
	Retransmission of the DETACH REQ

	T3330
	15s
	GMM-ROUTING-UPDATING-INITIATED
	ROUTING AREA UPDATE REQUEST sent
	ROUTING AREA UPDATE ACC received

ROUTING AREA UPDATE REJ received
	Retransmission of the ROUTING AREA UPDATE REQUEST
message

	T3340

(Iu mode only)
	10s
	GMM-
REG-INIT

GMM-DEREG-INIT

GMM-RA-UPDATING-INT

GMM-SERV-REQ-INIT (Iu mode only)

GMM-ATTEMPTING-TO-UPDATE-MM

GMM-REG-NORMAL-SERVICE


	ATTACH REJ, DETACH REQ, ROUTING AREA UPDATE REJ or SERVICE REJ with any of the causes #11, #12, #13, #15, or #25.

ATTACH ACCEPT or ROUTING AREA UPDATE ACCEPT is received with “no follow-on proceed“ indication.


	PS signalling connection released
	Release the PS signalling connection and proceed as described in subclause 4.7.1.9


Table 11.3a/3GPP TS 24.008: GPRS Mobility management timers – MS side

	TIMER NUM.
	TIMER VALUE
	STATE 
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3302
	Default 12 min

Note 1 

Note 5
	GMM-DEREG

or

GMM-REG
	At attach failure and the attempt counter is greater than or equal
to 5.

At routing area updating failure and the attempt counter is greater than or equal to 5.
	At successful attach


At successful routing area updating
	On every expiry, initiation of the

GPRS attach procedure

or

RAU procedure

	T3312
	Default 
54 min

Note1
	GMM-REG
	In A/Gb mode, when READY state is left.

In Iu mode, when PMM-CONNECTED mode is left.
	When entering state GMM-DEREG 
	Initiation of the Periodic RAU procedure

	T3314

READY

(A/Gb mode only)
	Default 
44 sec
Note 2
	All except GMM-DEREG
	Transmission of a PTP PDU
	Forced to Standby
	No cell-updates are performed

	T3317

(Iu mode only)
	15s
	GMM-SERVICE-REQUEST-INITIATED
	SERVICE REQ sent
	Security mode control procedure is completed,

SERVICE ACCEPT received, or

SERVICE REJECT received
	Abort the procedure

	T3319

(Iu mode only)
	Default 30s

Note 1

Note 4
	GMM-REG
	Completion of the Security Mode Control procedure after sending a SERVICE REQUEST with service type "data".

Reception of a SERVICE ACCEPT message.
	When entering PMM-IDLE mode.

When the radio access bearer is released for any active PDP context.

When entering state GMM-DEREG
	SERVICE REQ with service type “data” may be invoked again, if required.

	T3323
	NOTE 6
	GMM-REGISTERED
	T3312 expires while the MS is in GMM-REGISTERED.NO-CELL-AVAILABLE and ISR is activated.
	When entering state GMM-DEREGISTERED or when entering GMM-CONNECTED mode.
	Deactivation of ISR by setting TIN to "GUTI"




NOTE 1:
The value of this timer is used if the network does not indicate another value in a GMM signalling procedure.

NOTE 2:
The default value of this timer is used if neither the MS nor the Network send another value, or if the Network sends this value, in a signalling procedure.

NOTE 3:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.

NOTE 4: 
The purpose of this timer is to prevent the MS from repeating the SERVICE REQUEST message with service type "data" too early in case the request to setup the radio access bearer is queued by the radio access network.

NOTE 5:
In Iu mode, the default value of this timer is used if the network provides a value for this timer in a non-integrity protected Iu mode GMM message.

NOTE 6:
The value of this timer may be provided by the network to the MS in the ATTACH ACCEPT message and ROUTING AREA UPDATE ACCEPT message. The default value of this timer is identical to the value of timer T3312.
Table 11.4/3GPP TS 24.008: GPRS Mobility management timers - network side

	TIMER NUM.
	TIMER VALUE
	STATE 
	CAUSE OF START
	NORMAL STOP
	ON THE
 1st, 2nd, 3rd, 4th EXPIRY Note 3

	T3322
	6s
	GMM-
DEREG-INIT
	DETACH REQ sent
	DETACH ACCEPT received
	Retransmission of DETACH REQUEST

	T3350
	6s
	GMM-COMMON-PROC-INIT
	ATTACH ACCEPT
sent with P-TMSI and/or TMSI


RAU ACCEPT sent with P-TMSI and/or TMSI

P-TMSI REALLOC COMMAND
sent
	ATTACH COMPLETE received

RAU COMPLETE received

P-TMSI REALLOC COMPLETE received
	Retransmission of the same message type, i.e. ATTACH ACCEPT, RAU ACCEPT or REALLOC COMMAND

	T3360
	6s
	GMM- COMMON-PROC-INIT
	AUTH AND CIPH REQUEST
sent
	AUTH AND CIPH RESPONSE received
AUTHENT-AND CIPHER-FAILURE received
	Retransmission of AUTH AND CIPH REQUEST

	T3370
	6s
	GMM-COMMON-PROC-INIT
	IDENTITY REQUEST sent
	IDENTITY RESPONSE received
	Retransmission of IDENTITY REQUEST


Table 11.4a/3GPP TS 24.008: GPRS Mobility management timers - network side

	TIMER NUM.
	TIMER VALUE
	STATE 
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3313
	Note 1
	GMM_REG
	Paging procedure initiated
	Paging procedure completed
	Network dependent

	T3314

READY

(A/Gb mode only)
	Default 
44 sec
Note 2
	All except GMM-DEREG
	Receipt of a PTP PDU
	Forced to Standby
	The network shall page the MS if a PTP PDU has to be sent to the MS

	Mobile Reachable
	Default 4 min greater than T3312
	All except GMM-DEREG
	In A/Gb mode, change from READY to STANDBY state 

In Iu mode, change from PMM-CONNECTED mode to PMM-IDLE mode.
	PTP PDU received
	Network dependent but typically paging is halted on 1st expiry

	Implicit Detach timer
	Default 4 min greater than T3323
	All except GMM-DEREG
	The Mobile Reachable timer expires while the network is in PMM-IDLE mode or STANDBY state and ISR is activated.
	PTP PDU received
	Implicitly detach the MS on 1st expiry


NOTE 1:
The value of this timer is network dependent.

NOTE 2:
The default value of this timer is used if neither the MS nor the Network send another value, or if the Network sends this value, in a signalling procedure. The value of this timer should be slightly shorter in the network than in the MS, this is a network implementation issue.

NOTE 3:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.
* * * * End of Change * * * *
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