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5.4.3.3
NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities and the received nonceUE have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

If the type of security context flag is set to "native security context" and if the KSI matches a valid native EPS security context held in the UE while the UE has a mapped EPS security context as the current security context, the UE shall take the native EPS security context into use. The UE shall store the native EPS security context, as specified in annex C.

If the security mode command can be accepted, the UE shall reset the uplink NAS COUNT and the UE shall take the new EPS security context into use when:

a)
the SECURITY MODE COMMAND message is received further to a successful execution of the authentication procedure; or

b)
the type of security context flag is set to "mapped security context" in the NAS KSI IE included in the SECURITY MODE COMMAND message.

If the security mode command can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME or mapped K'ASME if the type of security context flag is set to "mapped security context" indicated by the eKSI. If the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS KSI IE, nonceMME and nonceUE, then, provided that the UE has not received a successful SECURITY MODE COMMAND including the nonces since it sent the TAU REQUEST containing nonceUE, the UE shall generate K'ASME from both nonces as indicated in 3GPP TS 33.401 [19] and reset the downlink NAS COUNT to check whether the SECURITY MODE COMMAND can be accepted or not. If the UE has received a successful SECURITY MODE COMMAND including the nonces since it sent the TAU REQUEST containing nonceUE, then the UE shall use the existing  K'ASME and associated NAS COUNT to check whether the SECURITY MODE COMMAND can be accepted or not. The UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the NAS ciphering key based on the KASME or mapped K'ASME indicated by the eKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new EPS security context".
From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.

*************** Next Change *******************
5.4.3.7
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Lower layer failure before the SECURITY MODE COMPLETE or SECURITY MODE REJECT message is received


The network shall abort the procedure.

b)
Expiry of timer T3460


The network shall, on the first expiry of the timer T3460, retransmit the SECURITY MODE COMMAND and shall reset and start timer T3460. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3460, the procedure shall be aborted. If the SECURITY MODE COMMAND included nonces to enable the generation of K'ASME, then the network shall include the same nonces as the original message and re-use the same K'ASME. 
c)
Collision between security mode control procedure and attach, service request, tracking area updating procedure or detach procedure not indicating switch off


The network shall abort the security mode control procedure and proceed with the UE initiated procedure.

d)
Collision between security mode control procedure and other EMM procedures than in item c


The network shall progress both procedures.
e)
Lower layers indication of non-delivered NAS PDU due to handover


If the SECURITY MODE COMMAND message could not be delivered due to an intra MME handover and the target TA is included in the TAI list, then upon successful completion of the intra MME handover the MME shall retransmit the SECURITY MODE COMMAND message. If a failure of the handover procedure is reported by the lower layer and the S1 signalling connection exists, the MME shall retransmit the SECURITY MODE COMMAND message.
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