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*********** BEGIN CHANGE **************

Endorsement notice

The present document endorses 3GPP TS 24.229 (V7.9.0): "IP Multimedia Call Control Protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP) Stage 3 (Release 7)" [1].

The present document shows the modifications, additions and deletions through the use of underlined and strikethrough text.

For the purpose of the present document clause 1 of [1] applies.

For the purpose of the present document clause 3 of [1] applies except for subclauses 3.1, 3.2, which are replaced by the appropriate subclauses in clause 3 of the present document.

For the purpose of the present document clause 4 of [1] applies, except for clauses 4.14.2 and 4.4.1 which are replaced by the appropriate clauses in clause 4 of the present document.
For the purpose of the present document clause 5 of [1] applies, except for clauses 5.1.1.1A, 5.1.1.2, 5.1.1.3, 5.1.1.4, 5.1.1.5.1, 5.1.1.5.2, 5.1.1.5A, 5.1.1.6, 5.1.1.7, 5.1.2.1, 5.1.2A.1, 5.1.2.A2, 5.1.3.1, 5.1.6.2, 5.1.6.8.3, 5.1.6.8.4, 5.2.1, 5.2.2, 5.2.4, 5.2.5.1, 5.2.5.2, 5.2.6.2, 5.2.6.3, 5.2.6.4, 5.2.7.2, 5.2.7.3, 5.2.8.1.1, 5.2.8.1.2, 5.2.8.1.4, 5.2.8.3, 5.2.10.1, 5.2.10.3, 5.3.2.1, 5.3.2.1A, 5.4.1.1, 5.4.1.2, 5.4.1.2.1, 5.4.1.2.2, 5.4.1.3, 5.4.1.4, 5.4.1.5, 5.4.1.6, 5.4.1.7, 5.4.3.2, 5.4.3.3, 5.7.1.9 and 5.10.6, which are replaced by the appropriate clauses in clause 5 of the present document. In addition clauses 5.1.1.1B, 5.1.1.2A, 5.1.1.4A, 5.1.1.5.1A, 5.1.1.5.1B, 5.1.1.6A, 5.2.2A and 5.4.1.2A.1 are added.

For the purpose of the present document clause 6 of [1] applies, except for clauses 6.1.1 and 6.2 , which are replaced by the appropriate clauses in clause 6 of the present document.

For the purpose of the present document clause 7 of [1] applies, except for clauses 7.2A.4, 7.2A.9.2, 7.2A.10.3,7.6.1, 7.6.2, 7.6.3, 7.9.2, and 7.9.3, which is replaced by the appropriate clause in clause 7 of the present document.

For the purpose of the present document clause 9 of [1] applies.

For the purpose of the present document annex A of [1] applies, except for clauses A.2.1.2, A.2.1.4.7, A2.1.4.12, A.2.2.2, A.2.2.4.7 and A.3.2.1 which are replaced by the appropriate clauses in annex A of the present document.

For the purpose of the present document annex B of [1] applies, except for subclause B.2.2.1 which is replaced by the appropriate subclause in annex B. In addition subclause B.2A.2 is added.
For the purpose of the present document annex C of [1] applies, except for the addition of clause C.4.

For the purpose of the present document annex F of [1] is replaced with annex F of the present document.

For the purpose of the present document annex G of [1] is replaced with annex G of the present document.

For the purpose of the present document annex I of [1] applies.

For the purpose of the present document annex J of [1] applies, except for clauses J.1 and J.2 which are replaced by the appropriate clauses in annex J of the present document. In addition clause J.9A is added.

For the purpose of the present document annex F of [1] applies, except for clauses F.2.1.2.2, F.2.1.2.4, F.4.1 and F.4.2 which are replaced as indicated in the appropriate clauses in annex F of the present document.
For the purpose of the present document annex F of [1] applies with the addition of clause F.4A.
*********** END CHANGE **************

4.4.1
General
RFC 3325 [34] provides for the existence and trust of an asserted identity within a trust domain. For the IM CN subsystem, this trust domain consists of the functional entities that belong to the same operator's network (P-CSCF, the E-CSCF, the I-CSCF, the IBCF, the S-CSCF, the BGCF. the MGCF, the MRFC, and all ASs that are included in the trust domain). Additionally, other IMS nodes that are not part of the same operator's domain may or may not be part of the trust domain, depending on whether an interconnect agreement exists with the remote network. SIP functional entities that belong to a network for which there is an interconnect agreement are part of the trust domain. ASs outside the operator's network can also belong to the trust domain if they have a trusted relationship with the home network.

NOTE 1:
Whether any peer functional entity is regarded as part of the same operator's domain, and therefore part of the same trust domain, is dependent on operator policy which is preconfigured into each functional entity.

NOTE 2:
For the purpose of this document, the PSAP is automatically regarded as being within the trust domain. This means that e.g. the handling of the P-Access-Network-Info header, P-Asserted-Identity header and the History-Info header will be as if the PSAP is within the trust domain, and these header fields will not be removed for trust domain issues.

Within the IM CN subsystem trust domains will be applied to a number of header fields. These trust domains do not necessarily contain the same functional entities or cover the same operator domains. The procedures in this subclause apply to the functional entities in clause 5 in the case where a trust domain boundary exists at that functional entity.

A trust domain applies for the purpose of the following header fields: P-Asserted-Identity, P-Access-Network-Info, History-Info, P-Asserted-Service, P-Private-Network-Indication. Clause 5 defines additional procedures concerning these header fields. 

************** BEGIN CHANGE *************
4.4.4
History-Info
A functional entity at the boundary of the trust domain will need to determine whether to remove the History-Info header according to RFC 4244 [6634] subclause 3.3 when SIP signalling crosses the boundary of the trust domain. Subclause 5.4 identifies additional cases for the removal of the History-Info header.
4.4.5
P-Private-Network-Indication

A functional entity shall only include a P-Private-Network-Indication header field in a request or response forwarded to another entity within the trust domain. If a request or response is forwarded to an entity outside the trust domain, the functional entity shall remove the P-Private-Network-Indication header field from the forwarded request or response. If a request or response is received from an untrusted entity that contains the P-Private-Network-Indication header field, the functional entity shall remove the P-Private-Network-Indication header field before forwarding the request or response within the trust domain.

NOTE 1:
Other entities within the enterprise will frequently be part of this trust domain.

NOTE 2:
The presence of the P-Private-Network-Indication header field is an indication that the request constitutes private network traffic. This can modify the trust domain behaviour for other header fields.

NOTE 3:
If a trust domain boundary is encountered for this header field without appropriate business communication processing, then this can be an indication that misconfiguration has occurred in the IM CN subsystem. Removal of this header field changes the request from private network traffic to public network traffic.

5
Application usage of SIP

************** BEGIN CHANGE *************
5.2.6.3
Requests initiated by the UE
When the P-CSCF receives from the UE an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that matches one of the registered public user identities, the P-CSCF shall identify the initiator of the request by that public user identity.

When the P-CSCF receives from the UE an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that does not match one of the registered public user identities, or does not contain a P-Preferred-Identity header, the P-CSCF shall identify the initiator of the request by a default public user identity. If there is more than one default public user identity available, the P-CSCF shall randomly select one of them.

NOTE 1:
The contents of the From header do not form any part of this decision process.

NOTE 2: The display-name portion of the P-Preferred-Identity header and the registered public user identities is not included in the comparison to determine a match.
When the P‑CSCF receives from the UE an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that matches one of the registered public user identities, or wildcarded public user identities the P‑CSCF shall identify the initiator of the request by that public user identity.

NOTE 1:
If no security association was set-up during registration, the P‑CSCF identifies the initiator of the request by matching the IP source address and port of the request with the IP source address entries stored during the registration for which it holds the list of registered public user identities.

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction from a UE that is not considered as priviledged sender, and:

-
the request does not include any P-Preferred-Identity header field or none of the P-Preferred-Identity header fields included in the request matches any of the registered public user identities or any of the registered wildcarded public user identities, then the P-CSCF shall identify the originator and the served user of the request by the default public user identity;

-
the request includes one or two P-Preferred-Identity header field(s) each of which matches one of the registered public user identity or a registered wildcarded public user identity, the P-CSCF shall identify the originator and the served user of the request by the public user identity from the first such P-Preferred-Identity header field; and

-
the request includes two P-Preferred-Identity header fields, each of which matches a registered public user identity or a registered wildcarded public user identity, the P-CSCF shall identify the alternative identity of the originator of the request by the public user identity from the second such P-Preferred-Identity header field.

NOTE:
When two identities are provided in the P-Preferred-Identity header fields, it is assumed that one is an alias of the other but P-CSCF does not have the information to verify this.

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction from a UE that is considered as priviledged sender, and the request:

a)
does not include any P-Preferred-Identity header field, then the P‑CSCF shall identify the served user of the request by the default public user identity;

b)
includes a P-Preferred-Identity header field that does not match one of the registered public user identities or wildcarded public user identities, then the P‑CSCF shall identify the served user of the request by the default public user identity; or

c)
includes a P-Preferred-Identity header field that matches one of the registered public user identities or wildcarded public user identities, then the P‑CSCF shall identify the served user of the request by the public user identity from the P-Preferred-Identity header field.

In addition, if the request from a UE that is considered as priviledged sender:

1)
includes one or two P-Asserted-Identity header field(s) then the P‑CSCF shall identify the originator of that request by the public user identity from the first P-Asserted-Identity header field; or

2)
does not include a P-Asserted-Identity header field then the P‑CSCF shall identify the originator of that request by the same identity that has been determined for the served user according to steps a), b), and c) above.

NOTE 1:
If no security association was set-up during registration, the P-CSCF identifies the originator and served user of the request by using the IP association information stored during the registration for which it holds the list of registered public user identities.

NOTE 2:
The contents of the From header field do not form any part of this decision process.

NOTE 3: The display-name portion of the P-Preferred-Identity header field and the registered public user identities is not included in the comparison to determine a match.

NOTE 4:
The P-CSCF can determine if the UE is considered as priviledged sender based on parameters stored during registration (see subclause 5.2.2.1), if available. Otherwise the P-CSCF can make the determination based on local configuration.







When the P‑CSCF receives from the UE an initial request for a dialog, and a Service-Route header list exists for the initiator of the request, the P‑CSCF shall:

0A)
remove its own SIP URI from the top of the list of Route headers;

1)
verify that the resulting list of Route headers matches the list of URIs received in the Service-Route header (during the last successful registration or
re-registration). This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 2 onwards; or

b)
replace the preloaded Route header value in the request with the value of the Service-Route header received during the last 200 (OK) response for the last successful a registration or reregistration;

2)
if the P‑CSCF is located in the visited network, and local policy requires IBCF capabilities in the visited network towards the home network, then the P‑CSCF shall select an IBCF in the visited network and add the URI of the selected IBCF to the topmost Route header;

NOTE 53:
It is implementation dependent as to how the P‑CSCF obtains the address of the IBCF exit point.
3)
add its own address to the Via header. The P‑CSCF Via header entry is built in a format that contains the port number of the P‑CSCF in accordance with the procedures of RFC3261 [26], and either:

a)
the P‑CSCF FQDN that resolves to the IP address; or

b)
the P‑CSCF IP address;

4)
when adding its own SIP URI to the top of the Record-Route header, build the P‑CSCF SIP URI in a format that contains the port number of the P‑CSCF where it awaits subsequent requests from the called party, and either:

a)
the P‑CSCF FQDN that resolves to the IP address; or

b)
the P‑CSCF IP address;

5)
remove the P-Preferred-Identity header, if present, and insert a P-Asserted-Identity header with a value including the display name if previously stored during registration representing the initiator of the request;

6)
add a P‑Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17];
6A)
if the identity of the initiator of the request was taken from P-Preferred-Identity header field by it matching a registered wildcarded public user identity and the P-CSCF supports the SIP P-Profile-Key private header extension, include the wildcarded public user identity value in the P-Profile-Key header field as defined in RFC 5002 [97];
7)
if the request is an INVITE request, save the Contact, CSeq and Record-Route header field values received in the request such that the P‑CSCF is able to release the session if needed;

before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives any 1xx or 2xx response to the above request, the P‑CSCF shall:

1)
store the values received in the P‑Charging-Function-Addresses header;

2)
store the list of Record-Route headers from the received response;

3)
store the dialog ID and associate it with the private user identity and public user identity involved in the session;

4)
if a security association exists, in the response rewrite its own Record Route entry to its own SIP URI that contains the protected server port number of the security association established from the UE to the P‑CSCF and either:

a)
the P‑CSCF FQDN that resolves to the IP address of the security association established from the UE to the P‑CSCF; or


b)
the P‑CSCF IP address of the security association established from the UE to the P‑CSCF; and

NOTE 46:
The P‑CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations. For details on the selection of the protected port values see 3GPP TS 33.203 [19].

5)
if the response corresponds to an INVITE request, save the Contact, From, To and Record-Route header field values received in the response such that the P‑CSCF is able to release the session if needed;

before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives from the UE a target refresh request for a dialog, the P‑CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P‑CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The P‑CSCF will not forward the request. No other actions are required; or

b)
if the request relates to an existing dialog in which the originator is involved, then the P‑CSCF shall continue with the following steps;

1A)
remove its own SIP URI from the top of the list of Route headers;

2)
verify that the resulting list of Route headers in the request matches the stored list of Record-Route headers for constructed by inverting the order of the stored list of Record-Route headers and removing its Record-Route header from the list the same dialog. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or

b)
replace the Route header value in the request with the stored list of Record-Route headers constructed by inverting the order of the stored list of Record-Route headers and removing its Record-Route header from the list for the same dialog;

3)
add its own address to the Via header. The P‑CSCF Via header entry is built in a format that contains the port number of the P‑CSCF where it awaits the responses to come, and either:

a)
the P‑CSCF FQDN that resolves to the IP address, or

b)
the P‑CSCF IP address;

4)
when adding its own SIP URI to the Record-Route header, build the P‑CSCF SIP URI in a format that contains the port number of the P‑CSCF where it awaits subsequent requests from the called party, and either:

a)
the P‑CSCF FQDN that resolves to the IP address; or

b)
the P‑CSCF IP address; and

5)
for INVITE dialogs (i.e. dialogs initiated by an INVITE request), replace the saved Contact and Cseq header filed values received in the request such that the P‑CSCF is able to release the session if needed;

NOTE 57:
 The replaced Contact header field value is valid only if a 1xx or 2xx response will be received for the request. In other cases the old value is still valid.

before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives a 1xx or 2xx response to the above request, the P‑CSCF shall:

1)
if a security association exists, rewrite the the address and port number of its own Record Route entry to the same value as for the response to the initial request for the dialog; and

2)
replace the saved Contact header value received in the response such that the P‑CSCF is able to release the session if needed;

before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives from the UE the request for a standalone transaction, and a Service-Route header list exists for the initiator of the request, the P‑CSCF shall:

0A)
remove its own SIP URI from the top of the list of Route headers;

1)
verify that the resulting list of Route headers matches the list of URIs received in the Service-Route header (during the last successful registration or re-registration) matches the preloaded Route headers in the received request. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or 

b)
replace the preloaded Route header value in the request with the one received during the last registration in the Service-Route header of the 200 (OK) response;

2)
if the P‑CSCF is located in the visited network, and local policy requires IBCF capabilities in the visited network towards the home network, then the P‑CSCF shall select an IBCF in the visited network and add the URI of the selected IBCF to the topmost Route header;
NOTE 68:
 It is implementation dependent as to how the P‑CSCF obtains the address of the IBCF exit point.
3)
remove the P-Preferred-Identity header, if present, and insert a P-Asserted-Identity header with a value, including the display name if previously stored during registration, representing the initiator of the request; and

4)
add a P‑Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17];
4A) if the identity of the initiator of the request was taken from P-Preferred-Identity header field by it matching a registered wildcarded public user identity and the P-CSCF supports the SIP P-Profile-Key private header extension, include the wildcarded public user identity value in the P-Profile-Key header field as defined in RFC 5002 [97]; and
before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives any response to the above request, the P‑CSCF shall:

1)
store the values received in the P‑Charging-Function-Addresses header;

before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives from the UE subsequent requests other than a target refresh request (including requests relating to an existing dialog where the method is unknown), the P‑CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P‑CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The P‑CSCF will not forward the request. No other actions are required; or

b)
if the request relates to an existing dialog in which the originator is involved, then the P‑CSCF shall continue with the following steps;

1A)
remove its own SIP URI from the top of the list of Route headers;

2)
verify that the resulting list of Route headers in the request matches the stored list of Record-Route headers constructed by inverting the order of the stored list of Record-Route headers and removing its Record-Route header from the list for the same dialog. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or

b)
replace the Route header value in the request with the stored list of Record-Route headers constructed by inverting the order of the stored list of Record-Route headers and removing its Record-Route header from the list for the same dialog; 
3)
for dialogs that are not INVITE dialogs, add a P‑Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17]; and
4)
for INVITE dialogs, replace the saved Cseq header value received in the request such that the P‑CSCF is able to release the session if needed;

before forwarding the request, (based on the topmost Route header,) in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives from the UE the request for an unknown method (that does not relate to an existing dialog), and a Service-Route header list exists for the initiator of the request, the P‑CSCF shall:

1)
verify that the list of URIs received in the Service-Route header (during the last successful registration or re‑registration) is included, preserving the same order, as a subset of the preloaded Route headers in the received request. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 2 onwards; or 

b)
replace the Route header value in the request with the one received during the last registration in the Service-Route header of the 200 (OK) response; 

2)
if the P‑CSCF is located in the visited network, and local policy requires IBCF capabilities in the visited network towards the home network, then the P‑CSCF shall select an IBCF in the visited network and add the URI of the selected IBCF to the topmost Route header; and
NOTE 79:
It is implementation dependent as to how the P‑CSCF obtains the address of the IBCF exit point.

3)
remove the P-Preferred-Identity header, if present, and insert a P-Asserted-Identity header with a value, including the display name if previously stored during registration, representing the initiator of the request;

3A)
if the identity of the initiator of the request was taken from P-Preferred-Identity header field by it matching a registered wildcarded public user identity and the P-CSCF supports the SIP P-Profile-Key private header extension, include the wildcarded public user identity value in the P-Profile-Key header field as defined in RFC 5002 [97];

before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

************** END CHANGE *************
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