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PROPOSED CHANGE

5.1.1.6.1
General

The UE can deregister a public user identity that it has previously registered with its contact address at any time. The UE shall protect the REGISTER request using a security association or TLS session that is associated with contact address, see 3GPP TS 33.203 [19], established as a result of an earlier registration, if one is available.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B.

Prior to sending a REGISTER request for deregistration, the UE shall release all dialogs that were using the contact addresses that is going to be deregistered and related to the public user identity that is going to be deregistered or to one of the implicitly registered public user identities. However:

-
if the dialog that was established by the UE subscribing to the reg event package used the public user identity that is going to be deregistered; and 

-
this dialog is the only remaining dialog used for subscription to reg event package of the user, i.e. there are no other contact addresses registered with associated subscription to the reg event package of the user;

then the UE shall not release this dialog.

On sending a REGISTER request that will remove the binding between the public user identity and one of its contact addresses, the UE shall populate the header fields as follows:

a)
a From header field set to the SIP URI that contains the public user identity to be deregistered;

b)
a To header field set to the SIP URI that contains the public user identity to be deregistered;

c)
a Contact header field set to the SIP URI(s) that contain(s) in the hostport parameter the IP address of the UE or FQDN, and containing the Instance ID of the UE in the "+sip.instance" header field parameter, if the UE supports GRUU (see table A.4, item A.4/53) or multiple registrations. If the UE supports multiple registrations, it shall include "reg-id" header field parameter as described in draft-ietf-sip-outbound [92];

d)
a Via header field set to include the IP address or FQDN of the UE in the sent-by field;

e)
a registration expiration interval value set to the value of zero, appropriate to the deregistration requirements of the user;

f)
a Request-URI set to the SIP URI of the domain name of the home network used to address the REGISTER request; and

g)
if available to the UE (as defined in the access technology specific annexes for each access technology), a P-Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4).

For a public user identity that the UE has registerd with multiple contact addresses (e.g. via different P-CSCFs), the UE shall also be able to deregister multiple contact addresses, bound to its public user identity, via single deregistration proceduere as specified in RFC 3261 [26]. The UE shall send a single REGISTER request, using one of its contact addresses and the associated set of security associations or TLS session, containing a list of Contact headers. Each Contact header in the list shall contain the contact addresses that the UE wants to deregister with the "expires" parameter containing the value equal zero. 

The UE can deregister all contact addresses bound to its public user identity and associated with its private user identity. The UE shall send a single REGISTER request, using one of its contact addresses and the associated set of security associations or TLS session, containing a public user identity that is being deregistered in the To header field, and a single Contact header field with value of "*" and the Expires header field with a value of "0". 
NOTE:
All entities subscribed to the reg event package of the user will be inform via NOTIFY request which contact addresses bound to the public user identity have been deregistered. 

When a 401 (Unauthorized) response to a REGISTER request is received the UE shall behave as described in subclause 5.1.1.5.1. 

On receiving the 200 (OK) response to the REGISTER request, the UE shall remove all registration details relating to this public user identity and the associated contact address.

If there are no more public user identities registered with this contact address, the UE shall delete any security associations or TLS sessions and related keys it may have towards the IM CN subsystem.

If all public user identities are deregistered and all security association or TLS session is removed, then the UE shall consider subscription to the reg event package cancelled (i.e. as if the UE had sent a SUBSCRIBE request with an Expires header field containing a value of zero).

PROPOSED CHANGE

5.2.2.2
IMS AKA as a security mechanism

When the P-CSCF receives a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall additionally:

1)
insert the "integrity-protected" header field parameter (described in subclause 7.2A.2) with a value "yes" into the Authorization header field in case the REGISTER request was either received protected with the security association created during an ongoing authentication procedure and includes an authentication challenge response (i.e. RES parameter), or it was received on the security association created during the last successful authentication procedure, otherwise insert the parameter with the value "no";

1A)
if the "reg-id" header field parameter was included in the Contact header field of the REGISTER request, insert in the Path header an IMS flow token and the "ob" URI parameter according to draft-ietf-sip-outbound [92]. The IMS flow token shall identify the flow from the P-CSCF toward the UE, as follows: 
a)
for UDP, the IMS flow token identifies the unidirectional flow from the P-CSCF's protected client port and the P-CSCF's IP address to the UE's protected server port and the UE's IP address. This flow is used by the P-CSCF to send requests and responses to the UE. The P-CSCF shall receive the requests and responses from the UE on its protected server port; or

b)
for TCP, the IMS flow token identifies the excising TCP connection between the UE and the P-CSCF. This TCP connection was established by the UE, i.e. from the UE's protected server port and the UE's IP address to the P-CSCF's protected client port and the P-CSCF's IP address. This TCP connection is used to exchange SIP messages between the UE and the P-CSCF;

2)
in case the REGISTER request was received without protection, on the default port or port advertised to UE for P-CSCF discovery:

a)
check the existence of the Security-Client header field. If the Security-Client header field is present, then remove and store it. If the Security-Client header field is not present, then the P-CSCF shall return a suitable 4xx response;

b)
set the value of the "rport" header field parameter in the Via header field to the source port of the received REGISTER request;

c)
insert the "received" header field parameter in the Via header field containing the source IP address that the request came from, as defined in RFC 3581 [56A]; and

NOTE 1:
As defined in RFC 3581 [56A], the P-CSCF will insert a "received" header field parameter containing the source IP address that the request came from, even if it is identical to the value of the "sent-by" component.

NOTE 2:
Upon receiving the unprotected REGISTER request the P-CSCF detects if the UE is behind a NAT.

3)
in case the REGISTER request was received protected, then towards the port that was notified to the UE in the previous response:

a)
check the security association which protected the request. If the security association is a temporary one, then the request is expected to contain a Security-Verify header field in addition to a Security-Client header field. If there are no such header fields, then the P-CSCF shall return a suitable 4xx response. If there are such header fields, then the P-CSCF shall compare the content of the Security-Verify header field with the content of the Security-Server header field sent earlier and the content of the Security-Client header field with the content of the Security-Client header field received in the challenged REGISTER request. If those do not match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a suitable 4xx response. If the contents match, the P-CSCF shall remove the Security-Verify and the Security-Client header field;

b)
if the security association the REGISTER request was received on, is an already established one, then:

-
the P-CSCF shall remove the Security-Verify header field if it is present;

-
a Security-Client header field containing new parameter values is expected. If the Security-Client header field or any required parameter is missing, then the P-CSCF shall return a suitable 4xx response; and

-
the P-CSCF shall remove and store the Security-Client header field before forwarding the request to the S-CSCF;

c)
check if the private user identity conveyed in the Authorization header field of the protected REGISTER request is the same as the private user identity which was previously challenged or authenticated. If the private user identities are different, the P-CSCF shall reject the REGISTER request by returning a 403 (Forbidden) response; and
d)
ignore the "rport" Via header field parameter, if included.

NOTE 3:
Once the IPsec security associations between the UE and the P-CSCF have been created, in case of UDP the P-CSCF sends the responses to a different UE's port then the one from which the request was received from the UE. For the TCP, the responses are sent on the TCP connection on which the request was received. Hence, the P-CSCF  will ignore the "rport" Via header field parameter in all protected requests and responses, if received.

When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:

1)
delete any temporary set of security associations established towards the UE;

2)
remove the "ck" and "ik" WWW-Authenticate header field parameters contained in the 401 (Unauthorized) response and bind the values to the proper private user identity and to the temporary set of security associations which will be setup as a result of this challenge. The P-CSCF shall forward the 401 (Unauthorized) response to the UE if and only if the "ck" and "ik" header field parameters have been removed;

3)
insert a Security-Server header field in the response, containing the P-CSCF static security list and the parameters needed for this security association setup, as specified in Annex H of 3GPP TS 33.203 [19]. The P-CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the IPsec layer algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203 [19] and shall announce support for them according to the procedures defined in RFC 3329 [48];

4)
set up the temporary set of security associations for this registration with a temporary SIP level lifetime between the UE and the P-CSCF for the user identified with the private user identity. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48]. The P-CSCF shall set the temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

5)
send the 401 (Unauthorized) response to the UE using the security association with which the associated REGISTER request was protected, or unprotected in case the REGISTER request was received unprotected. If the 401 (Unauthorized) response to the unprotected REGISTER request is sent using UDP, the P-CSCF shall send the response to the IP address listed in the "received" Via header field parameter and the port in the "rport" Via header field parameter. In case of TCP, the P-CSCF shall send  the response over the same TCP connection over which the request was received from the UE.

NOTE 4:
The challenge in the 401 (Unauthorized) response sent back by the S-CSCF to the UE as a response to the REGISTER request is piggybacked by the P-CSCF to insert the Security-Server header field in it. The S-CSCF authenticates the UE, while the P-CSCF negotiates and sets up two pairs of security associations with the UE during the same registration procedure. For further details see 3GPP TS 33.203 [19].

When the P-CSCF receives a 200 (OK) response to a REGISTER request as defined in subclause 5.2.2.1, the P-CSCF shall additionally:

1)
if an existing set of security association is available, set the SIP level lifetime of the security association to the longest of either the previously existing security association lifetime, or the lifetime of the just completed registration plus 30 seconds;

2)
if a temporary set of security associations exists, change the temporary set of security associations to a newly established set of security associations, i.e. set its SIP level lifetime to the longest of either the previously existing set of security associations SIP level lifetime, or the lifetime of the just completed registration plus 30 seconds; and

3)
protect the 200 (OK) response to the REGISTER request within the same security association to that in which the REGISTER request was protected.

If the P-CSCF receives a SIP message (including REGISTER requests) from the UE over the newly established set of security associations that have not yet been taken into use, the P-CSCF shall:

1)
reduce the SIP level lifetime of the old set of security associations towards the same UE to 64*T1 (if currently longer than 64*T1); and

2)
use the newly established set of security associations for further messages sent towards the UE as appropriate (i.e. take the newly established set of security associations into use).

NOTE 5:
If the UE has registered other contact addresses and established security associations for these contact addresses, it may use them when sending subsequent SIP messages rather than using the newly established set of security associations. In this case the P-CSCF will not receive any SIP message over the newly established set of security associations.

NOTE 6:
In this case, the P-CSCF will send requests  (that specify the associated contact address in the Request-URI) towards the UE over the newly established set of security associations. Responses towards the UE that are sent via UDP will be sent over the newly established set of security associations. Responses towards the UE that are sent via TCP will be sent over the same set of security associations that the related request was received on.

NOTE 7:
When receiving a SIP message (including REGISTER requests) from the UE over a set of security associations that is different from the newly established set of security associations, the P-CSCF will not take any action on any set of security associations.

When the SIP level lifetime of an old set of security associations is about to expire, i.e. their SIP level lifetime is shorter than 64*T1 and a newly established set of security associations has not been taken into use, the P-CSCF shall use the newly established set of security associations for further messages towards the UE as appropriate (see NOTE 2).

When sending the 200 (OK) response for a REGISTER request that concludes a re-authentication, the P-CSCF shall:

1)
keep the set of security associations that was used for the REGISTER request that initiated the re-authentication;

2)
keep the newly established set of security associations created during this authentication; and
3)
go on using for further requests sent towards the UE the set of security associations and associated contact address that was used to protect the REGISTER request that initiated the re-authentication as appropriate (see NOTE 6).

When sending the 200 (OK) respone for a REGISTER request that concludes an initial authentication of the user registering its public user identity with a given contact address the associated security association, i.e. the REGISTER request that initiated the authentication was received unprotected, the P-CSCF shall:

1)
keep the newly established set of security associations created during this authentication; and
2)
use the kept newly established set of security associations and associated contact address for further messages sent towards the UE as appropriate (see NOTE 6).

NOTE 8:
For each contact address and the associated set of security associations the P-CSCF will maintain two Route header field lists. The first list of Service-Route headers, received during the last registration procedure of the respective contact address, is used only to validate the routeing information in the initial requests for a dialog and stand alone transactions that originate from the UE and are received over the respective security association. This list is valid as long as there is at least public user identity registered with the associated contact address. The second list is the list of Route headers - constructed from the Record Route header fields in the initial INVITE and associated response and is used during the duration of the call. Once the call is terminated, the list of Route headers is discarded.

The P-CSCF shall delete any security association from the IPsec database when their SIP level lifetime expires.

The handling of the security associations at the P-CSCF is summarized in table 5.2.2-1.

Table 5.2.2-1: Handling of security associations at the P-CSCF

	
	Temporary set of security associations
	Newly established set of security associations
	Old set of security associations

	SIP message received over newly established set of security associations that have not yet been taken into use
	No action
	Take into use
	Reduce SIP level lifetime to 64*T1, if lifetime is larger than 64*T1

	SIP message received over old set of security associations
	No action
	No action
	No action

	Old set of security associations currently in use will expire in 64*T1
	No action
	Take into use
	No action

	Sending an authorization challenge within a 401 (Unauthorized) response for a REGISTER request
	Create

Remove any previously existing temporary set of security associations 
	No action
	No action

	Sending 200 (OK) response for REGISTER request that concludes re-authentication
	Change to a newly established set of security associations
	Convert to and treat as old set of security associations (see next column)
	Continue using the old set of security associations over which the REGISTER request, that initiated the re-authentication was received.

Delete all other old sets of security associations immediately

	Sending 200 (OK) response for REGISTER request that concludes initial authentication
	Change to a newly established set of security associations and take into use immediately
	Convert to old set of security associations, i.e. delete
	Delete


PROPOSED CHANGE

5.2.2.4
SIP digest with TLS as a security mechanism

TLS is optional to implement and is used only in combination with SIP digest authentication. If the P-CSCF supports TLS, then the P-CSCF shall support TLS as described in 3GPP TS 33.203 [19]. If the P-CSCF supports TLS, the P-CSCF shall support TLS ciphersuites as described in 3GPP TS 33.203 [19].

When the P-CSCF receives a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall additionally:

1)
in case the REGISTER request was received without protection on the default port or port advertised to UE for P-CSCF discovery and with the Security-Client header field indicating "tls", then:

a)
remove and store the Security-Client header field; 

b)
do not include the "integrity-protected" header field parameter in the Authorization header; or

c)
set the value of the "rport" header field parameter in the Via header to the source port of the received REGISTER request; and
d)
insert the "received" header field parameter in the Via header containing the source IP address that the request came from, as defined in RFC 3581 [56A]; 

NOTE 1:
The absence of an "integrity-protected" header field parameter in the Authorization header is an indication to the I-CSCF and S-CSCF that this is an initial REGISTER request.

NOTE 2:
As defined in RFC 3581 [56A], the P-CSCF will insert a "received" header field parameter containing the source IP address that the request came from, even if it is identical to the value of the "sent-by" component.

NOTE 3:
Upon receiving the unprotected REGISTER request the P-CSCF detects if the UE is behind a NAT.
2)
if the REGISTER request was received protected with a TLS session, on the protected server port, created during an ongoing authentication procedure, where the Session ID for the TLS session is not yet bound to a private user identity, and includes an authentication challenge response (i.e. response parameter), then:

a)
check if the private user identity conveyed in the Authorization header of the protected REGISTER request is the same as the private user identity which was previously challenged. If the private user identities are different, the P-CSCF shall reject the REGISTER request by returning a 403 (Forbidden) response;
b)
check the existence of the Security-Verify header field and the Security-Client header field. If there are no such headers, then the P CSCF shall return a suitable 4xx response. If there are such headers, then the P‑CSCF shall compare the content of the Security-Verify header field with the content of the Security-Server header field sent earlier and the content of the Security-Client header field with the content of the Security-Client header field received in the challenged REGISTER request. If those do not match, then there is a potential man-in-the-middle attack. The P-CSCF should reject the request by sending a suitable 4xx response. If the contents match, the P-CSCF shall remove the Security-Verify and the Security-Client header fields;
c)
include an "integrity-protected" header field parameter with the value set to "tls-pending"; and
d)
if the hostport parameter in the Contact header field is in the form of a FQDN, the P-CSCF shall ensure that the given FQDN will resolve (e.g. by reverse DNS lookup) to the IP address bound to the TLS session; or
3)
if the REGISTER request was received on an existing TLS session created during a previous authentication procedure and the private user identity contained in the REGISTER request matches the private user identity previously associated with the Session ID for this TLS session, then:

a)
check if the private user identity conveyed in the Authorization header of the protected REGISTER request is the same as the private user identity which was previously authenticated. If the private user identities are different, the P-CSCF shall reject the REGISTER request by returning a 403 (Forbidden) response;
b)
check the existence of the Security-Verify header field and Security-Client header field. If there are no such header fields, then the P-CSCF shall return a suitable 4xx response. If there are such headers, then the P-CSCF shall compare the content of the Security-Verify header field with the content of the Security-Server header field sent earlier and the content of the Security-Client header field with the content of the Security-Client header field received in the challenged REGISTER request. If those do not match, then there is a potential man-in-the-middle attack. The P-CSCF should reject the request by sending a suitable 4xx response; 
c)
the P-CSCF shall remove and store the Security-Client header field and remove the Security-Verify header field before forwarding the request to the S-CSCF; and 
d)
include an "integrity-protected" header field parameter with the value set to "tls-yes".
If the P-CSCF require security agreement, and the Security-Client header field is not present, then the P-CSCF shall return a suitable 4xx response.

When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:

1)
insert a Security-Server header field in the response, containing the P-CSCF selected mechanism name, as specified in Annex H of 3GPP TS 33.203 [19]. The P-CSCF shall support and indicate the "tls" security mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the TLS ciphersuites as described in 3GPP TS 33.203 [19] and shall announce support for them according to the procedures defined in RFC 3329 [48]; and
2)
send the 401 (Unauthorized) response to the UE using the TLS session with which the associated REGISTER request was protected, or unprotected in case the REGISTER request was received unprotected. If the 401 (Unauthorized) response to the unprotected REGISTER request is sent using UDP, the P-CSCF shall send the response to the IP address listed in the "received" header field parameter and the port in the "rport" header field parameter. In case of TCP, the P-CSCF shall send the response over the same TCP connection over which the request was received from the UE.
NOTE 4:
The challenge in the 401 (Unauthorized) response sent back by the S-CSCF to the UE as a response to the REGISTER request is piggybacked by the P-CSCF to insert the Security-Server header field in it.

When the P-CSCF receives a 200 (OK) response to a REGISTER request as defined in subclause 5.2.2.1, and the registration expiration interval value is different than zero, the P-CSCF shall additionally:

-
create an association by storing and associating the UEs IP address and port of the TLS connection with the TLS Session ID, the private user identity and all the successfully registered public user identities related to that private user identity; and

-
protect the 200 (OK) response to the REGISTER request within the same TLS session to that in which the request was protected.

PROPOSED CHANGE

5.2.6.3.5
Target refresh request for a dialog

When the P-CSCF receives from the UE a target refresh request for a dialog, the P-CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P-CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The P-CSCF will not forward the request. No other actions are required; or

b)
if the request relates to an existing dialog in which the originator is involved, then the P-CSCF shall continue with the following steps;

1A)
remove its own SIP URI from the top of the list of Route header fields;

2)
verify that the resulting list of Route header fields matches the list of Record-Route header fields constructed by inverting the order of the stored list of Record-Route header fields and removing its Record-Route header field value from the list. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
return a 400 (Bad Request) response; the P-CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or

b)
replace the Route header field value in the request with the list of Record-Route header fields constructed by inverting the order of the stored list of Record-Route header fields and removing its Record-Route header value from the list;

3)
add its own address to the Via header field. The P-CSCF Via header field entry is built in a format that contains the port number of the P-CSCF where it awaits the responses to come, and either:

a)
the P-CSCF FQDN that resolves to the IP address, or

b)
the P-CSCF IP address; and
4)
void
5)
for INVITE dialogs (i.e. dialogs initiated by an INVITE request), replace the saved Contact and Cseq header field values received in the request such that the P-CSCF is able to release the session if needed. If the Contact header field in the INVITE request contains a GRUU but the Contact header field does not include an "ob" SIP URI parameter as defined in draft-ietf-outbound [92], the P-CSCF shall save the GRUU received in the Contact header field of the request and associate that GRUU with the UE IP address and the UE port such that the P-CSCF is able to release the session if needed. The UE port used for the association is determined as follows:

-
if IMS AKA or SIP digest with TLS is being used as a security mechanism, the UE protected server port for the security association on which the request was received; or

-
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled Authentication is being used as a security mechanism, the UE unprotected port on which the request was received;

NOTE:
The replaced Contact header field value is valid only if a 1xx or 2xx response will be received for the request. In other cases the old value is still valid.

before forwarding the request, based on the topmost Route header field, in accordance with the procedures of RFC 3261 [26].

PROPOSED CHANGE

5.4.1.2.2F
Successful registration

If a 200 (OK) response is to be sent for a REGISTER request, the S-CSCF shall, in addition to any contents identified elsewhere in subclause 5.4.1.2, include:

a)
the list of received Path header fields;

b)
a P-Associated-URI header field containing the list of the registered public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities. The first URI in the list of public user identities supplied by the HSS to the S-CSCF will indicate the default public user identity to be used by the S-CSCF. The public user identity indicated as the default public user identity must be a registered public user identity. The S-CSCF shall place the default public user identity as the first entry in the list of URIs present in the P-Associated-URI header field. The default public user identity will be used by the P-CSCF in conjunction with the procedures for the P-Asserted-Identity header field, as described in subclause 5.2.6.3. If the S-CSCF received a display name from the HSS for a public user identity, then the S-CSCF shall populate the P-Associated-URI header field entry for that public identity with the associated display name. The S-CSCF shall not add a barred public user identity to the list of URIs in the P-Associated-URI header field;

NOTE 1:
The P-Associated-URI header field lists only the public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities that have been registered, rather than the list of user's URIs that may be either registered or unregistered as specified in RFC 3455 [52]. If the registered public user identity which is not barred does not have any other associated public user identities or wildcarded public user identities, the P-Associated-URI header field lists only the registered public user identity itself, rather than an empty P-Associated-URI header field as specified in RFC 3455 [52].
c)
a Service-Route header field containing:

-
the SIP URI identifying the S-CSCF containing an indication that requests routed via this service route (i.e. from the P-CSCF to the S-CSCF) was sent by the UE using the contact address that has been registered and are treated as for the UE-originating case. This indication may e.g. be in a URI parameter, a character string in the user part of the URI or be a port number in the URI; and,

-
if network topology hiding is required a SIP URI identifying an IBCF as the topmost entry;

d)
a P-Charging-Function-Addresses header field containing the values received from the HSS if the P-CSCF is in the same network as the S-CSCF. It can be determined if the P-CSCF is in the same network as the S-CSCF by the contents of the P-Visited-Network-ID header field included in the REGISTER request;

e)
a P-Charging-Vector header field containing the "orig-ioi" header field parameter, if received in the REGISTER request and a type 1 "term-ioi" header field parameter. The S-CSCF shall set the type 1 "term-ioi" header field parameter to a value that identifies the sending network of the response and the "orig-ioi" header field parameter is set to the previously received value of "orig-ioi" header field parameter;

f)
a Contact header field listing all contact addresses for this public user identity, including all saved header field parameters and URI parameters (including all ICSI values and IARI values) received in the Contact header field of the REGISTER request,

g)
gruus in the Contact header field. If the REGISTER request contained a Required or Supported header field containing the value "gruu" then for each contact address in the Contact header field that has a "+sip.instance" header field parameter, add "pub-gruu" and "temp-gruu" header field parameters. The values of these parameters shall contain, respectively, the public GRUU and the most recently assigned temporary GRUU representing (as specified in subclause 5.4.7A) the association between the public user identity from the To header field in the REGISTER request and the instance ID contained in the "+sip.instance" header field parameter; and
h)
if the received REGISTER request contained both a "reg-id" and "+sip.instance" header field parameters in the Contact header field, and the first URI within the Path header field contains the "ob" SIP URI parameter a Require header field with the "outbound" option-tag as described in draft-ietf-sip-outbound [92];
NOTE 2:
There might be other contact addresses available, that this UE or other UEs have registered for the same public user identity.

and send the so created 200 (OK) response to the UE.

For all service profiles in the implicit registration set, the S-CSCF shall send a third-party REGISTER request, as described in subclause 5.4.1.7, to each AS that matches the Filter Criteria of the service profile from the HSS for the REGISTER event; and,

NOTE 3:
If this registration is a reregistration, the Filter Criteria already exists in the local data.
NOTE 4:
If the same AS matches the Filter Criteria of several service profiles for the event of REGISTER request, then the AS will receive several third-party REGISTER requests. Each of these requests will include a public user identity from the corresponding service profile.

The S-CSCF shall consider the public user identity being registered to be bound to the contact address specified in the Contact header field for the duration indicated in the registration expiration interval value.

PROPOSED CHANGE

5.4.2.1.1
Subscription to the event providing registration state

When an incoming SUBSCRIBE request addressed to S-CSCF arrives containing the Event header field with the reg event package, the S-CSCF shall:

1)
check if, based on the local policy, the request was generated by a subscriber who is authorised to subscribe to the registration state of this particular user. The authorized subscribers include:

-
all public user identities this particular user owns, that the S-CSCF is aware of, and which are not-barred;

-
all the entities identified by the Path header field (i.e. the P-CSCF to which this user is attached to); and

-
all the ASs listed in the initial filter criteria that are part of the trust domain; and

NOTE 1:
The S-CSCF finds the identity for authentication of the subscription in the P-Asserted-Identity header field received in the SUBSCRIBE request.

2)
store the value of the "orig-ioi" header field parameter received in the P-Charging-Vector header field if present; and 

NOTE 2:
Any received "orig-ioi" header field parameter will be a type 3 IOI. The type 3 IOI identifies the service provider from which the request was sent.

3)
generate a 2xx response acknowledging the SUBSCRIBE request and indicating that the authorised subscription was successful as described in RFC 3680 [43]. The S-CSCF shall populate the header fields as follows:

-
an Expires header field, set to either the same or a decreased value as the Expires header field in SUBSCRIBE request; and

- 
if the request originated from an ASs listed in the initial filter criteria, a P-Charging-Vector header field containing the "orig-ioi" header field parameter, if received in the SUBSCRIBE request, and a type 3 "term-ioi" header field parameter. The S-CSCF shall set the type 3 "term-ioi" header field parameter to a value that identifies the sending network of the response and the "orig-ioi" header field parameter is set to the previously received value of "orig-ioi" header field parameter.


The S-CSCF may set the Contact header field to an identifier uniquely associated to the SUBSCRIBE request and generated within the S-CSCF, that may help the S-CSCF to correlate refreshes for the SUBSCRIBE dialog.

NOTE 3:
The S-CSCF could use such unique identifiers to distinguish between UEs, when two or more users, holding a shared subscription, register under the same public user identity.

Afterwards the S-CSCF shall perform the procedures for notification about registration state as described in subclause 5.4.2.1.2.

If the SUBSCRIBE request originated from an AS listed in the initial filter criteria, for any final response that is not a 2xx response, the S-CSCF shall insert a P-Charging-Vector header field containing the "orig-ioi" header field parameter, if received in the SUBSCRIBE request and a type 3 "term-ioi" header field parameter. The S-CSCF shall set the type 3 "term-ioi" header field parameter to a value that identifies the sending network of the response and the "orig-ioi" header field parameter is set to the previously received value of "orig-ioi" header field parameter.

When the S-CSCF receives a subscription refresh request for a dialog that was established by the UE subscribing to the reg event package, the S-CSCF shall accept the request irrespective if the user's public user identity specified in the SUBSCRIBE request is either registered or has been deregistered.
PROPOSED CHANGE

5.5.3.1.1
Calls originated from circuit-switched networks

When the MGCF receives an indication of an incoming call from a circuit-switched network, the MGCF shall:

1)
generate an INVITE request:

-
set the Request-URI to the "tel" format using an E.164 address or to the "sip" format using an E164 address in the user portion and set user=phone;

NOTE 1:
Details how to set the host portion are out of scope of the document. However, when a SIP URI is used the host portion needs to be part of the domain name space owned by the I-CSCF

-
set the Supported header field to "100rel" (see RFC 3312 [30] as updated by RFC 4032 [64]));

-
include an P-Asserted-Identity header field, including the display name if available, depending on corresponding information in the circuit-switched network;

-
create a new, globally unique value for the "icid-value" header field parameter and insert it into the P-Charging-Vector header field; and

-
insert a type 2 "orig-ioi" header field parameter into the P-Charging-Vector header field. The MGCF shall set the type 2 "orig-ioi" header field parameter to a value that identifies the sending network in which the MGCF resides and the type 2 "term-ioi" header field parameter shall not be included.

When the MGCF receives a 1xx or 2xx response to an initial request for a dialog, the MGCF shall store the value of the received "term-ioi" header field parameter received in the P-Charging-Vector header field, if present. 

NOTE 2:
Any received "term-ioi" header field parameter will be a type 2 IOI. The type 2 IOI identifies the sending network of the response message. 

Upon receiving a 199 (Early Dialog Terminated) provisional response to an established early dialog the MGCF shall release resources specifically related to that early dialog.

Based upon local policy, the MGCF may support preferred circuit carrier access (RFC 4694 [112]) and preferred circuit carrier selection (draft-yu-tel-dai [113]). If such routeing is applicable for the call, the MGCF shall perform the interworking of the carrier identification code and dial around indication from the circuit switched signalling protocol as described in 3GPP TS 29.163 [11B]. The "cic" and "dai" tel-URI parameters are added in the tel-URI or in the userinfo part of the SIP URI with user=phone Request-URI in accordance with RFC 4694 [112] and draft-yu-tel-dai [113].

If resource priority in accordance with RFC 4412 [116] is required for a dialog, then the MGCF shall include the Resource-Priority header field in all requests associated with that dialog. 

If overlap signalling using the multiple-INVITE method is supported as a network option, several INVITE requests with the same Call ID and the same From header field (including "tag" header field parameter) that relate to the same call can be sent by the MGCF. The MGCF shall route those INVITE requests to the same next hop.

PROPOSED CHANGE

5.10.3.2
Initial requests

Upon receipt of:

-
an initial request for a dialog;

-
a request for a standalone transaction except the REGISTER request; or

-
a request for an unknown method that does not relate to an existing dialog;

the IBCF shall verify whether the request is arrived from a trusted domain or not. If the request arrived from an untrusted domain, then the IBCF shall:
-
 if the topmost Route header field of the request contains the "orig" parameter, respond with 403 (Forbidden) response. Otherwise,

-
remove all P-Charging-Vector header fields and all P-Charging-Function-Addresses header fields the request may contain.

Upon receipt of:

-
an initial request for a dialog;

-
a request for a standalone transaction except the REGISTER request; or

-
a request for an unknown method that does not relate to an existing dialog;

the IBCF shall:

1)
if the request is an INVITE request, then respond with a 100 (Trying) provisional response;

1A)
if a P-Private-Network-Indication header field is included in the request, check whether the configured information allows the receipt of private network traffic from this source. If private network traffic is allowed, the IBCF shall check whether the received domain name in any included P-Private-Network-Indication header field in the request is the same as the domain name associated with that configured information. If private network traffic is not allowed, or the received domain name does not match, then the IBCF shall remove the P-Private-Network-Indication header field;

1B)
if the initiator of the request is understood from configured information to always send and receive private network traffic from this source, insert a P-Private-Network-Indication header field containing the domain name associated with that configured information;
Editor's note: The specific details of the configured information is FFS.

2)
if the request is an INVITE request and the IBCF is configured to perform application level gateway and/or transport plane control functionalities, then the IBCF shall save the Contact, CSeq and Record-Route header field values received in the request such that the IBCF is able to release the session if needed;

2A)
if the request is an initial request for a dialog and local policy requires the application of IBCF capabilities in subsequent requests, perform record route procedures as specified in RFC 3261 [26];
3)
if network topology hiding is required, then apply the procedures as described in subclause 5.10.4; and

4)
If IBCF receives an initial request for a dialog or standalone transaction, that contains a single Route header field pointing to itself, and it is co-located with an I-CSCF, or it has a preconfigured I-CSCF to be contacted, then forward the request to that I-CSCF. Otherwise select an I-CSCF and forward the request to that I-CSCF. If the single Route header field of the request contains the "orig" parameter, the IBCF shall insert the "orig" parameter to the URI of the I-CSCF;
NOTE 1: The selection of an I-CSCF can lead to additional delays.

When the IBCF receives an INVITE request, the IBCF may require the periodic refreshment of the session to avoid hung states in the IBCF. If the IBCF requires the session to be refreshed, the IBCF shall apply the procedures described in RFC 4028 [58] clause 8. 

NOTE:
Requesting the session to be refreshed requires support by at least one of the UEs. This functionality cannot automatically be granted, i.e. at least one of the involved UEs needs to support it.

When the IBCF receives a response to an initial request (e.g. 183 or 2xx), the IBCF shall:

1)
store the values from the P-Charging-Function-Addresses header field, if present;

2)
remove the P-Charging-Function-Addresses header field prior to forwarding the message; and

3)
if network topology hiding is required, then the IBCF shall apply the procedures as described in subclause 5.10.4.

PROPOSED CHANGE

10.2.1
General
An AS requesting charging information and authorisation for specific media operations and media usage controlled by the MRFC shall use draft-ietf-mediactrl-sip-control-framework [146] together with appropriate packages.

NOTE: 
This is in addition to the charging related procedures in clause 5 and to the charging information and authorisation requests, defined in 3GPP TS 32.260 [17] which provide charging information and authorisation for SIP session and SDP information.

An AS may support delegation of an XML (such as CCXML or SCXML) script execution to an MRFC. An AS supporting delegation of XML script execution shall use draft-ietf-mediactrl-sip-control-framework [146] together with appropriate packages.

The packages, or extensions to existing packages using draft-ietf-mediactrl-sip-control-framework [146] framework are not specified in this release.

PROPOSED CHANGE

10.2.3.3
Media control channel framework and packages

The AS may support control of the MRFC for conference mixing by the use of draft-ietf-mixer-control-package [148] and draft-ietf-mediactrl-sip-control-framework [146].

An AS may support control of the MRFC for floor controlled conferences (as specified in 3GPP TS 24.147 [8B]), via the use of draft-ietf-mediactrl-sip-control-framework [146] together with appropriate packages. The packages, or extensions to existing packages using draft-ietf-mediactrl-sip-control-framework [146] framework are not specified in this release.

An AS may support control of the MRFC for session-mode messaging conferences (as specified in 3GPP TS 24.247 [8F]), via the use of draft-ietf-mediactrl-sip-control-framework [146] together with appropriate packages. The packages, or extensions to existing packages using draft-ietf-mediactrl-sip-control-framework [146] framework are not specified in this release.

The AS shall provide media control commands to the MRFC using the AS-MRFC Cr interface.

The AS shall implement the control client role as described in draft-ietf-mediactrl-sip-control-framework [146].

PROPOSED CHANGE

10.3.1
General
An MRFC required to generate charging information and authorize requests from an AS for specific media operations and media usage shall support draft-ietf-mediactrl-sip-control-framework [146] together with appropriate packages.

NOTE: 
This is in addition to the charging related procedures in clause 5 and to the charging information and authorisation requests, defined in 3GPP TS 32.260 [17] which provide charging information and authorisation for SIP session and SDP information. 
An MRFC may support delegated XML (such as CCXML or SCXML) script execution from an AS. An MRFC supporting delegation of XML script execution shall use draft-ietf-mediactrl-sip-control-framework [146] together with appropriate packages.

The packages, or extensions to existing packages using draft-ietf-mediactrl-sip-control-framework [146] framework above are not specified in this release.
PROPOSED CHANGE

10.3.3.3
Media control channel framework and packages

The MRFC may support control of conference mixing by the use of draft-ietf-mixer-control-package [148] and draft-ietf-mediactrl-sip-control-framework [146].

An MRFC may support control of floor controlled conferences (as specified in 3GPP TS 24.147 [8B]), via the use of draft-ietf-mediactrl-sip-control-framework [146] together with appropriate packages. The packages, or extensions to existing packages using draft-ietf-mediactrl-sip-control-framework [146] framework are not specified in this release.

An MRFC may support control of session-mode messaging conferences (as specified in 3GPP TS 24.247 [8F]), via the use of draft-ietf-mediactrl-sip-control-framework [146] together with appropriate packages. The packages, or extensions to existing packages using draft-ietf-mediactrl-sip-control-framework [146] framework are not specified in this release.

The MRFC shall send media control command responses and notifications to the AS using the AS-MRFC Cr interface.

The MRFC shall implement the control server role as described in draft-ietf-mediactrl-sip-control-framework [146].

PROPOSED CHANGE

F.4.3.2
Request initiated by the UE

When the P-CSCF receives, from the UE that is behind a NAT, an initial request for a dialog or a request for a standalone transaction, the P-CSCF shall:
a)
set the value of the "rport" header field parameter in the Via header field to the source port of the received IP packet that contained the request, and insert the "received" header field parameter in the Via header field containing the source IP address of the received IP packet (that contained the request), as defined in RFC-3581 [56A]; 

b)
if the request is a dialog-forming request that was received over UDP, bind the source IP address (i.e. the public IP address of the NAT) and associated source port number (i.e. the port number of the NAT) of the received IP packet (that contained the initial dialog-forming request) to:

-
the IP address (i.e. the private IP address of the UE) and associated port number (i.e. the private port of the UE) contained in the Contact header field of the received dialog-forming request, if the Contact header field contained an IP address and associated port number, and save the binding; or

-
the saved IP address (i.e. the private IP address of the UE) and associated port number (i.e. the private port of the UE) contained in the Contact header field of the REGISTER request, if the Contact header field of the received dialog-forming request contained a GRUU, and save the binding; and

c)
if the dialog-forming request was received over TCP connection, keep this TCP connection up during the entire duration of the dialog;

before forwarding the request, based on the topmost Route header field, in accordance with the procedures of RFC 3261 [26]. 

When the P-CSCF receives a response to the above request, the P-CSCF shall forward the response to the UE using the mechanisms described in RFC 3581 [56A]. In case UDP is used, the P-CSCF shall send the response to the IP address indicated in the "received" header field parameter and to the port indicated in the "rport" header field parameter of the Via header field of the response. If the dialog-forming request received from the UE was received over the TCP connection, the P-CSCF shall send the response to the UE over the same TCP connection over which the dialog-forming request was received. The P-CSCF shall transmit the IP packet (containing the response) from the same IP address and port on which the initial dialog-forming request was received.
For all subsequent requests belonging to the dialog, received from the UE, the P-CSCF shall insert the "received" header field parameter and set the value of the "rport" header field parameter in the Via header field as defined in RFC 3581 [56A] and forward the request as described in RFC 3261 [26]. For all subsequent responses belonging to the dialog, destined or the UE, the P-CSCF shall forward the responses using the "received" header field parameter and set the value of the "rport" header field parameter in the Via header field of the response as defined in RFC 3581 [56A].
For all subsequent requests belonging to the dialog and destined for the UE (that contains the private IP address and associated private port number in the Request-URI), the P-CSCF shall send the requests to the UE either:

-
over the TCP connection that was established when the initial INVITE request was received; or

-
use UDP. When sending the request using UDP, the P-CSCF shall insert the request in an IP packet, and send the IP packet to the saved IP address (i.e. the public IP address of the NAT) and associated port number (i.e. the port number of the NAT). The P-CSCF shall transmit the IP packet (containing the request) from the same IP address and port on which the REGISTER request was received.
NOTE:
When inserting its SIP URI in the Record-Route header field of the dialog-forming request received from the UE, the P-CSCF may include a pointer in the user part of its SIP URI that points to the saved binding used to route the in-dialog requests to the UE. The Route header field of the in-dialog requests will contain the respective pointer in the user part of the P-CSCF’s SIP URI.
PROPOSED CHANGE

F.4.3.3
Request terminated by the UE

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction destined for the UE (it contains the private IP address and associated private port number in the Request-URI), the P-CSCF shall send the requests to the UE either:

-
over the TCP connection, if available (e.g. TCP connection was established during the registration procedure); or

-
use UDP. When sending the request using UDP, the P-CSCF shall insert the request in an IP packet, and send the IP packet to the saved IP address (i.e. the public IP address of the NAT) and associated port number (i.e. the port number of the NAT) that is bound to the private IP address and associated private port number indicated in the Request-URI and save during the registration procedure. The P-CSCF shall transmit the IP packet (containing the request) from the same IP address and port on which the REGISTER request was received.

For all subsequent requests belonging to the dialog that are received from the UE, the P-CSCF shall insert the "received" header field parameter and set the value of the "rport" header field parameter in the Via header field as defined in RFC 3581 [56A] and forward the request as described in RFC 3261 [26]. For all subsequent responses belonging to the dialog, destined or the UE, the P-CSCF shall forward the responses using the "received" header field parameter and set the value of the "rport" header field parameter in the Via header field of the response as defined in RFC 3581 [56A].
For all subsequent requests belonging to the dialog and destined for the UE (that contains the private IP address and associated private port number in the Request-URI), the P-CSCF shall send the requests to the UE either:

-
over the TCP connection, if available; or

-
use UDP. When sending the request using UDP, the P-CSCF shall insert the request in an IP packet, and send the IP packet to the saved IP address (i.e. the public IP address of the NAT) and associated port number (i.e. the port number of the NAT). The P-CSCF shall transmit the IP packet (containing the request) from the same IP address and port on which the REGISTER request was received.
NOTE:
When inserting its SIP URI in the Record-Route header field in a response to the dialog-forming request received from the UE, the P-CSCF may include a pointer in the user part of its SIP URI that points to the saved binding used to route the in-dialog requests to the UE. The Route header field of the in-dialog requests will contain the respective pointer in the user part of the P-CSCF’s SIP URI.
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