Page 1



3GPP TSG-CT WG1 Meeting #62
(
C1-094817
Beijing (P.R. China), 9-13 November 2009
revision of C1-094259
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	24.008
	CR
	0544
	(

rev
	1
	(

Current version:
	9.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Correction to the definition of the UMTS security context and faulty message

	
	

	Source to WG:
(

	Ericsson, ST-Ericsson, InterDigital

	Source to TSG:
(

	C1

	
	

	Work item code:
(

	A5/4-GEA4
	
	Date: (

	27/10/2009

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	CT1 agreed the CR1371 which introduces in TS 24.008 the handling of ciphering algorithms which require 128-bit ciphering (encryption) key.

However, CR1371 contained a falty message name in a note included in the section 4.7.7.4. Also, the defintion of UMTS security context is not complete.

	
	

	Summary of change:
(

	Correcting a faulty message in 4.7.7.4 and adding also the case of using a 128-bit ciphering key for CS domain in the defintion of the UMTS security context.

	
	

	Consequences if 
(

not approved:
	Misalignment between the definition of the UMTS security context and the procedural text in which it is possible to use A5/4 ciphering algorithm which requires a 128-bit ciphering key (new GSM Kc128 may be part of the UMTS security context).

	
	

	Clauses affected:
(

	2.1.2, 4.7.7.4

	
	

	
	Y
	N
	
	

	Other specs
(

	
	x
	 Other core specifications
(

	

	affected:
	
	x
	 Test specifications
	

	
	
	x
	 O&M Specifications
	

	
	

	Other comments:
(

	


1st Change

2.1.2
Vocabulary

For the purposes of the present document, the following terms and definitions apply:

-
A GSM security context is established and stored in the MS and the network as a result of a successful execution of a GSM authentication challenge. The GSM security context for the CS domain consists of the GSM ciphering key and the ciphering key sequence number. The GSM security context for the PS domain consists of the GPRS GSM ciphering key and the GPRS ciphering key sequence number.
-
A UMTS security context is established and stored in the MS and the network as a result of a successful execution of a UMTS authentication challenge. The UMTS security context for the CS domain consists of the UMTS ciphering key, the UMTS integrity key, the GSM ciphering key, the ciphering key sequence number and the GSM Kc128 (if an A5 ciphering algorithm that requires a 128-bit ciphering key is in use). The UMTS security context for the PS domain consists of the GPRS UMTS ciphering key, the GPRS UMTS integrity key, the GPRS GSM ciphering key, the GPRS ciphering key sequence number and the GPRS GSM Kc128 (if a GEA ciphering algorithm that requires a 128-bit ciphering key is in use).

-
idle mode: In this mode, the mobile station is not allocated any dedicated channel; it listens to the CCCH and the BCCH;

-
group receive mode: (only applicable for mobile stations supporting VGCS listening or VBS listening) In this mode, the mobile station is not allocated a dedicated channel with the network; it listens to the downlink of a voice broadcast channel or voice group call channel allocated to the cell. Occasionally, the mobile station has to listen to the BCCH of the serving cell as defined in 3GPP TS 43.022 [82] and 3GPP TS 45.008 [34];

-
dedicated mode: In this mode, the mobile station is allocated at least two dedicated channels, only one of them being a SACCH;

-
group transmit mode: (only applicable for mobile stations supporting VGCS talking) In this mode, one mobile station of a voice group call is allocated two dedicated channels, one of them being a SACCH. These channels can be allocated to one mobile station at a time but to different mobile stations during the voice group call; 

-
packet idle mode: (only applicable for mobile stations supporting GPRS) In this mode, mobile station is not allocated any radio resource on a packet data physical channel; it listens to the PBCCH and PCCCH or, if those are not provided by the network, to the BCCH and the CCCH, see 3GPP TS 44.060 [76].

-
packet transfer mode: (only applicable for mobile stations supporting GPRS) In this mode, the mobile station is allocated radio resource on one or more packet data physical channels for the transfer of LLC PDUs.

-
main DCCH: In Dedicated mode and group transmit mode, only two channels are used as DCCH, one being a SACCH, the other being a SDCCH or a FACCH; the SDCCH or FACCH is called here "the main DCCH";

-
A channel is activated if it can be used for transmission, in particular for signalling, at least with UI frames. On the SACCH, whenever activated, it must be ensured that a contiguous stream of layer 2 frames is sent;

-
A TCH is connected if circuit mode user data can be transferred. A TCH cannot be connected if it is not activated. A TCH which is activated but not connected is used only for signalling, i.e. as a DCCH;

-
The data link of SAPI 0 on the main DCCH is called the main signalling link. Any message specified to be sent on the main signalling link is sent in acknowledged mode except when otherwise specified;

-
The term "to establish" a link is a short form for "to establish the multiframe mode" on that data link. It is possible to send UI frames on a data link even if it is not established as soon as the corresponding channel is activated. Except when otherwise indicated, a data link layer establishment is done without an information field.

- 
"channel set" is used to identify TCHs that carry related user information flows, e.g., in a multislot configuration used to support circuit switched connection(s), which therefore need to be handled together. 

-
A temporary block flow (TBF) is a physical connection used by the two RR peer entities to support the uni-directional transfer of LLC PDUs on packet data physical channels, see 3GPP TS 44.060 [76].

-
RLC/MAC block: A RLC/MAC block is the protocol data unit exchanged between RLC/MAC entities, see 3GPP TS 44.060 [76].

-
A GMM context is established when a GPRS attach procedure is successfully completed.

-
Network operation mode
The three different network operation modes I, II, and III are defined in 3GPP TS 23.060 [74].

The network operation mode shall be indicated as system information. For proper operation, the network operation mode should be the same in each cell of one routing area.

-
GAN mode: See 3GPP TS 43.318 [75a].
-
GPRS MS operation mode
The three different GPRS MS operation modes A, B, and C are defined in 3GPP TS 23.060 [74]. 

-
RR connection: A RR connection is a dedicated physical circuit switched domain connection used by the two RR or RRC peer entities to support the upper layers' exchange of information flows. 

-
PS signalling connection is a peer to peer Iu mode connection between MS and CN packet domain node.

-
Inter-System change is a change of an MS from A/Gb mode to Iu mode of operation or vice versa. or from S1 mode to A/Gb mode or Iu mode of operation.
-
GPRS: Packet Services for systems which operate the Gb or Iu-PS interfaces.

-
GSM ciphering key: A 64-bit CS GSM ciphering key

-
GSM Kc128: A 128-bit CS GSM ciphering key

-
GPRS GSM ciphering key: A 64-bit PS GSM ciphering key

-
GPRS GSM Kc128: A 128-bit PS GSM ciphering key

-
The label (A/Gb mode only) indicates this section or paragraph applies only to a system which operates in A/Gb mode, i.e. with a functional division that is in accordance with the use of an A or a Gb interface between the radio access network and the core network. For multi system case this is determined by the current serving radio access network. 

-
The label (Iu mode only) indicates this section or paragraph applies only to a system which operates in  Iu mode. The Iu mode includes UTRAN and GERAN Iu modes, i.e. with a functional division that is in accordance with the use of an Iu-CS or Iu-PS interface between the radio access network and the core network. For multi system case this is determined by the current serving radio access network. 

-
In A/Gb mode,... Indicates this paragraph applies only to a system which operates in A/Gb mode. For multi system case this is determined by the current serving radio access network. 

-
In Iu mode,... Indicates this paragraph applies only to a system which operates in Iu mode. The Iu mode includes both UTRAN Iu mode and GERAN Iu mode. For multi system case this is determined by the current serving radio access network. 

-
In A/Gb mode and GERAN Iu mode,... Indicates this paragraph applies only to a system which operates in A/Gb mode or GERAN Iu mode. For multi system case this is determined by the current serving radio access network. 

-
In UTRAN Iu mode,... Indicates this paragraph applies only to a system which operates in UTRAN Iu mode. For multi system case this is determined by the current serving radio access network.
-
In a shared network,... Indicates this paragraph applies only to a shared network. For the definition of shared network see 3GPP TS 23.122 [14].

-
A default PDP context is a PDP context activated by the PDP context activation procedure that establishes a PDN connection. The default PDP context remains active during the lifetime of the PDN connection.
-
SIM, Subscriber Identity Module (see 3GPP TS 42.017 [7]).

-
USIM, Universal Subscriber Identity Module (see 3GPP TS 21.111 [101]).

-
MS, Mobile Station. The present document makes no distinction between MS and UE.

-
Cell Notification is an (optimised) variant of the Cell Update Procedure which uses the LLC NULL frame for cell change notification which does not trigger the restart of the READY timer

-
DTM: dual transfer mode, see 3GPP TS 44.018 [84] and 3GPP TS 43.055 [87]
· The term "eCall only" applies to a mobile station which is in the eCall only mode, as described in 3GPP TS 22.101 [8].
· "removal of eCall only restriction" means that all the limitations as described in 3GPP TS 22.101 [8] for the eCall only mode do not apply any more.

-
Access domain selection: The process to select whether the CS domain or the IMS/IP‑CAN is used to transmit the call control signalling between MS and core network. Definition derived from 3GPP TS 23.221 [131].
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.401 [122], subclause 3.2, apply:

Globally Unique MME Identifier (GUMMEI)

Globally Unique Temporary Identity (GUTI)

Idle Mode Signalling Reduction (ISR)
M-Temporary Mobile Subscriber Identity (M-TMSI)

Tracking Area Identity (TAI)

Temporary Identity used in Next update (TIN)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [120] apply:

CSG ID
CSG selection
S1 mode

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.401 [123] apply:
Current EPS security context

Mapped security context
eKSI

CK' and IK'
NAS downlink COUNT

Next Change

4.7.7.4
GPRS ciphering key sequence number

The security parameters for authentication and ciphering are tied together in sets. 
In a GSM authentication challenge, from a challenge parameter RAND both the authentication response parameter SRES and the GPRS GSM ciphering key can be computed given the secret key associated to the IMSI. 
In a UMTS authentication challenge, from a challenge parameter RAND, the authentication response parameter RES and the GPRS UMTS ciphering key and the GPRS UMTS integrity key can be computed given the secret key associated to the IMSI. Furthermore, in the USIM a GPRS GSM ciphering key can be computed from the GPRS UMTS integrity key and the GPRS UMTS ciphering key by means of an unkeyed conversion function. Furthermore, in A/Gb mode if a GEA ciphering algorithm that requires a 128-bit ciphering key is taken into use, then a GPRS GSM Kc128 shall also be calculated as described in the subclause 4.7.7.3a.
In order to allow start of ciphering on a logical link without authentication, GPRS ciphering key sequence numbers are introduced. 

The GPRS ciphering key sequence number is managed by the network such that the AUTHENTICATION AND CIPHERING REQUEST message contains the GPRS ciphering key sequence number allocated to the GPRS GSM ciphering key (in case of a GSM authentication challenge) or the GPRS UMTS ciphering key and the GPRS UMTS integrity key (in case of a UMTS authentication challenge) which may be computed from the RAND parameter carried in that message.

If an authentication and ciphering procedure has been completed successfully and a GPRS ciphering key sequence number is stored in the network, the network shall include a different GPRS ciphering key sequence number in the AUTHENTICATION AND CIPHERING REQUEST message when it intiates a new authentication and ciphering procedure.

The MS stores the GPRS ciphering key sequence number with the GPRS GSM ciphering key (in case of a GSM authentication challenge) and the GPRS UMTS ciphering key and the GPRS UMTS integrity key (in case of a UMTS authentication challenge), and includes the corresponding GPRS ciphering key sequence number in the ROUTING AREA UPDATE REQUEST, SERVICE REQUEST and ATTACH REQUEST messages.

If the GPRS ciphering key sequence number is deleted, the associated GPRS GSM ciphering key, GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM Kc128 shall be deleted if any (i.e. the established GSM security context or the UMTS security context is no longer valid).

In Iu mode, the network may choose to start ciphering and integrity checking with the stored GPRS UMTS ciphering key and the stored GPRS UMTS integrity key (under the restrictions given in 3GPP TS 42.009 [5] and 3GPP TS 33.102 [5a]) if the stored GPRS ciphering key sequence number and the one given from the MS are equal.

In A/Gb mode, the network may choose to start ciphering with the stored GPRS GSM ciphering key or GPRS GSM Kc128 (under the restrictions given in 3GPP TS 42.009 [5]) if the stored GPRS ciphering key sequence number and the one given from the MS are equal and the previously negotiated ciphering algorithm is known and supported in the network. When ciphering is requested at GPRS attach, the authentication and ciphering procedure shall be performed since the MS does not store the ciphering algorithm at detach.

NOTE 1:
The decision of starting ciphering with the GPRS GSM ciphering key or the GPRS GSM Kc128 depends on whether the network indicates in the AUTHENTICATION AND CIPHERING REQUEST message a GEA ciphering algorithm which requires a 64 or 128-bit ciphering key as specified in 3GPP TS 33.102 [5a].

Upon GPRS attach, if ciphering is to be used, an AUTHENTICATION AND CIPHERING REQUEST message shall be sent to the MS to start ciphering.

If the GPRS ciphering key sequence number stored in the network does not match the GPRS ciphering key sequence number received from the MS in the ATTACH REQUEST message, then the network should authenticate the MS.

In A/Gb mode, the MS starts ciphering after sending the AUTHENTICATION AND CIPHERING RESPONSE message. The network starts ciphering when a valid AUTHENTICATION AND CIPHERING RESPONSE is received from the MS.

In Iu mode, the MS starts ciphering and integrity checking according to the conditions specified in specification 3GPP TS 25.331 [23c].

In A/Gb mode, as an option, the network may decide to continue ciphering without sending an AUTHENTICATION AND CIPHERING REQUEST message after receiving a ROUTING AREA UPDATE REQUEST message with a valid GPRS ciphering key sequence number. Both the MS and the network shall use the latest ciphering parameters. The network starts ciphering when sending the ciphered ROUTING AREA UPDATE ACCEPT message to the MS. The MS starts ciphering after receiving a valid ciphered ROUTING AREA UPDATE ACCEPT message from the network.

NOTE 2:
In some specifications the term KSI (Key Set Identifier) is used instead of the term GPRS ciphering key sequence number. 
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