3GPP TSG CT WG1 Meeting #61
C1-094417
Phoenix, AZ (USA), 12-16 October 2009
Source:
Vodafone
Title:
Discussion of CT1 Impacts of IMS Media Plane Security  

Agenda item:
10.15
Document for:
DISCUSSION 
Introduction 

The stage 2 specification for IMS media plane security includes the following procedures that require protocol to be defined.
Registration of IMS media plane security capabilities 

(TS 33.2328 v1.1.0 clause 7.1) The UE and the network exchange media plane security capabilities, with the following possibilities: e2e using SDES, e2e using KMS, and e2ae using SDES
Purpose 

The purpose of registering capabilities is as follows:

1) in the terminating case, to allow the P-CSCF to start media plane security. 
2) possibly, in the terminating case, to find an endpoint that supports and is allowed to do e2e security

3) for an originating terminal to discover if it is allowed to do e2e security

4) for an originating terminal to discover if the network allows and supports its media plane security mechanisms.
Solutions 

Various alternatives exist for a terminal to indicate its security capabilities: caller preferences based on RFC3840 and RFC3841, new security types for the security agreement mechanism in RFC3329, or an OPTIONS request soon after registration. An OPTIONS request increases signalling load at terminal start-up and worsens the 'registration-storm' problem. Caller preferences has the advantage that it is possible prefer terminating at a terminal that has media plane security capabilities, but security-related information is carried in the Contact header field at registration, which is not the natural place for security parameters. 

Proposal 1

Provide exchange of media security capabilities between the network and the terminal by introducing new values for to be placed in the security-client and security-server header fields described in RFC3329 "security agreement mechanism". 
Call Setup 
(TS 33.2328 v1.1.0 clause 7.2, 7.3) At call set up, the terminal must indicate which security mechanism it is using (SDES or KMS), and whether it requires e2ae or e2e security.

Indication of the security mechanism is described in RFC4568, which describes a new crypto attribute for SDP. Since e2ae security is the minimum requirement, the terminal need only include a media plane security description in the SDP. When the terminal requires e2e security, it must explicitly request it, and this can be done by re-using the security preconditions defined in RFC5027, 
Proposal 2 

Security preconditions (RFC5027) are used to meet requirements for the terminal to apply e2e security. The terminal does not explicitly indicate e2ae security other than adding security parameters to SDP. 
SIP Forking 
Ideally, only one terminating terminal should have the media plane security key. The KMS solution provides this inherently, but the SDES solution initially provides the key to all terminating terminals reached by forking. A procedure might, therefore, be required to re-key security with the terminating terminal using UPDATE or re-INVITE. 
Emergency Calls 
Emergency calls must not fail because of media-plane security requirements. Depending upon procedures for call set up, emergency call set up might differ from non-emergency call set up. 
Conclusion 

CRs related to proposals a 1 and 2 are submitted to this meeting. 
