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Overview


The SIP Digest Authentication procedures in 24.229 require the registering UE to include an Authorization header in the all REGISTER requests. This is incompatible with many SIP-PBX implementations which are compliant with RFC 3261 SIP Digest authentication procedures, where RFC 3261 requires inclusion of the Authorization header only in a subsequent REGISTER request sent as a result of receiving a 401-challenge to the initial REGISTER request.
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Figure-1 – RFC 3261 Registration Procedure
The SIP-PBX registration procedure shown in Figure-1 aligns with RFC 3261. It is not supported in IMS because the initial REGISTER request at [1] and the re-REGISTER request at [5] do not contain an Authorization header. 

This discussion paper proposes that CT1 update the 24.229 SIP Digest authentication procedures so that they support a REGISTER request containing no Authorization header. 
Current 24.229 SIP Digest Authentication Procedure

The primary reason for requiring inclusion of the Authorization header in the initial REGISTER request is that it carries the Private User Identity which the S-CSCF uses to fetch the Authorization Vector from HSS in order to build the challenge.
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Figure-2 – Overview of Current 24.229 SIP Digest Procedures

The S-CSCF uses the private user identity contained in the Authorization header of the initial REGISTER request in [1] to fetch the A-V at [2]. The S-CSCF then uses the A-V “realm” and the “gop” fields received at [3] to build the challenge. It should be noted that this information is always the same for all private user identities of a public user identity (in fact the information is probably the same for all public user identities in a given operator’s network). 
Solution Proposals

As a means to initiate discussion, this paper describes two solution options for supporting SIP Digest authentication of a REGISTER request with no Authorization header.
Solution Option-1
Modify the S-CSCF authentication procedures such that if it receives a REGISTER with no Authorization header, and if the authentication mechanism is SIP Digest, then it fetches the authentication data from HSS to build the challenge based on the Public User ID instead of the Private User ID. This works based on the fact that only the “realm” and “qop” are used to build the Digest challenge, and these values are the same for all Private User IDs for a given Public User ID.
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Figure-3 – Build Challenge based Public User identity Info
The S-CSCF uses the public user identity contained in the To header of the initial REGISTER request in [1] to fetch the authentication data at [2]. The S-CSCF then uses the authentication data received at [3] to build the challenge sent in the 401 response at [4]. When the S-CSCF receives the subsequent REGISTER containing the challenge response at [5], it uses the private user identity contained in [5] to fetch the A-V containing the credentials for the private user identity at [6] and [7], using the existing Cx-AV-Req/Resp. It then uses the credentials returned at [7] to verify the challenge response.
The disadvantage of this solution is that it is a relatively large change to the existing 24.229 authentication procedures, plus it impacts other IMS groups in addition to CT1 (e.g., need to define the new Cx command/response for [2]/[3] above). 

Solution Option-2

Standardize the mapping between the private and public user identity so that when the IMS core receives an initial REGISTER containing no Authorization header, it derives the private user identity from the public user identity contained in the To header and uses that to fetch the A-V, etc. This technique is already being used in 24.229 for GPRS-IMS-Bundled authentication.
[image: image4.emf]SIP-PBX

P/I/S-CSCF

[1] REGISTER sip:sp.net

To: [Public User ID]

[4] 401Unauthorized

WWW-Authenticate: [challenge] 

[5] REGISTER sip:sp.net

To: [Public User ID]

Authorization: [Private User ID,

challenge response]

[6] 200 OK

HSS

[3] Cx-AV-Req-Resp

[Authentication Vector]

Use “realm”from A-V to build challenge,

Save credentials from A-V

Verify challenge-response against saved credentials

[2] Cx-AV-Req [Private User ID]

Derive Private User ID from Public User ID


Figure-4 – Derive Private from Public User Identity
On receiving the REGISTER containing no Authorization header at [1], the IMS core derives the Private User Identity from the Public User Identity contained in the To header. The IMS core then follows existing procedures for fetching the A-V and building the challenge. The remainder of the procedure follows existing logic. 
Section 5.3.1.2 defines the procedure that the I-CSCF uses for deriving the private identity from the public identity when a REGISTER request contains no Authorization header (presumably to handle the GPRS-IMS-Bundled case). 
If the REGISTER request does not include an Authorization header field and private user identity, the I-CSCF shall derive the private user identity from the public user identity being registered, contained in the To header field, by removing URI scheme and the following parts of the URI if present: port number, URI parameters, and To header field parameters.
This solution option-2 proposes using the same private/public mapping algorithm for SIP-PBXs that don’t include an Authorization header in the initial REGISTER.
The major advantage of this mechanism is that the impacts are small compared to solution option-1. The disadvantages are:
a) it assumes that the registering public user identity has only a single private user identity (which would be the case for registering SIP-PBXs), and
b) it places restrictions on the form of the registering public user identity of the SIP-PBX, since it must “contain” the private user identity.
Conclusion
If CT1 agrees that this capability should be supported, then select a solution option (one of the above, or some other solution option), develop the end-to-end detailed procedures to implement the selected solution, and propose CR(s) for CT1 approval to support these procedures in IMS.
