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* * * First Change * * * *

5.4.3
Security mode control procedure

5.4.3.1
General

The purpose of the NAS security mode control procedure is to take an EPS security context into use, and initialise and start NAS signalling security between the UE and the MME with the corresponding NAS keys and security algorithms.

5.4.3.2
NAS security mode control initiation by the network

The MME initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460 (see example in figure 5.4.3.2.1).

If the security mode control procedure is initiated further to a successful execution of the authentication procedure, the MME shall use the reset downlink NAS COUNT to integrity protect the SECURITY MODE COMMAND message.

The MME shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the NAS integrity key based on KASME or mapped K'ASME indicated by the eKSI included in the message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".

Upon receipt of a TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME does not have the valid current EPS security context indicated by the UE, the MME shall indicate the use of the new mapped EPS security context to the UE by setting the type of security context flag in the NAS key set identifier IE to "mapped security context" and the KSI value related to the security context of the source system. The MME shall use the reset downlink NAS COUNT to integrity protect the SECURITY MODE COMMAND message.
While having a mapped current EPS security context with the UE, if the MME wants to take the native EPS security context into use, the MME shall include the eKSI that matches the native EPS security context in the SECURITY MODE COMMAND message.

When the security mode control procedure is initiated during an attach for EPS emergency bearer service, and no EPS security context is available, the MME shall set the NAS key set identifier to the value "000".
The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the replayed nonceUE if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (eKSI).

Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

NOTE:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.
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Figure 5.4.3.2.1: Security mode control procedure
* * * Next Changes * * * *

9.9.3.11
EPS attach type

The purpose of the EPS attach type information element is to indicate the type of the requested attach.

The EPS attach type information element is coded as shown in figure 9.9.3.11.1 and table 9.9.3.11.1.

The EPS attach type is a type 1 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	EPS attach type IEI
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Figure 9.9.3.11.1: EPS attach type information element

Table 9.9.3.11.1: EPS attach type information element

	EPS attach type value (octet 1)

	Bits

	3
	2
	1
	
	

	0
	0
	1
	
	EPS attach

	0
	1
	0
	
	combined EPS/IMSI attach

	1
	1
	0
	
	EPS emergency attach

	1
	1
	1
	
	reserved

	

	All other values are unused and shall be interpreted as "EPS attach", if received by the network.

	

	Bit 4 of octet 1 is spare and shall be coded as zero.

	


9.9.3.12
EPS mobile identity

The purpose of the EPS mobile identity information element is to provide either the IMSI, the GUTI or the IMEI. If the information element is sent by the UE and the UE has a valid GUTI, the EPS mobile identity is populated with the GUTI value. When the UE does not have a valid GUTI, the UE populates this IE with its IMSI value.
The EPS mobile identity information element is coded as shown in figures 9.9.3.12.1 and 9.9.3.12.2 and table 9.9.3.12.1.

The EPS mobile identity is a type 4 information element with a minimum length of 3 octets and a maximum length of 13 octets.
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Figure 9.9.3.12.1: EPS mobile identity information element for type of identity "GUTI"
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Figure 9.9.3.12.2: EPS mobile identity information element for type of identity "IMSI"

Table 9.9.3.12.1: EPS mobile identity information element

	Type of identity (octet 3)

Bits

	3
	2
	1
	

	0
	0
	1
	IMSI

	1
	1
	0
	GUTI

	0
	1
	1
	IMEI

	
	
	
	

	All other values are reserved.

	

	Odd/even indication (octet 3)

Bit

	4
	
	
	

	0
	
	
	even number of identity digits and also when the GUTI is used

	1
	
	
	odd number of identity digits

	

	Identity digits (octet 4 etc)

For the IMSI, this field is coded using BCD coding. If the number of identity digits is even then bits 5 to 8 of the last octet shall be filled with an end mark coded as "1111".

	

	For the GUTI, then bits 5 to 8 of octet 3 are coded as "1111", octet 4 through 6 contain the MCC and MNC values as specified below, and bit 8 of octet 7 is the most significant bit and bit 1 of the last octet the least significant bit for the subsequent fields. The required fields for the GUTI are as defined in 3GPP TS 23.003 [2].



	For the IMEI, this field is coded using BCD coding. Its format is as described in 3GPP TS 23.003 [2]

	

	MCC, Mobile country code (octet 4, octet 5 bits 1 to 4)

The MCC field is coded as in ITU-T Recommendation E.212 [30], annex A.

	

	MNC, Mobile network code (octet 5 bits 5 to 8, octet 6)

The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. If a network operator decides to use only two digits in the MNC, bits 5 to 8 of octet 5 shall be coded as "1111".

The contents of the MCC and MNC digits are coded as octets 6 to 8 of the Temporary Mobile Group Identity IE in figure 10.5.154 of 3GPP TS 24.008 [13].
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