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1. Overall Description:

CT1 thanks SA3 for its liaison on integrity protection of NAS messages that alter the allowed CSG list, with attached conditionally approved SA3 CRs to mitigate the persistent denial of service attack described in the liaison. CT1 acknowledged the attack described and agreed that CT1 will mitigate the attack by making changes to CT1 specifications. CT1 is discussing proposed solutions and expects to agree a solution before CT plenary #45 in September 2009. 

SA3 raised two further questions: 

1) "...if the solution would require the RRC layer to inspect the NAS message contents to determine whether or not an integrity check is mandated. "

In response to this question, CT1 would like to point out the following existing text in TS 24.008 subclause 4.1.1.1.1. 
"The supervision that integrity protection is activated shall be the responsibility of the MM and GMM layer in the MS (see 3GPP TS 33.102 [5a]). In order to do this, the lower layers shall provide the MM and GMM layer with an indication on when the integrity protection is activated in the MS (i.e. one indication to the MM layer when a security mode control procedure for the CS domain is processed successfully and one indication to the GMM layer when a security mode control procedure for the PS domain is processed successfully)."

Since the lower layer indicates to the MM and GMM layers when integrity protection is activated, the MM and GMM layers have all of the information required to check whether a reject message with cause #25 was received integrity protected. 
2) "...whether there are valid scenarios where DETACH REQUEST, DETACH ACCEPT, TRACKING AREA UPDATE REJECT and SERVICE REJECT cannot be integrity protected. CT1 is asked to comment on this potential conflict." 
CT1 would like to provide the following comments: 

A TRACKING AREA UPDATE REJECT message cannot be integrity protected if UE changes PLMN and is unable to retrieve context from the old PLMN. In this case, the new network will send PLMN not allowed without integrity protection.

It can be necessary to send SERVICE REJECT without integrity protection if an MME restarts and loses the UE's context. DETACH ACCEPT can be sent without integrity protection if during an attach the subscriber changes his mind and sends DETACH REQUEST before the security has been set up. 
CT1 could not find a scenario in which DETACH REQUEST is sent without integrity protection by the network, and noted that DETACH REQUEST is not one of the messages that TS 24.008 lists as accepted without integrity protection in Iu mode. Therefore, CT1 will remove DETACH REQUEST from the list of messages accepted by the UE without integrity protection. 
2. Actions:

To SA3 
ACTION: 
.
CT1 kindly asks SA3 to revise its specifications to account for the possibility that TRACKING AREA UPDATE REJECT, DETACH ACCEPT, and SERVICE REJECT may be sent by the network without integrity protection. 
3. Date of Next TSG-CT WG1 Meetings:

TSG-CT WG1 Meeting #60
24-28 August 2009
Sevilla, Spain.

TSG-CT WG1 Meeting #61
12-16 October 2009
TBD, USA.
�PAGE \# "'Page: '#'�'"  ��embedding object causes some computers to crash





