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	Reason for change:
(

	1. Identity usage: there should be only one EAP session between the UE and AAA Server.
The UE may be authenticated for several purposes / using several AAA interfaces, while being attached to EPS via a non-3GPP access or doing handover between various non-3GPP access networks.
There is no clarification in the TS, how the identities allocated by the AAA Server during a certain type of authentication (e.g. access authentication for trusted non-3GPP AN) shall be handled when a next authentication is executed in a different procedure (e.g. IKEv2 tunnel setup for DSMIPv6).
To avoid that the UE has to maintain multiple EAP session state, all authentications shall be handled as part of the same EAP session, i.e. a temporary identity allocated during any non-3GPP access related procedure shall be considered to be usable in the next authentication procedure(s).

2. Usage of pseudonym
The usage of pseudonyms, as defined in clause 6.4.2.3 contains an unnecessary limitation of the usage of the pseudonym, stating that the pseudonym can be used only if it was allocated during THE previous (authentication) run.

According to RFC4072 and TS33.402, there is no limitation on using the pseudonyms several times.

RFC4187, clause 4.1.1.1 tells: " Unlike permanent usernames and pseudonym usernames, fast re-authentication usernames are one-time identifiers, which are not re-used across EAP exchanges." This makes clear that the RFC allows multiple usage of the pseudonym.

3GPP TS33.402, clause 6.2 tells in step 3: "NAI contains either a pseudonym allocated to the UE in a previous run of the authentication procedure or, in the case of first authentication, the IMSI."

Here, "in a previous run" has the meaning "in any one of the previous runs" and not "in THE previous run".

TS 24.302 contradicts with these as it defines that a pseudonym can be used only once. This needs to be corrected.

	
	

	Summary of change:
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	1. Clarification is added on the usage of the temporary identities allocated by the AAA Server
2. The wrong limitation on using pseudonyms is removed.

	
	

	Consequences if 
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not approved:
	1. Interworking problems between UE and network. The UE may eg use a temporary Identity that is not aniticipated, or accepted to be used in a different type of procedure.

2. Unnecessary limitation of the pseudonym usage; forcing the UE to reveal its permanent identity if no pseudonym was allocated by the AAA server during the last full authentication -> decreasing the security level.
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* * * First Change * * *  
4.4
Identities

4.4.1
User identities

The user identification shall be either the root NAI, or the decorated NAI as defined in 3GPP TS 23.003 [3], when the UE accesses the EPC via non-3GPP access networks, and gets authentication, authorization and accounting services from the EPC.

User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP.
IETF RFC 4187 [33] and 3GPP TS 23.003 [3] provide definitions for UE and user identities although they use slightly different terms. Similar terms are also used in 3GPP TS 33.402 [15]. The following list provides term equivalencies and describes the relation between various user identities.

-
The Root-NAI as specified in 3GPP TS 23.003 [3] is to be used as the permanent identity as specified in 3GPP TS 33.402 [15].

-
The Fast-Reauthentication NAI as specified in 3GPP TS 23.003 [3] is to be used as the Fast-Reauthentication Identity or the re-authentication ID as specified in 3GPP TS 33.402 [15].

-
The Pseudonym Identity as specified in 3GPP TS 23.003 [3] is to be used as the Pseudonym as specified in 3GPP TS 33.402 [15].
The UE and the 3GPP AAA Server shall handle all authentications executed while the UE is attached to the EPS via a non-3GPP IP access as part of the same EAP session. This means, a temporary identity allocated by the 3GPP AAA Server can be used during the next authentication procedure/procedures, independelty from the purpose, why the authentications are executed.
* * * Next Change * * *  
6.4.2.3
Full Authentication and Fast Re-authentication

The UE shall support both full authentication and fast re-authentication for EAP AKA as specified in IETF RFC 4187 [33] and for EAP-AKA' as specified in draft-arkko-eap-aka-kdf [38].
Full authentication is performed to generate new keys. The initial authentication shall be a full authentication as specified in 3GPP TS 33.402 [15]. For a full authentication either the Permanent Identity or the Pseudonym Identity is used.

According to 3GPP TS 33.402 [15] the fast re-authentication procedure uses the Fast Re-authentication Identity and is used for renewing the session keys. 
The Permanent Identity is based on the IMSI of the UE. The Fast Re-authentication Identity is provided to the UE by the 3GPP AAA server during the previous authentication procedure. The UE shall use the Fast Re-authentication Identity only once. A Pseudonym  Identity provided to the UE by the 3GPP AAA Server during a previous authentication procedure can be used in a full authentication until the UE receives a new Pseudonym identity from the 3GPP AAA Server.
NOTE: 
The 3GPP AAA Server will assign a new Pseudonym Identity with a frequency dictated by operator's policy. The allocation of new pseudonyms is required to prevent that the user's movements are tracked by an unauthorized party.

If during an authentication request, the UE receives an EAP-Request/AKA-Identity message containing AT_PERMANENT_ID_REQ, the UE shall return the Permanent Identity in the AT_IDENTITY attribute of the EAP-Response/AKA_Identity. If the UE receives an EAP-Request/AKA'-Identity message containing AT_PERMANENT_ID_REQ, the UE shall return the Permanent Identity in the AT_IDENTITY attribute of the EAP- Response /AKA'-Identity message.
If during an authentication request, the UE receives an EAP-Request/AKA-Identity message which contains AT_FULLAUTH_ID_REQ, the UE shall return the Pseudonym Identity as the AT_IDENTITY within EAP-Response/AKA_Identity message if available. If the UE receives an EAP-Request/AKA'-Identity message containing AT_FULLAUTH_ID_REQ, the UE shall return the Pseudonym Identity as the AT_IDENTITY within the EAP- Response /AKA'-Identity message if available. Otherwise the UE shall return the Permanent Identity.

If during an authentication request, the UE receives an EAP-Request/AKA-Identity message or EAP-Request/AKA-Identity message respectively, which contains AT_ANY_ID_REQ, the UE shall return the Fast Re-authentication Identity if available as the AT_IDENTITY. Otherwise the UE shall return the Pseudonym Identity.
End of Changes * * *  
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