Page 1



3GPP TSG CT WG1 Meeting #58
C1-091996
Sophia Antipolis (France), 20-24 April 2009
	CR-Form-v9.5

	CHANGE REQUEST

	

	(

	24.301
	CR
	0251
	(

rev
	1
	(

Current version:
	8.1.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	eKSI definition in NAS messages

	
	

	Source to WG:
(

	Qualcomm Europe

	Source to TSG:
(

	C1

	
	

	Work item code:
(

	SAES
	
	Date: (

	01/04/2009

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10

	
	

	Reason for change:
(

	The initial NAS messages (Attach Request, TAU request, Detach, Service Request and Extended Service Request) and the Security Mode Command message contain a eKSI value to tell the receiving entity the EPS security context used to protect the message. But the IE for this purpose in the NAS messages is named confusing. I.e. in many messages, it is named as the ‘NAS key set identifierASME’.
The GPRS KSI is different from the KSISGSN. The former indicates the GPRS key sets which can be used as input parameters to generate the mapped EPS security context, while the latter indicates the mapped EPS security context. 

Currently the TAU request message contains ‘NAS key set identifierSGSN’ IE as an optional IE, together with a mandatory NAS key set identifierASME IE. It is not clear how these two IEs can be used to cover all inter system TAU scenarios.
.

	
	

	Summary of change:
(

	- Rename the ‘NAS key set identifierASME’ IE to ‘NAS key set identifier’.
-
Define a new IE for the GPRS KSI in the TAU request message.

-
Rename the ‘NAS key set identifierSGSN’ IE to the ‘Non-current NAS key set identifier’ IE in the TAU request message.

	
	

	Consequences if 
(

not approved:
	eKSI handling in the NAS message remains confusing. 


	
	

	Clauses affected:
(

	3.1, 4.4.2.1, 4.4.2.2, 4.4.2.3, 4.4.3.1, 4.4.3.3, 4.4.3.5, 4.4.4.3, 5.4.3.2, 5.4.3.3, 5.5.3.2.2, 5.5.3.2.4, 8.2.11.1, 8.2.20.1, 8.2.29.1, 8.2.29.2, 8.2.29.3, 9.9.3.21, 9.9.3.4a (new)

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


* * * First Change * * * 
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

1x CS fallback capable UE: A UE that uses a CS infrastructure for a voice call and other CS-domain services by falling back to cdma2000® 1x access network if the UE is served by E‑UTRAN when a CS service is requested. 
Aggregate maximum bit rate: The maximum bit rate that limits the aggregate bit rate of a set of non-GBR bearers of a UE. Definition derived from 3GPP TS 23.401 [10].

Allowed CSG list: A list of CSG IDs stored in the UE. A UE is able to access only those CSG cells that have a CSG ID in this list.

Native EPS security context: a native security context to be used in EPS. Definition derived from 3GPP TS 33.401 [19].

CS fallback capable UE: A UE that uses a CS infrastructure for a voice call and other CS-domain services by falling back to A/Gb or Iu mode if the UE is served by E‑UTRAN when a CS service is requested.
CSG ID: A CSG ID is an identifier defined in 3GPP TS 23.003 [2] and associated to a cell or group of cells to which access is restricted to a defined group of users.

CSG selection: A UE supporting CSG selection selects CSG cell either automatically based on the list of allowed CSG identities or manually based on user selection of CSG on indication of list of available CSGs. Definition derived from 3GPP TS 23.122 [6]

Current EPS security context: the EPS security context which has been taken into use by the network most recently. Definition derived from 3GPP TS 33.401 [19].

EMM context: An EMM context is established in the UE and the MME when an attach procedure is successfully completed.

EMM-CONNECTED mode: A UE is in EMM-CONNECTED mode when a NAS signalling connection between UE and network is established. The term EMM-CONNECTED mode used in the present document corresponds to the term ECM-CONNECTED state used in 3GPP TS 23.401 [10].

EMM-IDLE mode: A UE is in EMM-IDLE mode when no NAS signalling connection between UE and network exists. The term EMM-IDLE mode used in the present document corresponds to the term ECM-IDLE state used in 3GPP TS 23.401 [10].
EPS services: Within the context of this specification, EPS services is used as a synonym for GPRS services in 3GPP TS 24.008 [13].

Evolved packet core network: the successor to the 3GPP Release 7 packet-switched core network, developed by 3GPP within the framework of the 3GPP System Architecture Evolution (SAE).
Evolved packet system: The evolved packet system (EPS) or evolved 3GPP packet-switched domain consists of the evolved packet core network and the evolved universal terrestrial radio access network. Definition derived from 3GPP TS 23.401 [10].

Dedicated bearer: An EPS bearer that is associated with uplink packet filters in the UE and downlink packet filters in the PDN GW where the filters only match certain packets. Definition derived from 3GPP TS 23.401 [10].

Default bearer: An EPS bearer that is associated with "match all" uplink and downlink packet filters in the UE and the PDN GW, respectively. Definition derived from 3GPP TS 23.401 [10].

GBR bearer: An EPS bearer that uses dedicated network resources related to a guaranteed bit rate (GBR) value, which are permanently allocated at EPS bearer establishment/modification. Definition derived from 3GPP TS 23.401 [10].

Initial NAS message: A NAS message is considered as an initial NAS message, if this NAS message can trigger the establishment of a NAS signalling connection. For instance, the ATTACH REQUEST message is an initial NAS message.

IPv4v6 capability: capability of the IP stack associated with a UE to support a dual stack configuration with both an IPv4 address and an IPv6 address allocated.

Last Visited Registered TAI: A TAI which is contained in the TAI list that the UE registered to the network and which identifies the tracking area last visited by the UE.
Linked Bearer Identity: This identity indicates to which default bearer the additional bearer resource is linked.

Mapped EPS security context: a mapped security context to be used in EPS. Definition derived from 3GPP TS 33.401 [19].

MME area: An area containing tracking areas served by an MME.

NAS signalling connection recovery: is a mechanism initiated by the NAS to restore the NAS signalling connection on indication of "RRC connection failure" by the lower layers.

NAS signalling connection: is a peer to peer S1 mode connection between UE and MME. A NAS signalling connection consists of the concatenation of an RRC connection via the "LTE-Uu" interface and an S1AP connection via the S1 interface. Additionally, for the purpose of optimized handover or idle mode mobility from cdma2000® HRPD access to E‑UTRAN (see 3GPP TS 23.402 [11]), the NAS signalling connection can consist of a concatenation of an S101‑AP connection and a signalling tunnel over a cdma2000® HRPD access network.
NOTE:
cdma2000® is a registered trademark of the Telecommunications Industry Association (TIA-USA).
Non-access stratum protocols: The protocols between UE and MSC or SGSN that are not terminated in the UTRAN, and the protocols between UE and MME that are not terminated in the E-UTRAN. Definition derived from 3GPP TS 21.905 [1].
Non-current EPS security context: An EPS security context which is valid, but is not currently used. 
Non-EPS services: services provided by CS domain. Within the context of this specification, non-EPS services is used as a synonym for non-GPRS services in 3GPP TS 24.008 [13]. A UE which camps on E-UTRAN can attach to both EPS services and non-EPS services.

Non-GBR bearer: An EPS bearer that uses network resources that are not related to a guaranteed bit rate (GBR) value. Definition derived from 3GPP TS 23.401 [10].

PDN address: an IP address assigned to the UE by the Packet Data Network Gateway (PDN GW).

Plain NAS message: a NAS message with a header including neither a message authentication code nor a sequence number.

Procedure Transaction Identity: An identity which is dynamically allocated by the UE for the UE requested ESM procedures. The procedure transaction identity is released when the procedure is completed.

RAT-related TMSI: When the UE is camping on an E-UTRAN cell, the RAT-related TMSI is the GUTI; when it is camping on a GERAN or UTRAN cell, the RAT-related TMSI is the P-TMSI.

The label (S1 mode only) indicates that this subclause or paragraph applies only to a system which operates in S1 mode, i.e. with a functional division that is in accordance with the use of an S1 interface between the radio access network and the core network. In a multi-access system this case is determined by the current serving radio access network.

S101 mode: applies to a system that operates with a functional division that is in accordance with the use of an S101 interface. For the definition of the S101 reference point, see 3GPP TS 23.402 [11].

TAI list: A list of TAIs that identify the tracking areas that the UE can enter without performing a tracking area updating procedure. The TAIs in a TAI list assigned by an MME to a UE pertain to the same MME area. Additionally, the TAIs in a TAI list assigned by an MME to a CS fallback capable UE pertain to the same location area. In this case, the defining of the relationship between the tracking area(s) and the location area(s) is operator specific.

Traffic flow aggregate: A temporary aggregate of packet filters that are included in a UE requested bearer resource allocation procedure or a UE requested bearer resource modification procedure and that is inserted into a traffic flow template (TFT) for an EPS bearer context by the network once the UE requested bearer resource allocation procedure or UE requested bearer resource modification procedure is completed.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.401 [10] apply:

MME pool area
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.008 [13] apply:

A/Gb mode

Iu mode

TFT

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.102 [18] apply:

UMTS security context

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.401 [19] apply:

Native security context

Current security context

EPS security context
KASME
K'ASME
Mapped security context

* * * Next Change * * * 
4.4
NAS security

4.4.1
General

This clause describes the principles for the handling of EPS security contexts in the UE and in the MME and the procedures used for the security protection of EPS NAS messages between UE and MME. Security protection involves integrity protection and ciphering of the EMM and ESM NAS messages.

The signalling procedures for the control of NAS security are part of the EMM protocol and are described in detail in clause 5.

NOTE:
The use of ciphering in a network is an operator option. In this subclause, for the ease of description, it is assumed that ciphering is used, unless explicitly indicated otherwise. Operation of a network without ciphering is achieved by configuring the MME so that it always selects the "null ciphering algorithm", 128‑EEA0.
4.4.2
Handling of EPS security contexts

4.4.2.1
General

The security parameters for authentication, integrity protection and ciphering are tied together in an EPS security context and identified by a key set identifier for E-UTRAN (eKSI). The relationship between the security parameters is defined in 3GPP TS 33.401 [19].

Before security can be activated, the MME and the UE need to establish an EPS security context. Usually, the EPS security context is created as the result of an authentication procedure between MME and UE. Alternatively, during inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, the MME and the UE derive a mapped EPS security context from a UMTS security context that has been established while the UE was in A/Gb mode or Iu mode.

The key set identifier eKSI is assigned by the MME either during the authentication procedure or, for the mapped security context, during the handover procedure. The eKSI consists of a value and a type of security context parameter indicating whether an EPS security context is a native EPS security context or a mapped EPS security context. When the EPS security context is a native EPS security context, the eKSI has the value of KSIASME, and when the current EPS security context is a mapped EPS security context, the eKSI has the value of KSISGSN.
The eKSI can be used to establish the secure exchange of NAS messages at the next establishment of a NAS signalling connection without executing a new authentication procedure (see subclause 4.4.2.3). To this purpose the initial NAS messages (ATTACH REQUEST, TRACKING AREA UPDATE REQUEST, DETACH REQUEST, SERVICE REQUEST and EXTENDED SERVICE REQUEST) and the SECURITY MODE COMMAND message contain an eKSI in the NAS key set identifier IE or the value part of eKSI in the KSI and sequence number IE indicating the current EPS security context used to integrity protect the message. 

In the present document, when the UE is required to delete an eKSI, the UE shall set the eKSI to the value "no key is available" and consider also the associated keys KASME or K'ASME , EPS NAS ciphering key and EPS NAS integrity key invalid (i.e. the EPS NAS security context associated with the eKSI as no longer valid).

NOTE:
In some specifications the term ciphering key sequence number might be used instead of the term Key Set Identifier (KSI).

The EPS security context is taken into use, when the MME initiates a security mode control procedure or, if it is a mapped EPS security context, during the inter-system handover procedure. The security context which has been taken into use by the network most recently is called current security context.

The UE and the MME need to be able to maintain two EPS security contexts simultaneously, since:

-
after a re-authentication, the UE and the MME can have both a current EPS security context and a new EPS security context which has not yet been taken into use; and

-
after an inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, the UE and the MME can have both a mapped EPS security context which is the current EPS security context and a native EPS security context that was created during a previous access in S1 mode or S101 mode.

The number of EPS security contexts that need to be maintained simultaneously by the UE and the MME is limited by the following requirements:

-
After a successful (re-)authentication, the MME and the UE shall delete any old EPS security context different from the current EPS security context.

-
When a new EPS security context is taken into use through a security mode control procedure, the MME and the UE shall delete the previously current EPS security context. 
-
When a new EPS security context is taken into use during the inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, the MME and the UE shall not delete the previously current native EPS security context.
-
When the MME and the UE derive a new mapped EPS security context during inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, the MME and the UE shall delete any existing mapped EPS security context.

-
When a native EPS security context is taken into use, the MME and the UE shall delete any mapped EPS security context.
When the UE moves from EMM-CONNECTED to EMM-IDLE, it shall keep the current EPS security context.

4.4.2.2
Establishment of a mapped EPS security context during inter system handover
In order for the UE to derive a mapped EPS security context for an inter-system change from A/Gb mode or Iu mode to S1 mode in EMM-CONNECTED mode, the MME shall generate a KSISGSN, create a nonceMME and generate the K'ASME using the created nonceMME as indicated in 3GPP TS 33.401 [19]. The MME shall include the selected NAS algorithms, nonceMME and generated KSISGSN (associated with the K'ASME) in the NAS security transparent container for handover to E-UTRAN. The MME shall derive the EPS NAS keys from K'ASME and the MME shall set the uplink and downlink NAS COUNT counters of the mapped EPS security context to zero.
4.4.2.3
Establishment of secure exchange of NAS messages

Secure exchange of NAS messages via a NAS signalling connection is usually established by the MME during the attach procedure by initiating a security mode control procedure. After successful completion of the security mode control procedure, except for the messages specified in subclauses 4.4.4 and 4.4.5, all NAS messages exchanged between the UE and the MME are sent integrity protected and ciphered using the current EPS security algorithm.

During inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, secure exchange of NAS messages is established between the MME and the UE by:

-
the transmission of NAS security related parameters encapsulated in the AS signalling from the MME to the UE triggering the inter-system handover (see 3GPP TS 33.401 [19]). The UE uses these parameters to generate the mapped EPS security context; and,

-
after the handover, the transmission of a TRACKING AREA UPDATE REQUEST message from the UE to the MME. The UE shall send this message integrity protected using the mapped EPS security context, but unciphered. From this time onward, except for the messages specified in subclauses 4.4.4 and 4.4.5, all NAS messages exchanged between the UE and the MME are sent integrity protected and ciphered using the mapped EPS security context.

The secure exchange of NAS messages shall be continued after S1 mode to S1 mode handover. It is terminated after inter-system handover from S1 mode to A/Gb mode or Iu mode or when the NAS signalling connection is released.

When a UE in EMM-IDLE mode establishes a new NAS signalling connection and has a valid current EPS security context, secure exchange of NAS messages can be re-established in the following ways:

1)
Except for the case described in item 3 below, the UE shall transmit the initial NAS message integrity protected with the current EPS security context, but unciphered. The UE shall include the current eKSI value in the initial NAS message. The MME shall check whether the eKSI included in the initial NAS message belongs to an EPS security context available in the MME, and shall verify the MAC of the NAS message. If the verification is successful, the MME may re-establish the secure exchange of NAS messages:

-
by replying with a NAS message that is integrity protected and ciphered using the current EPS security context. From this time onward, except for the messages specified in subclauses 4.4.4 and 4.4.5, all NAS messages exchanged between the UE and the MME are sent integrity protected and ciphered; or

NOTE:
This option is also applicable during the attach procedure, unless the UE indicates in the initial PDN CONNECTIVITY REQUEST sent with the ATTACH REQUEST message that it has ESM information that needs to be sent security protected.

-
by initiating a security mode control procedure. This can be used by the MME to take a cached or a new EPS security context into use or to modify the current EPS security context by selecting new NAS security algorithms; or

2)
If the initial NAS message was a SERVICE REQUEST message or EXTENDED SERVICE REQUEST message, secure exchange of NAS messages is triggered by the indication from the lower layers that the user plane radio bearers are successfully set up. After successful completion of the procedure, except for the messages specified in subclauses 4.4.4 and 4.4.5, all NAS messages exchanged between the UE and the MME are sent integrity protected and ciphered.
3)
If the UE has no current native EPS security context and performs a tracking area updating procedure after an inter-system change in idle mode from A/Gb mode to S1 mode or Iu mode to S1 mode, the UE shall send the TRACKING AREA UPDATE REQUEST message without integrity protection and encryption. The UE shall include a nonce and a GPRS ciphering key sequence number for creation of a mapped security context. The MME creates a fresh mapped EPS security context and takes this context into use by initiating a security mode control procedure. This re-establishes the secure exchange of NAS messages.

4.4.2.4
Change of security keys

When the MME initiates a re-authentication to create a new EPS security context, the messages exchanged during the authentication procedure are integrity protected and ciphered using the current EPS security context, if any.

Both UE and MME shall continue to use the current EPS security context, until the MME initiates a security mode control procedure. The SECURITY MODE COMMAND message sent by the MME includes the eKSI of the new EPS security context to be used. The MME shall send the message integrity protected with the new EPS security context, but unciphered. When the UE responds with a SECURITY MODE COMPLETE, it shall send the message integrity protected and ciphered with the new EPS security context.

The MME can also modify the current EPS security context or take an existing native EPS security context into use, by sending a SECURITY MODE COMMAND message including the eKSI of the EPS security context to be modified and including a new set of selected NAS security algorithms. In this case the MME shall send the SECURITY MODE COMMAND message integrity protected with the modified EPS security context, but unciphered. When the UE replies with a SECURITY MODE COMPLETE message, it shall send the message integrity protected and ciphered with the modified EPS security context.

4.4.3
Handling of NAS COUNT and NAS sequence number

4.4.3.1
General

There are two separate counters NAS COUNT for each EPS security context: one related to uplink NAS messages and one related to downlink NAS messages. The NAS COUNT counters use 24 bit internal representation and are independently maintained by UE and MME. The NAS COUNT is constructed as a NAS sequence number (least significant bits) concatenated with a NAS overflow counter (most significant bits).

When NAS COUNT is input to NAS ciphering or NAS integrity algorithms it is considered to be a 32-bit entity where the most significant bits are padded with zeros.

During the handover from UTRAN/GERAN to E-UTRAN, if the mapped EPS security context is taken into use, the NAS COUNT values for this EPS security context shall be initialized to zero in the UE and the network for uplink and downlink NAS messages.
The NAS sequence number part of the NAS COUNT is exchanged between the UE and the MME as part of the NAS signalling. After each new or retransmitted outbound security protected NAS message, the sender shall always increase the NAS COUNT number by one. Specifically, the NAS sequence number is increased by one, and if the result is zero (due to wrap around), the NAS overflow counter is also incremented by one (see subclause 4.4.3.5). The receiving side estimates the NAS COUNT used by the sending side. Specifically, if the NAS sequence number wraps around, the NAS overflow counter is incremented by one.

4.4.3.2
Replay protection

Replay protection shall be supported for received NAS messages both in the MME and the UE. However, since the realization of replay protection does not affect the interoperability between nodes, no specific mechanism is required for implementation.

Replay protection must assure that one and the same NAS message is not accepted twice by the receiver. Specifically, for a given NAS security context, a given NAS COUNT value shall be accepted at most one time and only if message integrity verifies correctly.

4.4.3.3
Integrity protection and verification

The sender shall use its locally stored NAS COUNT as input to the integrity protection algorithm.

The receiver shall use the NAS sequence number included in the received message and an estimate for the NAS overflow counter to form the NAS COUNT input to the integrity verification algorithm.
The algorithm to calculate the integrity protection information is specified in 3GPP TS 33.401 [19], and the integrity protection shall include octet 6 to n of the security protected NAS message, i.e. the sequence number IE and the NAS message IE. In addition to the data that is to be integrity protected, the constant BEARER ID, DIRECTION bit and COUNT are input to the integrity protection algorithm. These parameters are described in 3GPP TS 33.401 [19].
4.4.3.4
Ciphering and deciphering

The sender shall use its locally stored NAS COUNT as input to the ciphering algorithm.

The receiver shall use the NAS sequence number included in the received message and an estimate for the NAS overflow counter to form the NAS COUNT input to the deciphering algorithm.
The input parameters for the NAS ciphering algorithms shall be the same as the ones used for NAS integrity protection as described in subclause 4.4.3.3, with the addition that the length of the key stream to be generated by the encryption algorithms.
4.4.3.5
NAS COUNT wrap around

If, when increasing the NAS COUNT as specified above, the MME detects that its NAS COUNT is "close" to wrap around, (close to 224), the MME shall initiate a new AKA procedure with the UE, leading to a new established NAS security context and the NAS COUNT being reset to 0 in both the UE and the MME when the new NAS security context is activated as discussed above.

Similarly, the MME shall initiate an AKA procedure if it detects that the UE's uplink NAS COUNT is close to wrap around. If for some reason a new KASME has not been established using AKA before the NAS COUNT wraps around, the node (MME or UE) in need of sending a NAS message shall instead release the NAS signalling connection. Prior to sending the next uplink NAS message, the UE shall delete the current eKSI.

4.4.4
Integrity protection of NAS signalling messages

4.4.4.1
General

For the UE, integrity protected signalling is mandatory for the NAS messages once a valid EPS security context exists and has been taken into use. For the network, integrity protected signalling is mandatory for the NAS messages once a secure exchange of NAS messages has been established for the NAS signalling connection. Integrity protection of all NAS signalling messages is the responsibility of the NAS. It is the network which activates integrity protection.

Details of the integrity protection and verification of NAS signalling messages are specified in 3GPP TS 33.401 [19].
When both ciphering and integrity protection are activated, the NAS message is first encrypted and then the encrypted NAS message and the NAS sequence number are integrity protected by calculating the MAC.

When only integrity protection is activated, and ciphering is not activated, the unciphered NAS message and the NAS sequence number are integrity protected by calculating the MAC.

When during the EPS attach procedure an ESM message is piggybacked in an EMM message, there is only one sequence number IE and one message authentication code IE, if any, for the combined NAS message.
4.4.4.2
Integrity checking of NAS signalling messages in the UE

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the UE or forwarded to the ESM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI);

-
AUTHENTICATION REQUEST;

-
AUTHENTICATION REJECT;

-
ATTACH REJECT;

-
DETACH REQUEST;

-
DETACH ACCEPT (for non switch off);

-
TRACKING AREA UPDATE REJECT;

-
SERVICE REJECT.

NOTE:
These messages are accepted by the UE without integrity protection, as in certain situations they are sent by the network before security can be activated.

All ESM messages are integrity protected.

Once the secure exchange of NAS messages has been established, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message. If any NAS signalling message is received as not integrity protected even though the secure exchange of NAS messages has been established by the network, then the NAS shall discard this message.

4.4.4.3
Integrity checking of NAS signalling messages in the MME

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the MME or forwarded to the ESM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

-
EMM messages:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST;

-
DETACH ACCEPT;

-
TRACKING AREA UPDATE REQUEST.

NOTE 1:
The TRACKING AREA UPDATE REQUEST message is sent by the UE without integrity protection, if the tracking area updating procedure is initiated due to an inter-system change in idle mode and no current or native EPS security context is available in the UE. The other messages are accepted by the MME without integrity protection, as in certain situations they are sent by the UE before security can be activated.

All ESM messages are integrity protected.

Once a current EPS security context exists, until the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM entity in the MME shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check or cannot be verified, as the EPS security context is not available in the network:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST (if sent before security has been activated);

-
DETACH ACCEPT;

-
TRACKING AREA UPDATE REQUEST;

-
SERVICE REQUEST;

-
EXTENDED SERVICE REQUEST.

NOTE 2:
These messages are processed by the MME even when the MAC that fails the integrity check or cannot be verified, as in certain situations they can be sent by the UE protected with an EPS security context that is no longer available in the network.

If an ATTACH REQUEST message fails the integrity check, the MME shall authenticate the subscriber before processing the attach request any further.

If a TRACKING AREA UPDATE REQUEST message fails the integrity check, the MME shall initiate a security mode control procedure to take a new mapped EPS security context into use, if the UE provided a GPRS ciphering key sequence number, P-TMSI and RAI in the TRACKING AREA UPDATE REQUEST message; otherwise the MME shall reject the request with EMM cause value #9, "UE identity cannot be derived by the network".

If a SERVICE REQUEST or EXTENDED SERVICE REQUEST message fails the integrity check, the MME shall reject the request with EMM cause value #9, "UE identity cannot be derived by the network".

Once the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM or ESM entity in the MME shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If any NAS signalling message, having not successfully passed the integrity check, is received, then the NAS in the MME shall discard that message. If any NAS signalling message is received, as not integrity protected even though the secure exchange of NAS messages has been established, then the NAS shall discard this message.

* * * Next Change * * * 
5.4.3.2
NAS security mode control initiation by the network

The MME initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460 (see example in figure 5.4.3.2.1).

If the security mode control procedure is initiated further to a successful execution of the authentication procedure, the MME shall use the reset downlink NAS COUNT to integrity protect the SECURITY MODE COMMAND message.

The MME shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the NAS integrity key based on KASME or mapped K'ASME indicated by the eKSI included in the message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".

Upon receipt of a TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME does not have the valid native EPS security context indicated by the UE, the MME shall indicate the use of the mapped EPS security context to the UE by setting the type of security context flag in the NAS key set identifier IE to "mapped security context" and the KSI value related to the security context of the source system. The MME shall use the reset downlink NAS COUNT to integrity protect the SECURITY MODE COMMAND message.
While having a mapped EPS security context with the UE, if the MME wants to take the native EPS security context into use, the MME shall include the NAS key set identifier IE that matches the native EPS security context in the SECURITY MODE COMMAND message.

The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the replayed nonceUE if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (eKSI).

Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

NOTE:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.
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Figure 5.4.3.2.1: Security mode control procedure
5.4.3.3
NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities and the received nonceUE have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

If the type of security context flag is set to "native security context" and if the KSI matches a valid native EPS security context held in the UE while the UE has a mapped EPS security context as the current security context, the UE shall take the native EPS security context into use.

If the security mode command can be accepted, the UE shall reset the uplink NAS COUNT and the UE shall take the new EPS security context into use when:

a)
the SECURITY MODE COMMAND message is received further to a successful execution of the authentication procedure; or

b)
the type of security context flag is set to "mapped security context" in the NAS KSI IE included in the SECURITY MODE COMMAND message.

If the security mode command can be accepted and the eKSI was included in the SECURITY MODE COMMAND message, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME or mapped K'ASME if the type of security context flag is set to "mapped security context" indicated by the eKSI. If the SECURITY MODE COMMAND message includes  the type of security context flag set to "mapped security context" in the NAS KSI IE, nonceMME and nonceUE, the UE shall generate K'ASME from both nonces as indicated in 3GPP TS 33.401 [19] and reset the downlink NAS COUNT to check whether the SECURITY MODE COMMAND can be accepted or not. The UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the NAS ciphering key based on the KASME or mapped K'ASME indicated by the eKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new EPS security context".

From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.

* * * Next Change * * * 
5.5.3.2
Normal and periodic tracking area updating procedure

5.5.3.2.1
General

The periodic tracking area updating procedure is controlled in the UE by timer T3412. When timer T3412 expires, the periodic tracking area updating procedure is started. Start and reset of timer T3412 is described in subclause 5.3.5.

5.5.3.2.2
Normal and periodic tracking area updating procedure initiation

The UE in state EMM-REGISTERED shall initiate the tracking area updating procedure by sending a TRACKING AREA UPDATE REQUEST message to the MME,

a)
when the UE detects entering a tracking area that is not in the list of tracking areas that the UE previously registered in the MME;

b)
when the periodic tracking area updating timer T3412 expires;

c)
when the UE enters EMM-REGISTERED.NORMAL-SERVICE and the UE's TIN indicates "P-TMSI";

d)
when the UE performs an inter-system change from S101 mode to S1 mode and has no user data pending;

e)
when the UE receives an indication from the lower layers that the RRC connection was released with cause "load balancing TAU required";

f)
when the UE deactivated EPS bearer context(s) locally while in EMM-REGISTERED.NO-CELL-AVAILABLE, and then returns to EMM-REGISTERED.NORMAL-SERVICE;

g)
when the UE changes the UE core network capability information or the UE specific DRX parameter or both;

h)
when the UE receives an indication of "RRC Connection failure" from the lower layers and has no user uplink data pending;
i)
when the UE enters S1 mode after 1xCS fallback; or
j)
when the UE has selected a CSG cell whose CSG identity is not included in the UE's Allowed CSG list.
For all cases except case b), the UE shall set the EPS update type IE to "TA updating". For case b), the UE shall set the EPS update type IE to "periodic updating".

When the UE has user data pending and performs an inter-system change from S101 mode to S1 mode to a tracking area included in the TAI list stored in the UE, the UE shall perform a service request procedure instead of a tracking area updating procedure.
When initiating a tracking area updating procedure while in S1 mode, the UE shall use the current EPS NAS integrity key to integrity protect the TRACKING AREA UPDATE REQUEST message.

In order to indicate its UE specific DRX parameter while in E-UTRAN coverage, the UE shall send the TRACKING AREA UPDATE REQUEST message containing the UE specific DRX parameter in the DRX parameter IE to the network, with the exception of the case if the UE had indicated its DRX parameter (3GPP TS 24.008 [13]) to the network while in GERAN or UTRAN coverage. In this case, when the UE enters E-UTRAN coverage and initiates a tracking area updating procedure, the UE shall not include the UE specific DRX parameter in the DRX parameter IE in the TRACKING AREA UPDATE REQUEST message.
After sending the TRACKING AREA UPDATE REQUEST message to the MME, the UE shall start timer T3430 and enter state EMM-TRACKING-AREA-UPDATING-INITIATED (see example in figure 5.5.3.2.2). If timer T3402 is currently running, the UE shall stop timer T3402. If timer T3411 is currently running, the UE shall stop timer T3411. If timer T3442 is currently running, the UE shall stop timer T3442.
If the UE supports neither A/Gb mode nor Iu mode, the UE shall include a valid GUTI in the Old GUTI IE in the TRACKING AREA UPDATE REQUEST message.
If the UE supports A/Gb mode or Iu mode, the UE shall handle the Old GUTI IE as follows:

-
If the TIN indicates "P-TMSI" and the UE holds a valid P-TMSI and RAI, the UE shall map the P-TMSI and RAI into the Old GUTI IE. Additionally, if the UE holds a valid GUTI, the UE shall indicate the GUTI in the Additional GUTI IE.

NOTE:
The mapping of the P-TMSI and RAI to the GUTI is specified in 3GPP TS 23.003 [2].

-
If the TIN indicates "GUTI" or "RAT-related TMSI" and the UE holds a valid GUTI, the UE shall indicate the GUTI in the Old GUTI IE.
If the UE initiates the tracking area updating procedure due to a change of UE capability while in S1 mode, the UE shall include the UE network capability IE in the TRACKING AREA UPDATE REQUEST message.

In the TRACKING AREA UPDATE REQUEST message the UE shall set the value of the EPS update type IE to "periodic updating", if the procedure initiated due to expiry of T3412; otherwise, the UE shall set the value to "TA updating". If a UE has uplink user data pending when it initiates the tracking area updating procedure, or uplink signalling not related to the tracking area updating procedure, it may also set an "active" flag in the TRACKING AREA UPDATE REQUEST message to indicate the request to establish the user plane to the network and to keep the NAS signalling connection after the completion of the tracking area updating procedure.

If the UE has a current EPS security context, the UE shall include the eKSI (either KSIASME or KSISGSN) in the NAS Key Set Identifier IE in the TRACKING AREA UPDATE REQUEST message. Otherwise, the UE shall set the NAS Key Set Identifier IE to the value "no key is available".


When the tracking area updating procedure is initiated in EMM-IDLE mode to perform an inter-system change from A/Gb mode or Iu mode to S1 mode and the TIN is set to ‘P-TMSI’, the UE shall include the GPRS ciphering key sequence number applicable for A/Gb mode or Iu mode and a NonceUE in the TRACKING AREA UPDATE REQUEST message. The TRACKING AREA UPDATE REQUEST message shall be integrity protected with the current EPS security context if the UE has one. If the UE does not have a current EPS security context, but a non-current native EPS security context, the UE shall use this native EPS security context to integrity protect the message; otherwise the TRACKING AREA UPDATE REQUEST message shall not be integrity protected.

When the tracking area updating procedure is initiated in EMM-CONNECTED mode to perform an inter-system change from A/Gb mode or Iu mode to S1 mode, the UE shall derive the EPS NAS keys from the mapped K'ASME using the selected NAS algorithms, nonceMME and KSISGSN (to be associated with the mapped K'ASME) provided by lower layers as indicated in 3GPP TS 33.401 [19]. The UE shall reset the NAS COUNT of the mapped EPS security context which shall be taken into use. If the UE has a non-current native EPS security context, the UE shall include the KSIASME in the Non-current NAS key set identifier IE and its associated GUTI, as specified above, either in the Old GUTI IE or in the Additional GUTI IE of the TRACKING AREA UPDATE REQUEST message. The UE shall use the fresh EPS NAS integrity key to integrity protect the TRACKING AREA UPDATE REQUEST message.

When the tracking area updating procedure is initiated in EMM-IDLE mode, the UE may also include an EPS bearer context status IE in the TRACKING AREA UPDATE REQUEST message, indicating which EPS bearer contexts are active in the UE.
If the UE initiates the first tracking area updating procedure following an attach in A/Gb mode or Iu mode, the UE shall include a UE radio capability information update needed IE in the TRACKING AREA UPDATE REQUEST message.
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Figure 5.5.3.2.2.1: Tracking area updating procedure

5.5.3.2.3
EMM common procedure initiation

When the network receives a TRACKING AREA UPDATE REQUEST message containing the Old GUTI IE and the Additional GUTI IE with the same encoded mobile identity type "GUTI", but indicating different mobile identities, the network shall regard the former one as a P-TMSI and RAI and the latter one as a GUTI.
The network may initiate EMM common procedures, e.g. the EMM authentication and security mode control procedures.
5.5.3.2.4
Normal and periodic tracking area updating procedure accepted by the network

If the tracking area update request has been accepted by the network, the MME shall send a TRACKING AREA UPDATE ACCEPT message to the UE. If the MME assigns a new GUTI for the UE, a GUTI shall be included in the TRACKING AREA UPDATE ACCEPT message. In this case, the MME shall start timer T3450 and enter state EMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.4.1. The MME may include a new TAI list for the UE in the TRACKING AREA UPDATE ACCEPT message.

If the UE has included the UE network capability IE or the MS network capability IE or both in the TRACKING AREA UPDATE REQUEST message, the MME shall store all octets received from the UE, up to the maximum length defined for the respective information element.

NOTE:
This information is forwarded to the new MME during inter-MME handover or to the new SGSN during inter-system handover to A/Gb mode or Iu mode.

If a UE radio capability information update needed IE is included in the TRACKING AREA UPDATE REQUEST message, the MME shall delete the stored UE radio capability information, if any.
If the UE specific DRX parameter was included in the DRX Parameter IE in the TRACKING AREA UPDATE REQUEST message, the network shall replace any stored UE specific DRX parameter with the received parameter and use it for the downlink transfer of signalling and user data.

If an EPS bearer context status IE is included in the TRACKING AREA UPDATE REQUEST message, the MME shall deactivate all those EPS bearer contexts locally (without peer-to-peer signalling between the MME and the UE) which are active on the network side, but are indicated by the UE as being inactive. Additionally, the MME shall include an EPS bearer context status IE in the TRACKING AREA UPDATE ACCEPT message, indicating which EPS bearer contexts are active in the MME.
For a shared network, the TAIs included in the TAI list can contain different PLMN identities.

If the "active" flag is included in the TRACKING AREA UPDATE REQUEST message, the MME shall re-establish the radio and S1 bearers for all active EPS bearer contexts.

Upon receiving a TRACKING AREA UPDATE ACCEPT message, the UE shall stop timer T3430, reset the tracking area updating attempt counter, enter state EMM-REGISTERED and set the EPS update status to EU1 UPDATED. If the message contains a GUTI, the UE shall use this GUTI as new temporary identity for EPS services and shall store the new GUTI. If no GUTI was included by the MME in the TRACKING AREA UPDATE ACCEPT message, the old GUTI shall be used. If the UE receives a new TAI list in the TRACKING AREA UPDATE ACCEPT message, the UE shall consider the new TAI list as valid and the old TAI list as invalid; otherwise, the UE shall consider the old TAI list as valid.
If the UE had initiated TAU due to a change in UE network capability or change in DRX parameters or both, the UE shall locally deactivate ISR by setting TIN value to "GUTI".

If an EPS bearer context status IE is included in the TRACKING AREA UPDATE ACCEPT message, the UE shall deactivate all those EPS bearers contexts locally (without peer-to-peer signalling between the UE and the MME) which are active in the UE, but are indicated by the MME as being inactive.

The MME may also include of list of equivalent PLMNs in the TRACKING AREA UPDATE ACCEPT message. Each entry in the list contains a PLMN code (MCC+MNC). The UE shall store the list as provided by the network, after having removed from the list any PLMN code that is already in the list of forbidden PLMNs. In addition, the UE shall add to the stored list the PLMN code of the registered PLMN that sent the list. The UE shall replace the stored list on each receipt of the TRACKING AREA UPDATE ACCEPT message. If the TRACKING AREA UPDATE ACCEPT message does not contain a list, then the UE shall delete the stored list.

The network may also indicate in the EPS update result IE in the TRACKING AREA UPDATE ACCEPT message that ISR is active. If the TRACKING AREA UPDATE ACCEPT message contains:

i)
no indication that ISR is activated, the UE shall set the TIN to "GUTI";

ii)
an indication that ISR is activated, the UE shall regard a previously assigned P-TMSI and RAI as valid and registered with the network. If the TIN currently indicates "P-TMSI", the UE shall set the TIN to "RAT-related TMSI".

If the UE supporting CSG selection has attempted manual CSG selection, the UE, when receiving the TRACKING AREA UPDATE ACCEPT message, shall check if the CSG ID of the cell where the UE has sent the TRACKING AREA UPDATE REQUEST message is contained in the Allowed CSG list. If not, the UE shall add that CSD ID to the Allowed CSG list.
If the TRACKING AREA UPDATE ACCEPT message contained a GUTI, the UE shall return a TRACKING AREA UPDATE COMPLETE message to the MME to acknowledge the received GUTI.

Upon receiving a TRACKING AREA UPDATE COMPLETE message, the MME shall stop timer T3450, and shall consider the GUTI sent in the TRACKING AREA UPDATE ACCEPT message as valid.
For inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-IDLE mode, if the UE has included a KSIASME in the NAS Key Set Idenifier IE indicating a valid native EPS security context in the TRACKING AREA UPDATE REQUEST message, the MME shall take one of the following actions:

-
if the MME retrieves the native EPS security context as indexed by the KSIASME and GUTI indicated by the UE, the MME shall integrity check the TRACKING AREA UPDATE REQUEST message using the native EPS security context prior to include this KSIASME in the TRACKING AREA UPDATE ACCEPT and integrity protect the TRACKING AREA UPDATE ACCEPT message using the native security context which shall be taken into use; or

-
if the MME can not retrieve the native EPS security context as indexed by the KSIASME and GUTI indicated by the UE, the MME shall perform a security mode control procedure to indicate the use of the mapped EPS security context to the UE (see subclause 5.4.3.2).

For inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-IDLE mode, if the UE has not included a valid KSIASME in the NAS Key Set Idenifier IE in the TRACKING AREA UPDATE REQUEST message, the MME shall either perform a security mode control procedure to indicate the use of the mapped EPS security context to the UE (see subclause 5.4.3.2) or perform authentication procedure to create a new native EPS security context.

For inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-CONNECTED mode, the MME shall integrity check TRACKING AREA UPDATE REQUEST message using the current K'ASME as derived when triggering the handover to E-UTRAN (see subclause 4.4.2.1). The MME shall verify the received UE security capabilities in the TRACKING AREA UPDATE REQUEST message. Then, the MME shall take one of the following actions prior to integrity protect and cipher the TRACKING AREA UPDATE ACCEPT message using the security context based on K'ASME and take the mapped EPS security context into use:

-
if the UE has included a valid KSIASME in the Non-current NAS key set identifier IE indicating a valid native EPS security context in the TRACKING AREA UPDATE REQUEST message and if the MME retrieves the native EPS security context as indexed by the KSIASME and GUTI indicated by the UE, the MME may run a NAS security mode control procedure with the UE to activate the native EPS NAS security context (see subclause 5.4.3.2) ; or

-
if the UE has not included the Non-current NAS key set identifier IE in the in the TRACKING AREA UPDATE REQUEST message, the MME shall remove any native EPS security context for any GUTI for this UE.
Further to the above, upon receipt of TRACKING AREA UPDATE ACCEPT message, the UE shall take the mapped EPS security context into use. In addition, if no KSIASME is included in the TRACKING AREA UPDATE ACCEPT message, the UE shall remove the native EPS security context, if any.

* * * Next Change * * * 
8.2.11
Detach request

8.2.11.1
Detach request (UE originating detach)

This message is sent by the UE to request the release of an EMM context. See table 8.2.11.1.1.

Message type:
DETACH REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.11.1.1: DETACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Detach request message identity
	Message type

9.8
	M
	V
	1

	
	Detach type
	Detach type

9.9.3.7
	M
	V
	1/2

	
	NAS key set identifier
	NAS key set identifier 

9.9.3.21
	M
	V
	1/2

	
	GUTI or IMSI
	EPS mobile identity

9.9.3.12
	M
	LV
	5-12


* * * Next Change * * * 
8.2.20
Security mode command

8.2.20.1
Message definition

This message is sent by the network to the UE to establish NAS signalling security. See table 8.2.20.1.

Message type:
SECURITY MODE COMMAND

Significance:

dual

Direction:


network to UE

Table 8.2.20.1: SECURITY MODE COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Security mode command message identity
	Message type

9.8
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms

9.9.3.23
	M
	V
	1

	
	NAS key set identifier
	NAS key set identifier

9.9.3.21
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.9.2.9
	M
	V
	1/2

	
	Replayed UE security capabilities
	UE security capability

9.9.3.36
	M
	LV
	3-6

	C-
	IMEISV request
	IMEISV request

9.9.3.18
	O
	TV
	1

	55
	Replayed nonceUE
	Nonce

9.9.3.25
	O
	TV
	5

	56
	NonceMME
	Nonce

9.9.3.25
	O
	TV
	5


8.2.20.2
IMEISV request

The MME may include this information element to request the UE to send its IMEISV with the corresponding SECURITY MODE COMPLETE message.

8.2.20.3
Replayed nonceUE
The MME may include this information element to indicate to the UE to use the replayed nonceUE.

8.2.20.4
NonceMME
The MME may include this information element to indicate to the UE to use the nonceMME.

* * * Next Change * * * 
8.2.29
Tracking area update request

8.2.29.1
Message definition

The purposes of sending the tracking area update request by the UE to the network are described in subclause 5.5.3.1. See table 8.2.29.1.

Message type:
TRACKING AREA UPDATE REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.29.1: TRACKING AREA UPDATE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Tracking area update request message identity
	Message type

9.8
	M
	V
	1

	
	EPS update type
	EPS update type

9.9.3.14
	M
	V
	1/2

	
	NAS key set identifier
	NAS key set identifier

9.9.3.21
	M
	V
	1/2

	
	Old GUTI 
	EPS mobile identity

9.9.3.12
	M
	LV
	12

	B-
	Non-current  NAS key set identifier
	NAS key set identifier

9.9.3.21
	O
	TV
	1

	8-
	GPRS ciphering key sequence number
	Ciphering key sequence number 
9.9.3.4a
	O
	TV
	1

	19
	Old P-TMSI signature
	P-TMSI signature

9.9.3.26
	O
	TV
	4

	50
	Additional GUTI
	EPS mobile identity

9.9.3.12
	O
	TLV
	13

	55
	NonceUE
	Nonce

9.9.3.25
	O
	TV
	5

	58
	UE network capability
	UE network capability

9.9.3.34
	O
	TLV
	4-15

	52
	Last visited registered TAI
	Tracking area identity

9.9.3.32
	O
	TV
	6

	5C
	DRX parameter
	DRX parameter

9.9.3.8
	O
	TV
	3

	A-
	UE radio capability information update needed
	UE radio capability information update needed

9.9.3.35
	O
	TV
	1

	57
	EPS bearer context status
	EPS bearer context status

9.9.2.1
	O
	TLV
	4

	31
	MS network capability
	MS network capability

9.9.3.20
	O
	TLV
	4-10

	13
	Old location area identification
	Location area identification

9.9.2.2
	O
	TV
	6

	9-
	TMSI status
	TMSI status

9.9.3.31
	O
	TV
	1

	11
	Mobile station classmark 2
	Mobile station classmark 2

9.9.2.4
	O
	TLV
	5

	20
	Mobile station classmark 3
	Mobile station classmark 3

9.9.2.5
	O
	TLV
	2-34

	40
	Supported Codecs
	Supported Codec List

9.9.2.10
	O
	TLV
	5-n


8.2.29.2
Non-current NAS key set identifier
This IE is included if the UE has a valid non-current EPS security context when the UE performs an A/Gb mode or Iu mode to S1 mode inter-system change in EMM-CONNECTED mode and the UE uses a mapped EPS security context to protect the TRACKING AREA UPDATE REQUEST message.
8.2.29.3
GPRS ciphering key sequence number
The UE shall include this IE if the UE performs an A/Gb mode or Iu mode to S1 mode inter-system change in EMM-IDLE mode and the TIN indicates "P-TMSI".
8.2.29.4
Old P-TMSI signature

The UE shall include this IE if the TIN indicates "P-TMSI" and the UE holds a valid P-TMSI signature, P-TMSI and RAI.

8.2.29.5
Additional GUTI

The UE shall include this IE if the TIN indicates "P-TMSI" and the UE holds a valid GUTI, P-TMSI and RAI.

8.2.29.6
NonceUE
This IE is included if the UE performs an A/Gb mode or Iu mode to S1 mode inter-system change in idle mode.

8.2.29.7
UE network capability

The UE shall include this IE to indicate a change in UE network capability.
8.2.29.8
Last visited registered TAI

This IE shall be included if the UE holds a valid last visited registered TAI.

8.2.29.9
DRX parameter

This IE is included by the UE to indicate a change of UE specific DRX parameters to the network.

8.2.29.10
UE radio capability information update needed

The UE shall include this IE if the UE radio capability information in the network needs to be updated.

8.2.29.11
EPS bearer context status

This IE shall be included if the UE wants to indicate the EPS bearer contexts that are active within the UE. 

8.2.29.12
MS network capability
A UE supporting A/Gb mode or Iu mode shall include this IE, unless the UE performs a periodic tracking area updating procedure.
8.2.29.13
Old location area identification
The UE shall include this IE during a combined tracking area updating procedure if it has a valid location area identification.

8.2.29.14
TMSI status

The UE shall include this IE during a combined tracking area updating procedure if it has no valid TMSI available.

8.2.29.15
Mobile station classmark 2

This IE shall be included if the UE supports SRVCC to GERAN or UTRAN (see 3GPP TS 23.216 [8]).

8.2.29.16
Mobile station classmark 3

This IE shall be included if the UE supports SRVCC to GERAN.

8.2.29.17
Supported Codecs

This IE shall be included if the UE supports SRVCC to GERAN or UTRAN to indicate its supported speech codecs for CS speech calls.

* * * Next Change * * * 
9.9.3.21
NAS key set identifier

The NAS key set identifier is allocated by the network.

The NAS key set identifier information element is coded as shown in figure 9.9.3.21.1 and table 9.9.3.21.1.

The NAS key set identifier is a type 1 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	NAS key set identifier IEI
	TSC


	NAS key set identifier
	octet 1


Figure 9.9.3.21.1: NAS key set identifier information element

Table 9.9.3.21.1: NAS key set identifier information element

	Type of security context flag (TSC) (octet 1)

	

	Bit

	4
	
	
	

	0
	
	
	native security context (for KSIASME)

	1
	
	
	mapped security context (for KSISGSN)

	

	TSC does not apply for NAS key set identifier value "111".

	

	NAS key set identifier (octet 1)

	

	Bits

	3
	2
	1
	

	
	
	
	

	0
	0
	0
	

	through
	possible values for the NAS key set identifier

	1
	1
	0
	

	
	
	
	

	1
	1
	1
	no key is available

	
	
	
	


* * * Next Change * * * 
9.9.3.4a
Ciphering key sequence number
See subclause 9.9.3.19 in 3GPP TS 24.008 [13].
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