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Endorsement notice

The present document endorses 3GPP TS 24.229 (V7.2.0): "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP), Stage 3 (Release 7)" [1].

The present document shows the modifications, additions and deletions through the use of underlined and strikethrough text.

For the purpose of the present document clause 3 of [1] is replaced by the clause 3 shown in the present document.

For the purpose of the present document clause 4 of [1] applies, except for subclauses 4.1, 4.2, 4.3 and 4.4, which are replaced by the appropriate subclauses in clause 4 of the present document.
For the purpose of the present document clause 5 of [1] applies, except for subclauses 5.1.1.1A, 5.1.1.2, 5.1.1.3, 5.1.1.4, 5.1.1.5.1, 5.1.1.5.2, 5.1.1.5.A, 5.1.1.6, 5.1.1.7, 5.1.2.1, 5.1.2A.1, 5.1.2.A.2, 5.1.3.1, 5.1.6, 5.2.1, 5.2.2, 5.2.4, 5.2.5.1, 5.2.5.2, 5.2.6.2, 5.2.6.3, 5.2.6.4, 5.2.7.2, 5.2.7.3, 5.2.8.1.1, 5.2.8.1.2, 5.2.8.1.4, 5.2.8.3, 5.2.10, 5.4.1.1, 5.4.1.2, 5.4.1.2.1, 5.4.1.3, 5.4.1.4, 5.4.1.6, 5.4.1.7, 5.4.3.2, 5.4.3.3, 5.6.2, 5.10.1, 5.10.2.2, 5.10.2.3, 5.10.3.1, 5.10.4.2 and 5.10.4.3, which are replaced by the appropriate subclauses in clause 5 of the present document. In addition subclauses 5.1.1.1B, 5.1.1.2A, 5.1.1.4A, 5.1.1.5.1A, 5.1.1.6A, 5.2.2A, 5.4.1.2A.1, 5.4.8, 5.10.6 and 5.11 are added.

For the purpose of the present document clause 6 of [1] applies, except for clauses 6.1.1 and 6.2, which are replaced by the appropriate subclauses in clause 6 of the present document.

For the purpose of the present document clause 7 of [1] applies, except for subclauses 7.2A.3.2, 7.2A.4, 7.6, 7.6.1, 7.6.2 and 7.6.3 which are replaced by the appropriate subclauses in clause 7 of the present document.

For the purpose of the present document clause 9 of [1] applies, except for subclause 9.2.2, which is replaced by the appropriate subclauses in clause 9 of the present document.

For the purpose of the present document annex A of [1] applies, except for subclauses A.1.3, A.2.1.2, A.2.1.4.1, A.2.2.2 and A.2.2.4.1, and A.3.2.1 which are replaced by the appropriate subclauses in annex A of the present document.

For the purpose of the present document annex B of [1] applies, except for the addition of clauses B.2.2.6 and B.3.1.1 described in the appropriate subclauses in annex B of the present document.

For the purpose of the present document annex C of [1] applies, except for the addition of clause C.4 described in the appropriate subclauses in annex C of the present document.
For the purpose of the present document annex D of [1] applies, except for the addition of clauses D.2.2.6 and D.3.1.1 described in the appropriate subclauses in annex D of the present document.

For the purpose of the present document annex E of [1] applies, except for the addition of clauses E.2.2.6 and E.3 described in the appropriate subclauses in annex E of the present document.
PROPOSED CHANGE

5.10.4.2
Encryption for network topology hiding

Upon receiving an outgoing request/response from the hiding network the IBCF shall perform the encryption for network topology hiding purposes, i.e. the IBCF shall:

1)
use the whole header values which were added by one or more specific entity of the hiding network as input to encryption, besides the UE entry;

2)
not change the order of the headers subject to encryption when performing encryption;

3)
use for one encrypted string all received consecutive header entries subject to encryption, regardless if they appear in separate consecutive headers or if they are consecutive entries in a comma separated list in one header;

4)
construct a hostname that an NAI in the form of 'username@realm',where the username part is the encrypted string, and the realm is the name of the encrypting network;.
5)
append a "tokenized-by=" parameter tag and set it to the value of the encrypting network's name, after the constructed hostnameNAI;

6)
form one valid entry for the specific header out of the resulting NAI, e.g. prepend "SIP/2.0/UDP" for Via headers or "sip:" for Path, Service-Route, Route and Record-Route headers;
7)
if the IBCF encrypted an entry in the Route header, then it also inserts its own URI before the topmost encrypted entry; and

8)
if the IBCF encrypted an entry in the Via header, then it also inserts its own URI before the topmost encrypted entry.

NOTE 1:
Even if consecutive entries of the same network in a specific header are encrypted, they will result in only one encrypted header entry. For example:

Via: SIP/2.0/UDP ibcficscf1_s.home1.net;lr, 

 SIP/2.0/UDP Token(
SIP/2.0/UDP scscf1.home1.net;lr, 








SIP/2.0/UDP pcscf1.home1.net;lr)@home1.net;











tokenized-by=home1.net, 


 SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

NOTE 2:
If multiple entries of the same network are within the same type of headers, but they are not consecutive, then these entries will be tokenized to different strings. For example:

Record-Route:
sip:icscf1_s.home1.net;lr, 





sip:Token(sip:scscf1.home1.net;lr)@home1.net;tokenized-by=home1.net,





sip:as1.foreign.net;lr, 





sip:Token(sip:scscf1.home1.net;lr, 







  sip:pcscf1.home1.net;lr)@home1.net;tokenized-by=home1.net, 





sip:[5555::aaa:bbb:ccc:ddd]

NOTE 3:
If request will return to the hiding network (e.g. after visiting an AS), then the URI of IBCF is inserted. For example:

Route: sip:as1.foreign.net;lr,



   sip:ibcf1.home1.net;lr,



   sip:Token(sip:scscf1.home1.net;lr);tokenized-by=home1.net
PROPOSED CHANGE

5.10.4.3
Decryption for network topology hiding

Upon receiving and incoming requests/response to the hiding network the IBCF shall perform the decryption for network topology hiding purposes, i.e. the IBCF shall:

1)
identify hostnames NAIs encrypted by the network this IBCF belongs to within all headers of the incoming message;

2)
use the user part of those hostnames NAIs that carry the identification of the hiding network within the value of the "tokenized-by" parameter tag as input to decryption;

3)
use as encrypted string the hostname user part of the NAI which follows the sent-protocol (for Via Headers, e.g. "SIP/2.0/UDP") or the URI scheme (for Route and Record-Route Headers, e.g. "sip:");

4)
replace all content of the received header which carries encrypted information with the entries resulting from decryption.

EXAMPLE:
An encrypted entry to a Via header that looks like:

Via:

SIP/2.0/UDP Token(SIP/2.0/UDP scscf1.home1.net;lr, 

SIP/2.0/UDP pcscf1.home1.net;lr)@home1.net;tokenized-by=home1.net

will be replaced with the following entries:

Via: SIP/2.0/UDP scscf1.home1.net;lr, SIP/2.0/UDP pcscf1.home1.net;lr
NOTE:
Motivations for these decryption procedures are e.g. to allow the correct routeing of a response through the hiding network, to enable loop avoidance within the hiding network, or to allow the entities of the hiding network to change their entries within e.g. the Record-Route header.

PROPOSED CHANGE

7.2A.3.2
Syntax

The syntax for the tokenized-by parameter is specified in table 7.6:

Table 7.6: Syntax of tokenized-by-param

rr-param =  tokenized-by-param / generic-param

via-params =  via-ttl / via-maddr

             / via-received / via-branch

             / tokenized-by-param / via-extension

uri-parameter =  transport-param / user-param / method-param

/ ttl-param / maddr-param / lr-param / tokenized-by-param / other-param

tokenized-by-param = “tokenized-by” EQUAL hostname

The BNF for uri-parameter is taken from IETF RFC 3261 [26] and modified accordingly.
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