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	Reason for change:
(

	The handling of integrity protection of the NAS signalling messages is specified in such a way that the sequence number (SN) together with the encrypted NAS message is integrity protected. However, it gives rise to the lavish processing at both the receiver and the sender sides. Additionally, given the rarity of an attack which merely corrupts the SN and the fact that the receiver only drops the received message without any further severe consequences, there is no need to have the SN integrity protected. 
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	Clarify that the integrity protection by removing the integrity protection of the SN.
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	Overspecified integrity protection of the SN causes lavish processing at the receiver and sender.
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4.4.4.1
General

For the UE, integrity protected signalling is mandatory for the NAS messages once a valid EPS security context exists and has been taken into use. For the network, integrity protected signalling is mandatory for the NAS messages once a secure exchange of NAS messages has been established for the NAS signalling connection. Integrity protection of all NAS signalling messages is the responsibility of the NAS. It is the network which activates integrity protection.

Details of the integrity protection and verification of NAS signalling messages are specified in 3GPP TS 33.401 [19].
When both ciphering and integrity protection are activated, the NAS message is first encrypted and then the encrypted NAS message is integrity protected by calculating the MAC.

When only integrity protection is activated, and ciphering is not activated, the unciphered NAS message is integrity protected by calculating the MAC.

When during the EPS attach procedure an ESM message is piggybacked in an EMM message, there is only one sequence number IE and one message authentication code IE, if any, for the combined NAS message.
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