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1. Introduction

This paper discusses the KSI IEs in the NAS messages, especially by analyzing various scenarios of inter-system TAU procedure.
2. Discussion

The initial NAS messages (Attach Request, TAU request, Detach, Service Request and Extended Service Request) and the Security Mode Command message contain a eKSI value to tell the receiving entity the EPS security context used to protect the message. 

The eKSI can indicate either a native EPS security context or a mapped EPS security context. When the current EPS security context is a native EPS security context, the eKSI has the value of KSIASME, and when the current EPS security context is a mapped EPS security context, the eKSI has the value of KSISGSN.

However, the IE for this purpose in the NAS messages is named confusing, i.e. in many messages, it is named as the ‘NAS key set identifierASME’.

Proposal 1> Rename the ‘NAS key set identifierASME’ IE to ‘NAS key set identifier’.
In the followings, we analyze different inter-system TAU cases, in order to see which kind of security related IEs needs to be included in the TAU request message.
Case A) Idle mode mobility from GERAN/UTRAN to E-UTRAN with TIN = ‘P-TMSI’.

A-1) When the UE does not have a valid native EPS security context and a valid GUTI.

· eKSI = null as the message is not protected.

· UE nonce. 
· GPRS KSI to indicate the GPRS security context.
· Old GUTI or IMSI IE: mapped GUTI from P-TMSI/RAI, possibly together with P-TMSI signature.
A-2) When the UE holds a valid native EPS security context and a valid GUTI.

· eKSI = KSIASME, as the message is protected by the native EPS security context.
· UE nonce. 

· GPRS KSI to indicate the GPRS security context.

· Old GUTI or IMSI IE: mapped GUTI from P-TMSI/RAI, possibly together with P-TMSI signature.

Case B) Idle mode mobility from GERAN/UTRAN to E-UTRAN with TIN = ‘RAT-related TMSI’. 

This happens when an idle mode UE in GERAN/UTRAN with ISR active selects an E-UTRAN cell of which TAI is not in the UE’s TAI list. Although it is inter-system mobility, the TAU message is the same as that of intra E-UTRAN TAU procedure.
· eKSI = KSIASME or KSISGSN as the message is protected by the current EPS security context (note that the current EPS security context can be a mapped one, when the MME decided to continue to use the mapped EPS security context during the previous inter-system mobility event from GERAN/UTRAN to E-UTRAN).
· Old GUTI or IMSI IE: a valid GUTI.

The GPRS KSI is different from the KSISGSN. The former indicates the GPRS key sets which can be used as input parameters to generate the mapped EPS security context, while the latter indicates the mapped EPS security context.

Also the format of IEs for these parameters are also different, especially on the bit 4 of the IE; it is 0 for the former, and it is 1 for latter.

Proposal 2> Define a new IE for the GPRS KSI in the TAU request message.

Case C) TAU after inter-system handover from GERAN/UTRAN to E-UTRAN with TIN = ‘P-TMSI’.

The UE and MME have created a mapped EPS security context during inter-system handover procedure.

C-1) When the UE does not have a valid native EPS security context and a valid GUTI,
· eKSI = KSISGSN as the message is protected by the current mapped EPS security context.

· Old GUTI or IMSI IE: mapped GUTI from P-TMSI/RAI, possibly together with P-TMSI signature.

C-2) When the UE holds a valid native EPS security context and a valid GUTI.

· eKSI = KSISGSN as the message is protected by the current mapped EPS security context.

· Old GUTI or IMSI IE: mapped GUTI from P-TMSI/RAI, possibly together with P-TMSI signature.

· Additional GUTI: the valid GUTI
· Additional eKSI: KSIASME to indicate the valid (but non-current) native EPS security context.

Case D) TAU after inter-system handover GERAN/UTRAN to E-UTRAN with TIN = ‘RAT-related TMSI’.

The UE and MME have created a mapped EPS security context during inter-system handover procedure.

· eKSI = KSISGSN as the message is protected by the current mapped EPS security context.

· Old GUTI or IMSI IE: the valid GUTI 

· Additional eKSI: KSIASME to indicate the valid (but non-current) native EPS security context.

Currently the TAU request message contains ‘NAS key set identifierSGSN’ IE as an optional IE, together with a mandatory NAS key set identifierASME IE. It is not clear how these two IEs can be used to cover all the scenarios analyzed above.

Proposal 3> Rename the ‘NAS key set identifierSGSN’ IE to the ‘Non-current native NAS key set identifier’ IE in the TAU request message.
3. Conclusion

Based on the analysis of different inter system mobility scenarios, the following principles for the KSI IEs in the NAS messages are proposed.
1) Rename the ‘NAS key set identifierASME’ IE to ‘NAS key set identifier’.

2) Define a new IE for the GPRS KSI in the TAU request message.

3) Rename the ‘NAS key set identifierSGSN’ IE to the ‘Non-current native NAS key set identifier’ IE in the TAU request message.
C1-091561 and C1-091562 contain the text proposals to implement these principles. 
