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6.5
Authentication and authorization in an untrusted non-3GPP access network
6.5.1
General

In order to attach to the evolved packet core network (EPC) via untrusted non-3GPP IP access, the UE first needs to be configured with a local IP address from the untrusted non-3GPP access network. Once the UE is configured with a local IP address, the UE shall select the Evolved Packet Data Gateway (ePDG) as described in subclause 7.2.1 and shall initiate the IPsec tunnel establishment procedure as described in subclause 7.2.2. During these steps authentication and authorization shall be performed. While an IPSec tunnel is established between UE and ePDG, re-authentication and re-authorization may be performed upon request of the network.
Note: an operator may choose to employ an additional 3GPP based access authentication before the IPSec tunnel can be established. In this case it is performed like for access authentication for trusted non-3GPP access specified in subclause 6.4.
6.5.2
Tunnel authentication and authorization

6.5.2.1
General

Authentication signalling for untrusted non-3GPP access to the EPC shall be executed during IPSec tunnel establishment between the UE and the 3GPP AAA server in the EPC to ensure mutual authentication of the user and the EPC.

Authorization of EPC access shall be performed by the 3GPP AAA server upon successful user authentication.

Access authentication signalling shall be based on  Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [29] and is further detailed in 3GPP TS 33.402 [15 ], 3GPP TS 29.273 [17] and procedural descriptions in subclauses 6.4.2 and 6.4.3.


6.5.2.2
UE procedures
The UE shall exchange EAP signalling with the 3GPP AAA server as specified in 3GPP TS 33.402 [15].

Note: the EAP payload exchanged between UE and 3GPP AAA server is transported within the IKEv2 messages exchanged with ePDG as described in subclause 7.2.2.
6.5.2.3
3GPP AAA server procedures


The 3GPP AAA server shall exchange EAP signalling with the UE as specified in 3GPP TS 33.402 [15]. 
6.5.3
Tunnel re-authentication and -authorization

6.5.3.1
General

The network may request re-authentication and –authorization for the IPSec tunnel at any time. The procedures are specified in detail in 3GPP TS 33.402 [15] and based on EAP-AKA "fast" re-authentication.    
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