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Introduction
This exercise of collecting the editor's notes was done by the rapportuer and the outcome as presented herewith is that of the rapporteur. The views expressed by the rapporteur might not be the concensus.

This collating exercise classifies the open Editor’s notes in 3 categories identified by the colour shading given against open editor’s note. The colour GREEN indicates the view that the Editor’s note can be removed as it is covered and is superseded. The colour YELLOW means there is work still to be done but the work is not about introducing new functions but rather closing down on methods that are FFS. This category also includes placeholders for things we need to follow up eg. IETF RFCs and getting IANA registrations. 
The third category is coloured RED. In this category, the rapporteur feels there are still open issues on, maybe even, functional level.
In summary:-
There is a total of 21 Editor's notes in 24.302 v8.1.0. 
There is 1 under GREEN;
There are 20 marked YELLOW ie needing work. Of these eight are placeholders editor's notes – in this Tdoc these are notes 1, 2, 3, 4, 7, 8, 17 and 18. So effectively there 12 outstanding editor's notes.
There is no editor’s note marked RED.

>>>>>>>>>>>> here follows the open editor’s notes >>>>>>>>>>>>>>>>>>>>>>>>>>>>
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Network Discovery and Selection
5.1.2
Access network discovery procedure
5.1.2.1
Triggering the discovery of operator preferred access networks with the ANDSF

The UE may initiate communications with the ANDSF for operator preferred access network discovery:

-
when conditions set up within the policies available in the UE are met; or

-
when a user requests for manual selection.

NOTE:
The minimum allowed time interval between two consecutive UE initiated requests towards the ANDSF can be set by operator policies.

Editor's note:
Additional triggers are FFS. Some triggers like the UE changing access networks could override the minimum interval setting. This issue is FFS.
Open editor’s note 5: Editor's note added by C1-082804 (CT1#54, Zagreb). 

6
UE – EPC Network protocols
6.1
General
6.2
Trusted and Untrusted Accesses
6.3
IP Mobility Mode Selection
Editor's note:
This subclause describes the IP mobility mode selection process. In particular this subclause needs to cover the information needed and who shall provide such information and at what point in time. The criteria on which IP Mobility Mode is selected shall also be described.
Open editor’s note 6: This editor's note can be removed as text on IP mobility mode selection exists.
6.3.1
General

The IP mobility mechanisms supported between 3GPP and non-3GPP accesses within an operator and its roaming partner's network may be based on either:

a)
Static Configuration; or 

b)
Dynamic Configuration. 

The choice between a) and b) depends upon operators' preferences or roaming agreement or both.

6.3.2
Static Configuration of Inter-technology Mobility Mechanism

For networks deploying a single IP mobility management mechanism, the statically configured mobility mechanism can be access type or roaming agreement specific or both. The information about the mechanism to be used in such scenario is expected to be provisioned into the terminal and the network.

In static configuration, if there is a mismatch between the IP mobility mode mechanism parameters pre-configured in the network and in the UE, the UE may not be able to access the EPC. If the UE is able to access the EPC even if there is a mismatch between the IP mobility mode mechanisms, the network may not be able to provide session continuity for the UE.

6.3.3
Dynamic Configuration of Inter-technology Mobility Mechanism
Dynamic IP Mobility Mode Selection (IPMS) consist of two components:
-
IP MM protocol selection between Network Based Mobility (NBM), DSMIPv6 or MIPv4
-
Decision on IP address preservation if NBM is selected
Upon initial attachment to a non-3GPP access and upon handoff to non-3GPP accesses, the UE performs IPMS by providing an indication during network access authentication for EPC. For trusted access, the indication is provided before an IP address is allocated to the UE, while in untrusted access network, the indication is provided during IKEv2 tunnel establishment with the ePDG

When the UE provides an explicit indication for IPMS, then the network shall provide the indication to the UE identifying the selected mobility management mechanism.
When the dynamic IP mobility mode selection is used if the UE does not receive any indication of a selected mobility protocol after the UE provided an explicit indication, it is considered as an abnormal case and the UE may not get connectivity to the EPC.
NOTE:
The scenarios for mobility mode selection are described in subclause 4.1.3 of 3GPP TS 23.402 [6].
6.3.3.1
IPMS indication

6.3.3.1.1
IPMS indication from UE to 3GPP AAA server

During network access authentication, UE may provide an explicit indication to the 3GPP AAA server about the supported mobility protocol by using an attribute in the EAP-AKA and EAP-AKA' protocols, to extend these  protocols as specified in subclause 8.2 of IETF RFC 4187 [33]. This attribute is provided in EAP-Response/AKA-Challenge and corresponding EAP-AKA' message payload.

The UE may provide the indication for IPMS using AT_IPMS_IND attribute in EAP-AKA or EAP-AKA' if the UE receives the AT_RESULTS_IND attribute within the EAP-Request/AKA-Challenge message, or the EAP-Request'/AKA-Challenge' message when EAP-AKA' is used, received from the 3GPP AAA server. If the UE provides the AT_IPMS_IND attribute within the EAP-Response/AKA-Challenge message payload, or the EAP-Response'/AKA-Challenge' message payload when EAP-AKA' is used, the UE shall also provide the AT_RESULT_IND attribute within the message.
The UE indicates support for one or more mobility protocols in AT_IPMS_IND attribute as follows:

-
the UE shall indicate support for DSMIPv6 if the UE supports DSMIPv6; and

-
the UE shall indicate support for MIPv4 if the UE supports MIPv4; and

-
during initial attach, the UE should indicate support for NBM if the UE supports address preservation based on NBM between the access it is attaching to and all other accesses that the UE supports.; or

-
upon handover, the UE shall indicate support for NBM if the UE supports address preservation based on NBM while moving from source access network to target non-3GPP access network that the UE is attaching to.

If the UE does not support any mobility protocol then the UE shall not send the AT_IPMS_IND attribute to the 3GPP AAA server.

The preference of protocol may be indicated based on the policies configured on the UE. The detailed coding of this attribute is described in subclause 8.2.1.1.
Editor’s note: The attribute AT_IPMS_IND defined in this subclause requires registration with the IANA. At the time of freezing of release 8, MCC should make this registration.
Open editor’s note 7: This editor's note was added by C1-082923 (CT1#55, Budapest).

6.3.3.1.2
IPMS indication from 3GPP AAA server to UE
A 3GPP AAA server supporting IPMS shall include the AT_RESULT_IND attribute within the EAP-Request/AKA-Challenge and corresponding EAP-AKA' message payload.

If the UE provided an explicit indication as described in subclause 6.3.3, the 3GPP AAA server shall inform the UE of its decision on the mobility protocol and IP preservation mode by invoking an EAP-Request/AKA-Notification dialogue or an EAP-Request'/AKA-Notification' dialogue when EAP-AKA' is used.

On selecting the mobility protocol based on UE indication, access network capabilities and network policies, the 3GPP AAA server shall indicate the selected protocol to the UE by using the AT_IPMS_RES attribute. If the 3GPP AAA server does not receive any indication from the UE, NBM shall be used for providing connectivity to the UE.
If the AT_IPMS_RES attribute indicates DSMIPv6 then the UE shall follow the procedures defined in 3GPP TS 24.303 [11].

If the AT_IPMS_RES attribute indicates MIPv4 support, then the UE shall follow the procedures defined in 3GPP TS 24.304 [12].

The detailed coding of this attribute is described in subclause 8.2.1.2.

Editor’s note: The attribute AT_IPMS_RES defined in this subclause requires registration with the IANA. At the time of freezing of release 8, MCC should make this registration.
Open editor’s note 8: This editor's note was added by C1-082923 (CT1#55, Budapest).

6.4
Authentication and authorization for accessing EPC via a trusted non-3GPP access network
6.5
Access authentication and authorization in an untrusted non-3GPP access network
6.5.1
General

In order to attach to the evolved packet core network (EPC) via untrusted non-3GPP IP access, the UE first needs to be configured with a local IP address from the untrusted non-3GPP access network. Once the UE is configured with a local IP address, the UE shall select the Evolved Packet Data Gateway (ePDG) as described in subclause 7.2.1 and shall initiate the IPsec tunnel establishment procedure as described in subclause 7.2.2.

6.5.2
Access authentication and authorization

6.5.2.1
General

Authentication signalling for untrusted non-3GPP access to the EPC shall be executed between the UE and the 3GPP AAA server in the EPC to ensure mutual authentication of the user and the EPC.

Authorization of EPC access shall be performed by the 3GPP AAA server upon successful user authentication.

Access authentication signalling shall be based on IETF protocols, for e.g., Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [29].

Editor's note: The choice of an authentication protocol is FFS.

Open editor’s note 9: This editor's note was added by C1-080773 (CT1#51bis, Athens) This was part of the extraction from TR 24.801 into TS 24.302.
Note from rapporteur: C1-090435 submitted to CT1#57 but no treated due to lack of time. NEC as contributor of C1-090435 has volunteered to resubmit.
6.5.2.2
UE procedures

6.5.2.3
3GPP AAA server procedures

Editor's note: It is assumed that within the present report, like in 3GPP TS 24.234 [9], no distinction needs to be made between roaming and non-roaming scenarios. I.e. within the scope of this report, the SWa and SWd reference points defined in 3GPP TS 23.402 [6] are considered to coincide. The SWd reference point between 3GPP AAA proxy and 3GPP AAA server will be described by CT4 in 3GPP TR 29.803 [8].
Open editor’s note 10: While it seems the assumption is correct, what has to be put in place in this subclause? Would a reference to some oether TS be what is required?
Note from rapporteur: C1-090435 submitted to CT1#57 but no treated due to lack of time. NEC as contributor of C1-090435 has volunteered to resubmit.
6.5.3
Multiple PDN support for untrusted non-3GPP access network

Connectivity to multiple PDNs via untrusted non-3GPP access when PMIPv6 is used is supported in the EPS when the network policies and the user subscription allow it. The UE shall establish connection to multiple PDNs when PMIPv6 is used by the ePDG, by establishing a new IPSec tunnel with the same ePDG as described in subclause 7.2.2. The UE shall follow the procedures described in 3GPP TS 24.303 [11] to connect to multiple PDNs over S2c interface.The decision on whether UE establishes multiple IPSec tunnels with the ePDG for connectivity to multiple PDNs is taken by the UE. This decision is based on either the static configuration which indicates which mobility protocol the UE shall use or based on the information of selected protocol indicated in the IPMS attribute received during initial tunnel establishment.
6.6
UE - 3GPP EPC (cdma2000® HRPD Access)

6.7
UE - 3GPP EPC (WiMAX Access)
6.7.1
General

The WiMAX system and its access network subsystem are described within WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 2 [24]. The protocol architecture and signalling of the WiMAX system is specified in WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 3 [25]. This protocol architecture and signalling supports the air interface defined in WiMAX Forum Mobile System Profile Release 1.0 Approved Specification Revision 1.4.0 [26] which specifies selected profiles of IEEE Std 802.16e-2005 and IEEE Std 802.16-2004/Cor1-2005 [27].

6.7.2
Non-emergency case

6.7.2.1
General

Subclauses 6.7.2.2 through 6.7.2.7 describe the particular requirements for access to the EPC via a WiMAX access network in support of non-emergency accesses and services.
6.7.2.2
UE identities

The UE and network shall use the root NAI as specified in 3GPP TS 23.003 [3] for EPC access authentication when the UE obtains service via a WiMAX access network connected to an EPC in the UE's HPLMN. 

Editor's note:  Whether the UE and network shall use the root NAI or decorated NAI for EPC access authentication when the UE obtains service from the EPC via a WiMAX access network serving as a VPLMN is for further study.
Open editor’s note 11: This editor's note was added by C1-084395 (CT1#55bis, Phoenix).

Additionally, the UE and network shall use the Fast-Reauthentication NAI and the Pseudonym Identity as described in subclause 4.4.

6.7.2.3
WiMAX access network identity

The access network identity is described in 3GPP TS 23.003 [3] and in subclause 6.4.2.4 of this specification. For a WiMAX network, the value and encoding of the access network identity is described in subclause 8.1.1. The 3GPP AAA server, HSS, and any visited network AAA proxy shall use the access network identity during EAP-AKA authentication procedures (see 3GPP TS 33.402 [15]).
6.7.2.4
Selection of the Network Service Provider
The UE shall use WIMAX-specific procedures described in WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 3 [25] to discover and select the highest priority Network Service Provider (NSP) which is available and allowable.
6.7.2.5
Trusted and untrusted accesses

The UE shall determine the trust relationship for access to the EPC via a WiMAX access network as described in subclause 4.1.
6.7.2.6
IP mobility mode selection

The UE and network shall perform IP mobility mode selection as described in subclauses 6.3.3.1 and 6.4.3.2.
6.7.2.7
Authentication and authorization for accessing EPC

Editor's note:
This subclause will identify any particular options, if any, with respect to the authentication and authorization processes used by the UE and 3GPP AAA server for UEs accessing the EPC via a WiMAX access network. In particular, any requirements defined in WiMAX specifications which mandate the use of any options described in subclause 6.4 or 3GPP TS 33.402 [15] should be identified within this subclause.
Open editor’s note 12: This editor's note was added by C1-084395 (CT1#55bis, Phoenix).

6.7.3
Emergency case
NOTE:
Procedures for handling emergency accesses or services are not specificed within this release of the specification
6.8
Communication over the S14
6.8.1
General

In order to assist the UE with performing access network discovery and selection, ANDSF provides a set of information to the UE. This information contains the access network discovery and selection information to assist the UE with selecting the access network or the inter-system mobility policy to control and assist the UE with performing the inter-system change or both.
This set of information can either be provisioned in the UE by the home operator, or provided to the UE by the ANDSF over the S14 reference point via pull or push mechanisms as defined in 3GPP TS 23.402 [6] by means of the access network discovery and selection procedures as described in subclause 6.8.2.
The ANDSF is located in the subscriber's home operator network and needs to be discovered by the UE. Through push mechanisms the ANDSF can provide assistance information to the UE e.g. if the UE has previously used pull based ANDSF procedure or if OMA-DM bootstrapping is used as described in subclause 6.8.2.2.1A. Through pull mechanisms the UE can send a request to the ANDSF in order to get assistance information for access network discovery and selection.
ANDSF shall comply with local, national and regional requirements regarding the privacy and confidentiality of location information. 
NOTE:
The regulation and legislations of the home operator of the ANDSF server determines whether the ANDSF server can store the user's location information.
6.8.2
Interaction with the Access Network Discovery and Selection Function

6.8.2.1
General

The S14 interface enables IP level communication between the UE and ANDSF. The protocols supported by the S14 interface are realized above the IP level. Both pull and push mechanisms may be supported for communication between the UE and the ANDSF. A combination of pull and push mechanisms may also be supported.

The information is transferred between the UE and ANDSF using OMA DM as defined in OMA-ERELD-DM-V1_2 [39] with the management object as specified in 3GPP TS 24.312 [13].

6.8.2.2
UE procedures
6.8.2.2.1
UE discovering the ANDSF

The IP address of the ANDSF can be provisioned in the UE by the home operator. If not provisioned in the UE, the domain name or the IP address of the ANDSF can also be discovered by the UE by means of the DHCP query as specified in draft-ietf-mipshop-mos-dhcp-options [37]. The ANDSF IP address by which the UE can contact the ANDSF can also be obtained by the UE through a DNS lookup as specified in IETF RFC 1035 [35]. The QNAME shall be set to the ANDSF-SN FQDN, as defined in 3GPP TS 23.003 [3].
NOTE:
The UE discovery and interaction with the ANDSF of the visited network while roaming is not specified in this release of the specification.
Editor's note:
Other solution for the UE to retrieve the IP address of the ANDSF is FFS.
Open editor’s note 13: This editor's note was added by C1-082086 (CT1#53, CapeTown)

Note from rapporteur: Qualcomm has volunteered to submit a CR to resolve this editor's note.
When performing DNS resolution, the UE shall build a Fully Qualified Domain Name (FQDN) for the DNS request and select the IP address of the ANDSF included in the DNS response message.

When performing DHCP resolution, the UE shall perform DHCP query and select the IP address of the ANDSF offered by the DHCP Server, or perform another DNS query to get the IP address of the ANDSF when the DHCP Server only provides the domain name of the ANDSF.
6.8.2.2.1A
ANDSF communication security

According to 3GPP TS 33.402 [15], the UE and ANDSF shall use PSK TLS with GBA based shared key-based mutual authentication between UE and ANDSF as specified by subclause 5.4 of 3GPP TS 33.222 [44]. 

In accordance with 3GPP TS 29.109 [43], the BSF shall provide either the UE's IMSI or IMPI to NAF, ie the ANDSF server.
OMA-DM's application level authentication mechanism does not need to be used with ANDSF, since mutual security association is already established on transport level using PSK-TLS as specified in 3GPP TS 33.402 [15]. According to OMA-ERELD-DM-V1_2 [39], however, each Managed Object (MO) shall have an access control list (ACL) that lists authorized OMA DM servers. In order to comply with OMA-ERELD-DM-V1_2 [39], the ANDSF-SN FQDN shall be used as server name in the ACL list. 

If the UE does not support the ANDSF security mechanism as specified in 3GPP TS 33.402 [15], or if the operator does not implement the GAA bootstrap framework specified in 3GPP TS 33.220 [42], appropriate communication security can be established with the ANDSF in HPLMN using OMA-DM's bootstrap and secure http (https) mechanism according to OMA-ERELD-DM-V1_2 [39].
6.8.2.2.2
Role of UE for Push model

The GAA security solution specified in 3GPP TS 33.402 [15] does not specify a push message or security support for any push message that ANDSF could send to the UE to initiate ANDSF information exchange with the UE. If a TLS connection is released, it can only be re-established by the UE, not by ANDSF.

The UE shall implement the push moded of ANDSF in accordance with OMA-ERELD-DM-V1_2 [39] using WAP Push, which is applicable for 3GPP access networks only. In the push procedure, the ANDSF sends a notification SMS to the UE without establishing a data connection with the UE. The reception of the notification SMS message triggers the UE to establish the ANDSF secure data connection using the information received in the notification SMS.
6.8.2.2.3
Role of UE for Pull model

In the pull model of communication, the UE sends a query to ANDSF to retrieve or update inter-system mobility policy or information about available access networks in its vicinity or both. The UE will wait for an implementation dependent time for an answer from the ANDSF. If ANDSF does not respond within that time, further action by the UE is implementation dependent. The UE may store the information with version identifier received from network. The ANDSF can generate the version identifier e.g. by using time stamp, version number or some other unique identifier as specified in OMA Device Management Tree and Description Draft Version 1.2 [40]. The UE may include the following information in the request:

1)
UE’s current location; the format of the location is described as UE_Location in ANDSF MO defined in 3GPP TS 24.312 [13]; 
Editor's note:  Other information that may be provided by the UE in request message is FFS.
Open editor’s note 14: This editor's note was added by C1-082563 (CT1#54, Zagreb).

2)
Version identifier of the previous update received from network.

After communicating with ANDSF, the UE may be provided with updated inter-system policy and information about available access networks. The list of the information is described in subclause 6.8.2.3.3 and the correspondent ANDSF MO is defined in 3GPP TS 24.312 [13].

The UE may start Pull model communication with ANDSF based upon the information previously received by ANDSF (e.g. based on the value of UpdatePolicy leaf defined in 3GPP TS 24.312 [13]).

NOTE:
Mechanisms to limit the frequency of queries transmission from the UE to the ANDSF are implementation dependant. 

6.8.2.2.4
UE using information provided by ANDSF
Network detection and selection shall take into account the access network specific requirements and the UE's local policy, e.g. user preference settings, access history, etc, along with the information provided by the ANDSF when selecting an access network. The local policy and the information provided by the ANDSF shall be used by the UE in an implementation dependent way to limit the undesired alternating between access systems, e.g. ping-pong type of inter-system changes. However, the use of such information from the ANDSF shall not be in contradiction to functions specified in 3GPP TS 23.122 [4], 3GPP TS 25.304 [14] and 3GPP TS 36.304 [16].
6.8.2.3
ANDSF procedures
6.8.2.3.1
General

The ANDSF provides information about inter-system mobility policy or information about available access networks in the vicinity of the UE or both. The inter-system mobility policies may be organized in a hierarchy and a priority order among multiple policies may determine which policy has the highest priority. The policies may indicate preference of one access network over another or may restrict inter-system mobility to a particular access network under certain conditions. The ANDSF may also specify validity conditions which indicate when a policy is valid. Such conditions may be based on time duration, location, etc.
6.8.2.3.2
Role of ANDSF for Push model

In the push model, based on implementation dependant network events, the ANDSF server may send a notification SMS to trigger the UE to start interacting with ANDSF server. After a secure connection is established according to subclause 6.8.2.2.1A, the ANDSF may update the inter-system mobility policy in the UE or inform the UE about available access networks in the vicinity of the UE. The ANDSF shall be able to limit the information provided to the UE. This can be based on UE’s current location, UE capabilities, etc.
6.8.2.3.3
Role of ANDSF for Pull model

When contacted by UE, ANDSF may interact with the UE in order to provide the UE with inter-system mobility policy or information about available access networks in the vicinity of the UE or both. In case of information about available access networks, the ANDSF provides the following information about each available access networks in the form of a list containing:

1)
Type of Access network (e.g. WLAN, WiMAX);

2)
Location of Access Network (e.g. 3GPP location);
3)
Access Network specific information (e.g WLAN information, WiMAX information); and
4)
Operator differentiated text field (if supported, e.g. if WNDS MO defined in 3GPP TS 24.312 [13] is used).

The detailed list of information is described in 3GPP TS 24.312 [13].
7
Tunnel management procedures
7.1
General

7.2
UE procedures

7.3
3GPP AAA server procedures

7.4
ePDG procedures

7.4.1
Tunnel establishment

Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall proceed with authorization and authentication. The procedure is based on the one described in 3GPP TS 33.234 [7], with the following differences:
· ePDG is substituted for PDG,

· EAP-SIM authentication is not allowed,

· dynamical configuration of two types of IP addresses (IPv4 and IPv6),

· allocation of Home Agent address(es) for subsequent DSMIPv6 related signalling,

· instead of W-APN the full APN is transferred.

The ePDG shall proceed with IPsec tunnel setup completion and relay in the IKEv2 Configuration Payload (CFG_REPLY) of the final IKE_AUTH response message the remote IP address assigned to the UE. If the UE requested both an IPv4 address and an IPv6 address, both are allocated to the UE via a single CFG_REPLY Configuration Payload containing two configuration attributes, one for the IPv4 address, the other for the IPv6 address, else only the IP address of the requested IP version is allocated. If the UE requested the Home Agent identity, the ePDG may allocate these in a CFG_REPLY Configuration Payload with the corresponding number of configuration attributes. An IPsec tunnel is now established between the UE and the ePDG. The ePDG also includes the identity of the associated PDN (APN) in the IDr payload of IKEv2. If the UE provided APN to the ePDG during the tunnel establishment, the ePDG shall not change the provided APN.
If the UE indicates Handover Attach by including the allocated home address(es) and the ePDG obtains one or more PDN GW identities from the AAA server, the ePDG shall use these identified PDN GWs in the subsequent PGW selection process. If the UE indicates Initial Attach i.e. home address(es) not included, the ePDG may run its initial PDN GW selection process to determine the PDN GW without using the received PDN GW identities.
Editor's note: In case of IPv6, it is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE.

Open editor’s note 15: This editor's note was added by C1-080773 (CT1#52bis, Athens). This is part of the extraction from the TR 24.801.

Note from rapporteur: C1-090432 submitted to CT1#57 but no treated due to lack of time. NEC as contributor of C1-090432 has volunteered to resubmit.
Editor's note: The implications of the IP mobility mode selection procedure on this section are FFS.

Open editor’s note 16: This editor's note was added by C1-080773 (CT1#52bis, Athens). This is part of the extraction from the TR 24.801.

Note from rapporteur: C1-090432 submitted to CT1#57 but no treated due to lack of time. NEC as contributor of C1-090432 has volunteered to resubmit.
The ePDG shall support IPSec ESP (see IETF RFC 4303 [32]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [15].
During the IKEv2 authentication and tunnel establishment, if the UE requested the HA IP address(es) and if DSMIPv6 was chosen and if the HA IP address(es) are available, the ePDG shall provide the HA IP address(es) (IPv6 address and optionally IPv4 address) for the corresponding APN as specified by the "IDr" payload in the IKE_AUTH request message by including in the CFG_REPLY Configuration Payload a HOME_AGENT_ADDRESS attribute. In the CFG_REPLY, the ePDG sets respectively the IPv6 Home Agent address field and optionally the IPv4 Home Agent address field of the HOME_AGENT_ADDRESS attribute to the IPv6 address of the HA and to the IPv4 address of the HA. If no IPv4 HA address is available at the ePDG or if it was not requested by the UE, the ePDG shall omit the IPv4 Home Agent Address field. If the ePDG is not able to provide an IPv6 HA address for the corresponding APN, then the ePDG shall not include a HOME_AGENT_ADDRESS attribute in the CFG_REPLY.
7.4.2
Tunnel modification

When receiving an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification, the ePDG shall check the validity of the IP address and update the IP address in the IKE security association with the values from the IP header. The ePDG shall reply with an INFORMATIONAL response.

The ePDG may initiate a return routability check for the new address provided by the UE, by including a COOKIE2 notification in an INFORMATIONAL request and send it to the UE. When the ePDG receives the INFORMATIONAL response from the UE, it shall check that the COOKIE2 notification payload is the same as the one it sent to the UE. If it is different, the ePDG shall close the IKE security association by sending an INFORMATIONAL request message including a "DELETE" payload.

If no return routability check is initiated by the ePDG, or if a return routability check is initiated and is successfully completed, the ePDG shall update the IPsec security associations associated with the IKE security association with the new address.

7.4.3
Tunnel disconnection

7.4.3.1
ePDG initiated disconnection

The ePDG shall use the procedures defined in the IKEv2 protocol (see IETF RFC 4306 [28]) to disconnect an IPsec tunnel to the UE. The ePDG shall close the incoming security associations associated with the tunnel and instruct the UE to do likewise by sending the INFORMATIONAL request  message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent Security Parameter Indexes in the payload. This indicates that the IKE security association, and all IPsec ESP security associations that were negotiated within it between ePDG and UE shall be deleted; or
ii)
Protocol ID set to "3" for ESP. The SECURITY PARAMETERS INDEXES s included in the payload shall correspond to the particular incoming ESP SECURITY ASSOCIATION at the UE for the given tunnel in question.

7.4.3.2
ePDG behaviour towards UE initiated disconnection

On receipt of the INFORMATIONAL request message including "DELETE" payload indicating that the UE is initiating tunnel disconnect procedure, the ePDG shall:

i)
Close all security associations identified within the DELETE payload (these security associations correspond to outgoing security associations from the ePDG perspective). If no security associations were present in the DELETE payload, and the protocol ID was set to "1", the ePDG shall close the IKE security association, and all IPsec ESP security associations that were negotiated within it towards the UE; and
ii)
The ePDG shall delete the incoming security associations corresponding to the outgoing security associations identified in the "DELETE" payload.

The ePDG shall send an INFORMATIONAL response message. This shall contain a list of security associations deleted in step (ii) above.

If the ePDG is unable to comply with the INFORMATIONAL request message, the ePDG shall send INFORMATION response message with either:

i)
a NOTIFY payload of type "INVALID_SPI", for the case that it could not identify one or more of the SECURITY PARAMETERS INDEXES  in the message from the UE; or

ii)
a more general NOTIFY payload type. This payload type is implementation dependent.
8
PDUs and parameters specific to the present document

Editor's note:
Presently only specific coding against IETF RFCs are found needed. It is FFS if codings against 3GPP2 specifications or WiMAX specifications are needed.

Open editor’s note 17: Is it still FFS if other exceptions are needed?
8.1
3GPP specific coding information defined within present document

8.2
IETF RFC coding information defined within present document

8.2.1
IPMS attributes

8.2.1.1
AT_IPMS_IND attribute
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Attribute Type = AT_IPMS_IND
	octet 1

	
Length = 1
	octet 2

	
Value 
	octet 3

octet 4


Figure 8.2.1.1: AT_IPMS_IND attribute

Table 8.2.1.1: AT_IPMS_IND attribute

	Attribute Type indicates the type of attribute as AT_IPMS_IND with a value of XXXX.

Editors Note: The exact value of the attribute which will be assigned by IANA is FFS.

	Length of this attribute shall be set to 1 as per IETF RFC 4187 [33]

	Value

	7
	6
	4
	5
	3
	2
	1
	0
	
	Protocol Supported

	0
	0
	0
	0
	0
	0
	0
	0
	
	Reserved

	0
	0
	0
	0
	0
	0
	0
	1
	
	DSMIPv6 only

	0
	0
	0
	0
	0
	0
	1
	0
	
	NBM only

	0
	0
	0
	0
	0
	0
	1
	1
	
	MIPv4 only

	0
	0
	0
	0
	0
	1
	0
	0
	
	DSMIPv6 and NBM both supported

	0
	0
	0
	0
	0
	1
	0
	1
	
	MIPv4 and NBM both supported

	0
	0
	0
	0
	0
	1
	1
	0
	
	DSMIPv6 and NBM Supported;DSMIPv6 preferred

	0
	0
	0
	0
	0
	1
	1
	1
	
	DSMIPv6 and NBM Supported; NBM preferred

	0
	0
	0
	0
	1
	0
	0
	0
	
	MIPv4 and NBM supported; MIPv4 preferred

	0
	0
	0
	0
	1
	0
	0
	1
	
	MIPv4 and NBM supported; NBM preferred

	0
	0
	0
	0
	1
	0
	1
	0
	
	MIPv4 and DSMIPv6 supported; MIPv4 preferred

	0
	0
	0
	0
	1
	0
	1
	1
	
	MIPv4 and DSMIPv6 supported; DSMIPv6 preferred

	0
	0
	0
	0
	1
	1
	0
	0
	
	MIPv4, DSMIPv6 and NBM supported; MIPv4 preferred

	0
	0
	0
	0
	1
	1
	0
	1
	
	MIPv4, DSMIPv6 and NBM supported; DSMIPv6 preferred

	0
	0
	0
	0
	1
	1
	1
	0
	
	MIPv4, DSMIPv6 and NBM supported; NBM preferred


8.2.1.2
AT_IPMS_RES attribute
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Figure 8.2.1.2: AT_IPMS_RES attribute.

Table 8.2.1.2: AT_IPMS_RES attribute

	Attribute Type indicates the type of attribute as AT_IPMS_RES with a value of XXXX.

Editors Note: The exact value of the attribute which will be assigned by IANA is FFS.

	The Length of this attribute shall be set to 1 as per IETF RFC 4187 [33]

	Value 

	7
	6
	4
	5
	3
	2
	1
	0
	
	Protocol Selected

	0
	0
	0
	0
	0
	0
	0
	0
	
	Reserved

	0
	0
	0
	0
	0
	0
	0
	1
	
	DSMIPv6 

	0
	0
	0
	0
	0
	0
	1
	0
	
	NBM 

	0
	0
	0
	0
	0
	0
	1
	1
	
	MIPv4 


8.2.2
Access Network Identity indication attribute

8.2.2.1
Access Network Identity in the AT_KDF_INPUT attribute

The Access Network Identity is indicated in the Network Name Field of the AT_KDF_INPUT attribute as specified in draft-arkko-eap-aka-kdf [38]. The Network Name Field shall contain the Access Network Identity as specified in subclause 8.1.1 of this specification.  
NOTE:
IETF in draft-arkko-eap-aka-kdf [38] refers to this specification for the value of the Network Name field.
8.2.3
Trust relationship indication attribute
8.2.3.1
AT_TRUST_IND attribute
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Attribute Type = AT_TRUST_IND
	octet 1
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	octet 2
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	octet 3

octet 4


Figure 8.2.3.1-1: AT_TRUST_IND attribute

Table 8.2.3.1-1: AT_TRUST_IND attribute

	Attribute Type indicates the type of attribute as AT_TRUST_IND with a value of XXXX.

Editors Note: The value of the attribute AT_TRUST_IND shall be assigned by IANA. At the time of freezing of release 8, MCC should make this registration with the IANA. The value of the new attribute should be in the skippable range 128-255.

	Length of this attribute shall be set to 1 as per IETF RFC 4187 [33]

	Value

	7
	6
	4
	5
	3
	2
	1
	0
	
	Indicated Trust Relationship

	0
	0
	0
	0
	0
	0
	0
	0
	
	Reserved

	0
	0
	0
	0
	0
	0
	0
	1
	
	Trusted

	0
	0
	0
	0
	0
	0
	1
	0
	
	UnTrusted

	-
	-
	-
	-
	-
	-
	-
	-
	
	Rest of the values are reserved


8.2.4
IKEv2 Configuration Payloads attributes
8.2.4.1
HOME_AGENT_ADDRESS attribute

The HOME_AGENT_ADDRESS attribute is shown in figure 8.2.4.1-1. The length of the HOME_AGENT_ADDRESS attribute is 16 or 20 bytes. The IPv4 Home Agent Address field is optional. The HA's IPv6 and IPv4 addresses are laid out respectively in IPv6 Home Agent Address and IPv4 Home Agent Address fields in big endian order (aka most significant byte first, or network byte order), see IETF RFC 4306 [28].

Editor's note: The HOME_AGENT_ADDRESS Attribute Type will be assigned by IANA.

Open editor’s note 18: Introduced in CT1#57 San Antonio in CR0011r4
	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	R
	Attribute Type
	1

	Attribute Type
	2

	Length
	3, 4

	IPv6 Home Agent Address
	5 - 20

	IPv4 Home Agent Address 
	21 - 24


Figure 8.2.4.1-1: HOME_AGENT_ADDRESS attribute

The R bit in the first octet is defined in IETF RFC 4306 [28].
Annex A (informative):
Example signalling flows for inter-system change between 3GPP and non-3GPP systems using ANDSF

A.1
Scope of signalling flows

This annex gives examples of signalling flows for mobility between 3GPP and non-3GPP systems. These signalling flows provide as example detailed information on Network Discovery and Selection aspects involving the use of ANDSF.

A.2
Signalling flow for inter-system change between 3GPP access network and non-3GPP access network

Figure A1 below shows an inter-system change procedure between 3GPP access network and non-3GPP access network using information obtained from ANDSF.

In this example the UE uses DHCP query to obtain the FQDN of the ANDSF. The UE then uses DNS query to obtain the ANDSF IP address according to IETF RFC 1035 [35] .

In this example flow, the communication between the UE and ANDSF does not imply use of any specific protocol.

The steps involved in inter-system change between 3GPP access network and non-3GPP access network are as follows.
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Figure A1. Procedure for Inter-system change between 3GPP access and non-3GPP using ANDSF

1.
Initial connectivity


The UE is connected to 3GPP network. The current applications are supported over the 3GPP access network.
NOTE:
The procedure remains the same if the UE is initially connected to non-3GPP access network and wants to change to 3GPP access network.

2.
Pre-provisioned policies


The inter-system mobility policy is pre-provisioned on the UE. Based on pre-provisioned operator policies the UE has preference for different non-3GPP networks such as WLAN, and WiMAX. The UE can select these access networks when they are available.
3.
ANDSF Discovery


ANDSF discovery is performed as described in subclause 6.8.2.2.1. The UE can discover ANDSF using DHCP query options as specified in draft-ietf-mipshop-mos-dhcp-options [37], where ANDSF may be identified with a specific sub-option code. Optionally, the home operator can use OMA-DM's bootstrap mechanism as specified in OMA-ERELD-DM-V1_2 [39] to provide ANDSF information and security parameters for application layer authentication. Transport security is ensured by establishing an https tunnel between the UE and ANDSF,
Editor's note: The sub-option code for ANDSF needs to be assigned in draft-ietf-mipshop-mos-dhcp-options [37].
Open editor’s note 19: Introduced in CT1#57, San Antonio by CR0007r3
4.
Policy Update based on Network Triggers


Based on network triggers the ANDSF sends an updated inter-system mobility policy to the UE. The inter-system mobility policy includes validity conditions, i.e. conditions indicating when the policy is valid. Such conditions can include time duration, location area, etc.
Editor's note:
How the ANDSF discovers UE’s address is FFS.
Open editor’s note 20: This editor's note was added by C1-082067 (CT1#54, Zagreb)

Note from rapporteur: Qualcomm has volunteered to submit a CR to resolve this editor's note.
5.
Evaluate which non-3GPP networks to discover


The inter-system mobility policies specify the access networks that the UE can select; the UE has both WLAN and WiMAX radios. In this case the operator policy allows UE to select either WLAN or WiMAX networks under all conditions. The UE obtains information about availability of both WLAN and WiMAX access networks in its vicinity.
6.
Access Network Information Request


The UE sends a request to ANDSF to get information about available access networks. The UE includes its preference for WLAN and WiMAX networks in the request. The UE also includes its location information in the request.

Editor’s Note: It is FFS if the ANDSF can request and retrieve the current UE location

Open editor’s note 21: This editor's note was added by C1-082067 (CT1#54, Zagreb)

Note from rapporteur: Qualcomm has volunteered to submit a CR to resolve this editor's note.
7.
Access Network Information Response


The ANDSF sends a response to the UE which includes the list of available access networks types (in order of operator preferences), access network identifier and PLMN identifier. In this case the ANDSF responds with availability of both WLAN and WiMAX network in the vicinity of the UE.
8.
Evaluate candidate non-3GPP networks


Based on the received information the UE evaluates if it is within the coverage area of the available access networks in the order of preferences. In this case the UE has higher preference for WiMAX than WLAN. The UE powers on the WiMAX radio and checks for the presence of WiMAX network. The UE can listen to WiMAX broadcast messages (uplink/downlink channel data messages) and determines the presence of WiMAX network. Since the WiMAX network is the preferred network and since the UE has verified the presence of WiMAX network, the UE does not check for presence of WLAN network.

9.
Non-3GPP Network Selection


The UE selects the most preferred available access network for inter-system mobility. In this case the UE selects the WiMAX access network.
10.
Inter-system change Procedure


The UE initiates inter-system change procedure to the selected non-3GPP access network. The details of the inter-system change procedure are described elsewhere, see 3GPP TS 23.402 [6].
Annex B (informative):
Assignment of Access Network Identities in 3GPP

Annex C (informative):
Example usage of ANDSF
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