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1. Introduction
SA3 Vancouver Apr08 sent an LS in S3-080502 to give guidance to CT1 on how to document exception lists of not integrity / not confidentiality protected NAS message and consequently ask CT1 to maintain the list of NAS messages which can be processed without integrity protection. 

2. Reason for Change
Inclusion of a list of NAS messages accepted my the MME that are not integrity protected.
3. Conclusions

Proposal for non-integrity protected NAS messages accepted by the MME.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301.
* * * First Change * * * *

4.4.3.3
Integrity checking of NAS signalling messages in the MME
Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity or forwarded to the ESM entity, unless the NAS security mode control procedure has been successfully completed:

-
EMM messages:

-
ATTACH REQUEST;
-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-    AUTHENTICATION FAILURE;
-    SECURITY MODE REJECT;
-
DETACH REQUEST (if sent before security has been activated);
-
DETACH ACCEPT.
NOTE:
These messages are accepted by the MME without integrity protection, as in certain situations they are sent by the UE before security can be activated.

Editor's note: Whether the messages TRACKING AREA UPDATE REQUEST, SERVICE REQUEST and DETACH REQUEST (if sent after security has been activated) need to be included in this list is FFS.
Editor's note: The messages in this list need to fulfil one or several SA3 requirement(s) as follows: the message may be sent before the security mode control procedure is performed, or when too much complexity would be involved if the message were received with integrity protection.

Once integrity protection is activated, the receiving EMM entity in the MME shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check:

-
ATTACH REQUEST; 
-
TRACKING AREA UPDATE REQUEST;

-
SERVICE REQUEST.
If an ATTACH REQUEST message fails the integrity check, the MME shall authenticate the subscriber before processing the attach request any further.
If a TRACKING AREA UPDATE REQUEST or SERVICE REQUEST message fails the integrity check, the MME shall reject the request with reject cause #9, "MS identity cannot be derived by the network".
Once integrity protection is activated, the receiving EMM or ESM entity in the MME shall not process any other NAS signalling messages unless they have been successfully integrity checked by the NAS layer. If one of these other NAS signalling messages, having not successfully passed the integrity check, is received, then the NAS layer in the MME shall discard that message. If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the MME, then the NAS layer shall discard this message.

If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the MME, then the NAS layer shall discard this message.
