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1. Introduction

This contribution identifies a problem pertaining to the current solution in 24.302 for supporting “IPMS indication from 3GPP AAA server to UE” and proposes a CR to 24.302. At this stage, the CR aims to mark the problem but does not make an effort to resolve it.
2. Reason for Change
Currently, TS 24.302 specifies during the AAA procedures the network can communicate to UE the selected mobility protocol and the IP preservation mode by means of a new attribute (AT_IPMS_RES) carried in the EAP-Request/AKA-Notification message. The applicable section from 24.302 is quoted below.

<Quote from TS 24.302>
6.3.2.1.1.2
IPMS indication from 3GPP AAA server to UE

If the UE provided an explicit indication as described in subclause 6.3.2.1, the 3GPP AAA server shall inform the UE of its decision on the mobility protocol and IP preservation mode by invoking an EAP-Request/AKA-Notification dialogue.
On selecting the mobility protocol based on UE indication, access network capabilities and network policies, the AAA server shall indicate the selected protocol to the UE by using the AT_IPMS_RES attribute. 

</Quote from TS 24.302>
The above statement means that if the UE includes the AT_IPMS_IND attribute in the EAP-Response/AKA-Challenge, then the AAA Server shall initiate a Notification procedure by sending an EAP-Request/AKA-Notification with an AT_IMPS_RES attribute. This requirement violates both RFC 4187 and TS 33.402 because it creates new triggers for the Notification procedure. Specifically, TS 33.402 in clause 6.2, step 19 states:

“the 3GPP AAA Server shall send the message EAP Request/AKA-Notification, previous to the EAP Success message, if the 3GPP AAA Server and the UE have indicated the use of protected successful result indications as in RFC 4187 [7].”

So, according to TS 33.402 the condition for starting the Notification procedure is (i) the AAA server includes an AT-RESULT_IND in the EAP-Request/AKA-Challenge message and (ii) the UE includes an AT_RESULT_IND in the EAP-Response/AKA-Challenge message (as per RFC 4187, clause 6.2). If either the UE or AAA serves does not use the AT_RESULT_IND, the Notification procedure cannot be used and consequently the network cannot send its selected mobility protocol and IP preservation mode to UE (with the AT_IPMS_RES attribute).

The figure below depicts the issue schematically. If the AAA server and the UE insert the AT_RESULT_IND in messages 13a and 16 respectively, then the Notification procedure is executed and the AT_IPMS_RES is sent in message 19a (including the selected MM protocol). If, however, the AT_RESULT_IND attribute is not included in either messages 13a or 16 (which is a valid scenario), then the current mechanism does not work since the AT_IPMS_RES attribute cannot be communicated to the UE. 
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In general, the problem with the currently suggested solution (i.e. to use the AT_IPMS_RES in the EAP-Request/AKA-Notification message) is that the AAA server can send its IPMS indication to the UE only when the AAA server and the UE decide to use the protected result indicators, which is a condition completely independent from IP Mobility Mode selection.
3. Conclusion
The conclusion is that the current mechanism specified in TS 24.302 for supporting the “IPMS indication from 3GPP AAA server to UE” is not sufficient and does not meet the following stage-2 requirement: 
TS 23.402 clause 4.1.3.2 “If the UE provided an explicit indication of the supported mobility mechanisms, the network shall provide an indication to the UE identifying the selected mobility management mechanism.”
Based on CT1-55bis discussion of C1-083979, it was agreed to include the requirements for the mutual exchange of AT_RESULT_IND between the AAA server and the UE within TS 24.302 for dynamic IPMS to ensure the delivery of AT_IPMS_RES to the UE.  The proposed changes are included within this contribution.

Further, it was agreed to inform SA3 of this decision via an LS (C1-084397)
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* * * First Change * * * *

6.3.2.1.1.1
IPMS indication from UE to 3GPP AAA server

During network access authentication, UE may provide an explicit indication to the 3GPP AAA server about the supported mobility protocol by using an attribute in the EAP-AKA protocol, to extend the EAP-AKA protocol as specified in section 8.2 of RFC 4187 [28]. This attribute is provided in EAP-Response/AKA-Challenge message payload.

The UE may provide the indication for IPMS using AT_IPMS_IND attribute in EAP-AKA if the UE receives the AT_RESULTS_IND attribute within the EAP-Request/AKA-Challenge message received from the 3GPP AAA server. If the UE provides the AT_IPMS_IND attribute within the EAP-Response/AKA-Challenge message payload, the UE shall also provide the AT_RESULT_IND attribute within the message. The UE indicates support for one or more mobility protocols in AT_IPMS_IND attribute as follows:

-
the UE shall indicate support for DSMIPv6 if the UE supports DSMIPv6; and

-
the UE shall indicate support for MIPv4 if the UE supports MIPv4; and

-
during initial attach, the UE should indicate support for NBM if the UE supports address preservation based on NBM between the access it is attaching to and all other accesses that the UE supports.; or

-
upon handover, the UE shall indicate support for NBM if the UE supports address preservation based on NBM while moving from source access network to target non-3GPP access network that the UE is attaching to.

The preference of protocol may be indicated based on the policies configured on the UE. The detailed coding of this attribute is described in subclause 8.1.1.1.

Editor’s note: It is FFS if and how the UE provides an indication for scenarios where EAP-AKA based authentication is not performed in trusted access networks.

Editor’s note: The attribute AT_IPMS_IND defined in this subclause requires registration with the IANA. At the time of freezing of release 8, MCC should make this registration.

* * * Next Change * * * *

6.3.2.1.1.2
IPMS indication from 3GPP AAA server to UE

A 3GPP AAA server supporting IPMS shall include the AT_RESULT_IND attribute within the EAP-Request/AKA-Challenge message payload.
If the UE provided an explicit indication as described in subclause 6.3.2.1, the 3GPP AAA server shall inform the UE of its decision on the mobility protocol and IP preservation mode by invoking an EAP-Request/AKA-Notification dialogue.
On selecting the mobility protocol based on UE indication, access network capabilities and network policies, the AAA server shall indicate the selected protocol to the UE by using the AT_IPMS_RES attribute. 

If the AT_IPMS_RES attribute indicates DSMIPv6 then the UE shall follow the procedures defined in TS 24.303 [10].

If the AT_IPMS_RES attribute indicates MIPv4 support, then the UE shall follow the procedures defined in TS 24.304 [33].

The detailed coding of this attribute is described in subclause 8.1.1.2.

Editor’s note: The attribute AT_IPMS_RES defined in this subclause requires registration with the IANA. At the time of freezing of release 8, MCC should make this registration.
* * * End of Next Change * * * *
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