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1. Introduction

TS 24.301 uses the term "not security protected NAS messages" with two different meanings. This should be corrected as it can be confusing for the reader.

2. Reason for Change

Currently, the term "not security protected NAS messages" can mean:

· a message with a certain header structure (more precisely: a message without MAC and sequence number); or
· a message which is neither ciphered nor integrity protected.
This can be confusing, as for example according to the definition of the structure of the security protected NAS message, the not security protected NAS message is a part (information element) of the security protected NAS message. When used within a security protected NAS message, also the "not security protected NAS message" can be ciphered.
In order to avoid this kind of confusion it is proposed to use the term "plain NAS message" when the intention is to refer to the message structure. 

3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301, v 1.0.0.
* * * First Change * * * *

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Aggregate Maximum Bit Rate: The maximum bit rate that limits the aggregate bit rate of a set of non-GBR bearers of a UE. Definition derived from 3GPP TS 23.401 [4].

The label (E-UTRAN only) indicates this subclause or paragraph applies only if E-UTRAN is used as current radio access network.

EMM context: An EMM context is established in the UE and the MME when an attach procedure is successfully completed.

EMM-CONNECTED mode: A UE is in EMM-CONNECTED mode when a NAS signalling connection between UE and network is established. The term EMM-CONNECTED mode used in the present document corresponds to the term ECM-CONNECTED state used in 3GPP TS 23.401 [4].

EMM-IDLE mode: A UE is in EMM-IDLE mode when no NAS signalling connection between UE and network exists. The term EMM-IDLE mode used in the present document corresponds to the term ECM-IDLE state used in 3GPP TS 23.401 [4].

Evolved packet core network: the successor to the 3GPP Release 7 packet-switched core network, developped by 3GPP within the framework of the 3GPP System Architecture Evolution (SAE).
Evolved packet system: The evolved packet system (EPS) or evolved 3GPP packet-switched domain consists of the evolved packet core network and the evolved universal terrestrial radio access network. Definition derived from 3GPP TS 23.401 [4].

Dedicated bearer: An EPS bearer that is associated with uplink packet filters in the UE and downlink packet filters in the PDN GW where the filters only match certain packets. Definition derived from 3GPP TS 23.401 [4].

Default bearer: An EPS bearer that is used associated with "match all" uplink and downlink packet filters in the UE and the PDN GW, respectively. Definition derived from 3GPP TS 23.401 [4].

GBR bearer: An EPS bearer that uses dedicated network resources related to a Guaranteed Bit Rate (GBR) value, which are permanently allocated at EPS bearer establishment/modification. Definition derived from 3GPP TS 23.401 [4].

Initial NAS message: A NAS message is considered as an initial NAS message, if this NAS message can trigger the establishment of a NAS signalling connection. For instance, the ATTACH REQUEST message is an initial NAS message.

IPv4v6 capability: capability of the IP stack associated with a UE to support a dual stack configuration with both an IPv4 address and an IPv6 address allocated.

Last Visited Registered TAI: A TAI which is contained in the TAI list that the UE registered to the network and which identifies the tracking area last visited by the UE.
Linked Bearer Identity: This identity indicates to which default bearer the additional bearer resource is linked.

MME area: An area containing tracking areas served by an MME.

NAS signalling connection: is a peer to peer S1 mode connection between UE and MME. A NAS signalling connection consists of the concatenation of an RRC connection via the "LTE-Uu" interface and an S1AP connection via the S1 interface. The UE considers the NAS signalling connection established when the RRC connection has been established successfully. The UE considers the NAS signalling connection released when the RRC connection has been released. Additionally, for the purpose of optimized handover or idle mode mobility from cdma2000® HRPD access to E‑UTRAN (see 3GPP TS 23.402 [4A]), the NAS signalling connection can consist of a concatenation of an S101‑AP connection and a signalling tunnel over a cdma2000® HRPD access network. The UE considers this S101 mode NAS signalling connection established when the cdma2000® HRPD access network resources are available for tunnelled NAS signalling, and released when the cdma2000® HRPD radio access connection has been released.

Non-access stratum protocols: The protocols between UE and MSC or SGSN that are not terminated in the UTRAN, and the protocols between UE and MME that are not terminated in the E-UTRAN. Definition derived from 3GPP TS 21.905 [1].

Non-GBR bearer: An EPS bearer that uses network resources that are not related to a Guaranteed Bit Rate (GBR) value. Definition derived from 3GPP TS 23.401 [4].

PDN address: an IP address assigned to the UE by the Packet Data Network Gateway (PDN GW).

Plain NAS message: a NAS message with a header including neither a message authentication code nor a sequence number.
Procedure Transaction Identity: An identity which is dynamically allocated by the UE for the UE requested ESM procedures. The procedure transaction identity is released when the procedure is completed.

RAT-related TMSI: When the UE is camping on an E-UTRAN cell, the RAT-related TMSI is the GUTI; when it is camping on a GERAN or UTRAN cell, the RAT-related TMSI is the P-TMSI.

The label (S1 mode only) indicates this subclause or paragraph applies only to a system which operates in S1 mode, i.e. with a functional division that is in accordance with the use of an S1 interface between the radio access network and the core network. In a multi-access system this case is determined by the current serving radio access network.

S101 mode: applies to a system that operates with a functional division that is in accordance with the use of an S101 interface. For the definition of the S101 reference point, see 3GPP TS 23.402 [4A].

TAI list: A list of TAIs that identify the tracking areas that the UE can enter without performing a tracking area update procedure. The TAIs in a TAI list assigned by an MME to a UE pertain to the same MME area. Additionally, the TAIs in a TAI list assigned by an MME to a CS fallback capable UE pertain to the same location area (see 3GPP TS 23.272 [3A]). In this case, the defining of the relationship between the tracking area(s) and the location area(s) is operator specific.

Editor's note: It is FFS whether updates of the above descriptions are needed.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.401 [4] apply:

MME pool area
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.272 [3A] apply:

CS fallback capable UE
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.008 [6] apply:

A/Gb mode

Iu mode

* * * Next Change * * * *

9
General message format and information elements coding

9.1
Overview

Within the protocols defined in the present document, every message, except the SERVICE REQUEST message, is a standard L3 message as defined in 3GPP TS 24.007 [5]. This means that the message consists of the following parts:

1)
if the message is a plain NAS message:

a)
protocol discriminator;

b)
EPS bearer identity or security header type;

c)
procedure transaction identity;

d)
message type;

e)
other information elements, as required.

2)
if the message is a security protected NAS message:

a)
protocol discriminator;

b)
security header type;

c)
message authentication code;

d)
sequence number;

e)
plain NAS message, as defined in item 1.
Editor's note: Definitions of the EPS bearer identity and the procedure transaction identity need to be added to 3GPP TS 24.007 [5].

The organization of a plain NAS message is illustrated in the example shown in figure 9.1.1.
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or Security header type
	Protocol discriminator
	octet 1

	Procedure transaction identity
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	Message type
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	Other information elements as required
	

	
	octet n


Figure 9.1.1: General message organization example for a plain NAS message
The organization of a security protected NAS message is illustrated in the example shown in figure 9.1.2.
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	octet n


Figure 9.1.2: General message organization example for a security protected NAS message

The EPS bearer identity and the procedure transaction identity are only used in messages with protocol discriminator EPS session management. Octet 1a with the procedure transaction identity shall only be included in these messages.

Unless specified otherwise in the message descriptions of clause 8, a particular information element shall not be present more than once in a given message.

When a field extends over more than one octet, the order of bit values progressively decreases as the octet number increases. The least significant bit of the field is represented by the lowest numbered bit of the highest numbered octet of the field.

9.2
Protocol discriminator

The Protocol Discriminator (PD) and its use are defined in 3GPP TS 24.007 [5].

9.3
Security header type and EPS bearer identity
9.3.1
Security header type

Bits 5 to 8 of the first octet of every EPS Mobility Management (EMM) message contain the Security header type IE. This IE includes control information related to the security protection of a NAS message. The total size of the Security header type IE is 4 bits.

The Security header type IE can take the values shown in Table 9.3.1.

Table 9.3.1: Security header type

	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	Not security protected, plain NAS message

	0
	0
	0
	1
	Security protected NAS message

	
	
	
	
	

	1
	1
	0
	0
	Security header for the SERVICE REQUEST message 

	
	
	
	
	

	1
	1
	0
	1
	These values are not used in this version of the protocol.

	To
	If received they shall be interpreted as ‘1100’. (NOTE)

	1
	1
	1
	1
	

	
	
	
	
	

	All other values are reserved.

	

	NOTE:
When bits 7 and 8 are set to '11', bits 5 and 6 can be used for future extensions of the SERVICE REQUEST message.


An EMM message received with the security header type encoded as 0000 shall be treated as not security protected, plain NAS message. A protocol entity sending a not security protected EMM message shall send the message as plain NAS message and encode the security header type as 0000.

9.3.2
EPS bearer identity

Bits 5 to 8 of the first octet of every EPS Session Management (ESM) message contain the EPS bearer identity. The EPS bearer identity and its use to identify a message flow are defined in 3GPP TS 24.007 [5].

Editor's note: It is proposed to define that value '0000' is to be used, if no EPS bearer identity is assigned to a procedure, values '0001 to '0100' are reserved, and values '0101' to '1111' are allocated for EPS bearer identity values 5 to 15, respectively.

9.4
Procedure transaction identity

Bits 1 to 8 of the second octet (octet 1a) of every EPS Session Management (ESM) message contain the procedure transaction identity. The procedure transaction identity and its use are defined in 3GPP TS 24.007 [5].

Editor's note: Whether all 8 bits will be allocated for the procedure transaction identity is FFS. If all 8 bits are allocated, it is proposed to define that value '0000 0000' is to be used, if no procedure transaction identity is assigned to a procedure, values '0000 0001 to '1111 1110' can be used to identify procedure transactions, and value '1111 1111' is reserved.

9.5
Message authentication code

The Message authentication code (MAC) information element contains the integrity protection information for the message. The algorithm to calculate the integrity protection information is specified in 3GPP TS 33.401 [11], and the integrity protection shall include octet 6 to n of the SECURITY PROTECTED NAS MESSAGE, i.e. the Sequence Number IE and the NAS message IE. In addition to the data that is to be integrity protected, the constant BEARER ID, DIRECTION bit and COUNT are input to the MAC algorithm. The BEARER ID is defined in TS 33.401 [11], the DIRECTION bit is 1 for uplink and 0 for downlink and the 32-bit COUNT is constructed as a padding octet (0x00) followed by the 16-bit overflow counter followed by the 8-bit sequence number for the NAS message. The MAC IE shall be included in the security protected NAS message if a valid NAS security context exists and security functions are started.

Editor's note: The detailed description of the input of the integrity protection algorithm will be moved to a different part of this specification.

9.6
Sequence number

This IE includes the NAS message sequence number (SN).

Editor's note: The usage of the sequence number is FFS.

9.7
NAS message

This IE includes a complete plain NAS message as specified in subclause 8.2 and 8.3, or a combination of such messages. The SECURITY PROTECTED NAS MESSAGE and the SERVICE REQUEST message are not plain NAS messages and shall not be included in this IE.

Editor's note: It is FFS how a combined NAS message is organized, i.e. how many NAS messages it can consists of and which type of NAS messages (EMM and/or ESM) it may consist of.
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