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1. Overall Description:

SA3 understanding is that CT1 and SA1 are considering to store EPS Mobility Management parameters on the USIM when corresponding EPS files are present on the USIM, otherwise those parameters are stored in the non-volatile memory of the ME. 
SA3 studied the possibilities to also store EPS NAS security context parameters on the USIM alongside the EPS Mobility Management parameters if the corresponding EPS files are available on the USIM. From a security point of view it is not mandatory from an SA3 point of view to be able to store the EPS NAS security context parameters on the USIM. However, if CT1 and SA1 decide to allow for EPS Mobility Management parameters to be stored on the USIM, then SA3 would like to provide the following analysis.
The availability of the EPS NAS security context parameters on the USIM would avoid requiring a new complete EPS AKA run in case of plastic roaming. It would allow to speed-up network access and enhance User Experience, save authentication vectors and decrease the signaling between the MME and HSS. In addition to the above described advantages related to efficiency, the storage of EPS NAS security context parameters on the USIM can provide security benefits. After power-off of the ME, an attacker would retrieve more easily the security parameters data on the ME than on the UICC, since the command used to read security context parameters on the USIM can be protected by the user PIN. 
The storage of EPS NAS Security context parameters would complement the storage of EPS Mobility Management parameters on the USIM (as described in TS 24.301 v1.0.0 and in C6-080260). 

In case SA1 and CT1 confirm SA3’s understanding that there is an interest to speed up network access in case of plastic roaming, and optimize signalling exchanges, SA3 does not see any security drawback in storing EPS NAS security context parameters on the USIM. 
SA3 would like to note that the agreed attached Change Request (S3-081111) provides the list of EPS NAS security context parameters to be stored in the UE. This list would be needed to document what are the EPS NAS security context related parameters to be stored on the ME non-volatile memory and potentially on the USIM. This list completes the parameters listed in the CT6 CR provided in their LS in C6-080260.

SA3 would like to add that the storage of EPS security parameters on the USIM implies the requirement to have an additional procedure within the ME to determine where to store the EPS security parameters i.e. on the USIM or on the ME, depending on the availability of the required EPS files on the USIM. The ME would discover the presence (or absence) of these files while analyzing the USIM service table at USIM initialisation. This is part of the existing USIM capabilities discovery process. The same mechanism could be used to indicate the availability of both the EPS Mobility Management parameters and the EPS NAS security context parameters, as proposed in CT6 CR in LS C6-080260.
2. Actions:

To CT1 and SA1
ACTION: 

SA1 and CT1 are kindly requested to take the above information into account and confirm if there is an interest to speed up access network and optimize signalling exchanges in case of plastic roaming. SA3 also highlight the security benefits of storing NAS security parameters on the USIM during ME power off.
If it is decided to specify an option to store the NAS security parameters on the USIM, SA3 kindly asks CT1 to take into consideration the list of EPS NAS security context parameters described in the attached change request (S3-081111). 
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