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1. Reason for Change
For untrusted non-3GPP access, some of the IP addresses need to be allocated via IKEv2. In case of PMIP based S2b, the PDN IP address is allocated via IKEv2, and in case of DSMIPv6 based S2c, the Care-of address is allocated. These two kinds of IP addresses are requested in the same configuration attributes in the IKE_AUTH request message.
In the scenario that the UE has already attached to the 3GPP access network using PMIP based S5/S8 with an IPv6 address. It is going to hand over to an untrusted Non-3GPP access network. The UE supports DSMIPv6 and at the same time IPv4 is preferred in the untrusted non-3GPP access network. What will happen then?
1. Since the IPMS is not negotiated before the IKEv2procedure, the UE does not know which IPMM (PMIPv6 or DSMIPv6) will be selected when it requests IP address in the IKE_AUTH request message.
2. If the IPv6 address is requested in the IKE_AUTH request message and the DSMIPv6 is selected by the AAA, the ePDG can not allocate a CoA of IPv6. So if the UE wants to go on with the procedure, it shall send another IKE_AUTH request message with the IPv4 address allocating. 
3. If the IPv4 address is requested in the IKE_AUTH request message and the PMIPv6 is selected by the AAA, the ePDG can not send back the PDN IP address with the type IPv6. Also if the UE wants to go on with the procedure, it shall send another IKE_AUTH request message with the IPv6 address allocating.
No matter 2 or 3 happens, the hand over procedure will be delayed. 

To solve the problem above, one of the following methods may be used:
1. Use different IE, i.e. Configuration attributes for PDN IP address and DSMIPv6 Care-of Address.

2. When IPMS Dynamic Configuration is used, if the UE supports DSMIPv6, it shall request IP address after get the IPMS indication and the IP address supporting capability of the ePDG.
3. When IPMS Dynamic Configuration is used, if the UE supports DSMIPv6, it shall take into account the IP version may be different between local IP network and PDN. The UE shall request both IPv4 and IPv6 address and set ALL_ZERO in the IKE_AUTH request message when it doesn't know if the PMIPv6 will be used. If the UE can know that the PMIPv6 will be used then it can send the IKE_AUTH request message with the exactly address type as is used in the 3GPP access network.
2. Proposal

It is proposed to agree solution 3 and the following changes to 3GPP TS 24.302.
* * * First Change * * * *

7.2
UE procedures

7.2.1
Selection of the ePDG

For dynamic selection of the ePDG the UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the ePDG. The input to the DNS query is a FQDN, containing the VPLMN ID or HPLMN ID as Operator Identifier, depending on whether the UE is roaming or not.
Editor’s note: the exact format of this FQDN is FFS and needs to be specified in TS 23.003, independently from W-APN and APN.

Editor’s note: it is FFS how the UE determines it’s roaming status.

Upon reception of a DNS response containing one or more IP addresses of ePDGs, the UE shall select an IP address of ePDG with the same IP version as its local IP address.

The UE shall select only one ePDG also in case of multiple PDN connections.

Editor’s note: it is FFS if during handover the UE could connect to two different ePDGs. 
7.2.2
Tunnel establishment

Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using the IKEv2 protocol as defined in IETF RFC 4306 [23].

The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKE connection. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including the type of IP address (IPv4 or IPv6 or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload. When IPMS Dynamic Configuration is used, and if the UE supporting DSMIPv6 it shall request both IPv4 and IPv6 address. If the UE requests for both IPv4 and IPv6 address, it shall send two configuration attributes in the CFG_REQUEST Configuration Payload, one for the IPv4 address and the other for the IPv6 address. The IKE_AUTH request message shall contain in "IDr" payload the APN and in the "IDi" payload the NAI. The UE may also request the Home Agent identity for DSMIPv6 related signalling, by including a corresponding CFG_REQUEST Configuration Payload. The IKE_AUTH request message may contain in a notify payload an indication that MOBIKE is supported by the UE.

Editor's note: it is FFS which type of attribute (private or assigned by IANA) is used in the configuration payload.

During the IKEv2 authentication and tunnel establishment, UE shall provide an explicit indication about the supported mobility protocol as described in sub clause 6.3.2.
During the IKEv2 authentication and tunnel establishment, UE shall provide an indication about Attach Type, which indicates Initial Attach or Handover Attach.

Editor's note: it is FFS how the indication is provided during the IKEv2 authentication and tunnel establishment.
The UE shall support IPSec ESP (see IETF RFC 4303 [27]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [11].
If the UE supports DSMIPv6, the ePDG may provide the Home Agent identity to the UE. The Home Agent identity returned by the ePDG shall include either the available Home Agent address (IPv4 address or IPv6 address or both) or the Home Agent FQDN. In the latter case the UE shall perform a DNS query with the received Home Agent FQDN as described in TS 24.303.
Editor's note: It is FFS how to indicate the APN which is served by the delivered HA identity and how to support the delivery of HA identities to multiple APNs. 

* * * Next Change * * * *

7.4
ePDG procedures

7.4.1
Tunnel establishment

Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall proceed with authorization and authentication. The procedure is based on the one described in 3GPP TS 33.234 [6], with the following differences:
· ePDG is substituted for PDG,

· EAP-SIM authentication is not allowed,

· dynamical configuration of two types of IP addresses (IPv4 and IPv6),

· allocation of Home Agent address(es) for subsequent DSMIPv6 related signalling,

· instead of W-APN the full APN is transferred.

The ePDG shall proceed with IPsec tunnel setup completion and relay in the IKEv2 Configuration Payload (CFG_REPLY) of the final IKE_AUTH response message the remote IP address assigned to the UE. If PMIPv6 is used, the ePDG return the remote IP address same as the Home Address in PBA, otherwise if DSMIPv6 is used, the ePDG allocates IP address and return it as the remote IP address. If the UE requested both an IPv4 and an IPv6 address, both are allocated to the UE via a single CFG_REPLY Configuration Payload containing two configuration attributes, one for the IPv4 address, the other for the IPv6 address, else only the IP address of the requested IP version is allocated. If the UE requested the Home Agent identity, the ePDG may allocate these in a CFG_REPLY Configuration Payload with the corresponding number of configuration attributes. An IPsec tunnel is now established between the UE and the ePDG.

If the UE indicates Handover Attach and the ePDG obtains one or more PDN GW identities from the AAA server, the ePDG shall use these identified PDN GWs in the subsequent PGW selection process. If the UE indicates Initial Attach, the ePDG may run its initial PDN GW selection process to determine the PDN GW without using the received PDN GW identities.
Editor's note: In case of IPv6, it is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE.

Editor's note: The implications of the IP mobility mode selection procedure on this section are FFS.

Editor’s note: The coding for the indication about the Attach Type is FFS.
The ePDG shall support IPSec ESP (see IETF RFC 4303 [27]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [11].
