3GPP TSG CT WG1 Meeting #55bis
C1-083658
Phoenix, Arizona (USA), 6th – 10th October 2008

Source:
NTT DOCOMO
Title:
Discussion about Call Attempt Restriction in PS domain
Agenda item:
9.2.1 SAEs
Document for:
DISCUSSION
1. Introduction

This paper proposes to provide a mechanism to restrict access for a certain period of time to those specific users who are using large bandwidth especially when radio is under congestion in order to protect the radio resources.
2. Discussion
2.1 Problem
There is a possibility that malicious user or applications may occupy high late of bandwidth.
For example,
- Trying to access to a certain destination repeatedly in relatively short duration.

- Peer to Peer communication repeatedly
- Streaming, Video game which consumes large bandwidths.
Figure.1 shows the outline of the problem.

Allowing those behaviors to the UE, especially when many UEs require bandwidths (e.g after Earthquake) will result shortage of radio resources.  There is a possibility that other users can not receive services due to one problematic user especially when radio interface is under congestion situations.
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Figure. 1 Outline of the problem
2.2 What makes operators happy 
What makes operators happy is to avoid normal UE not being able to access to the network due to certain user’s over access. 

To achieve that, it is necessary to provide a mechanism to restrict access for a certain period of time to those users who are using large bandwidth especially when radio is under congestion in order to protect the radio resources.
Three requirements exist to fulfill this.
1) Restrict access from malicious UE who are heavily requesting bandwidth for one APN. 

2) Minimize impact to other UEs as little as possible.

3) Allow malicious UE to still access to the network in case of emergency
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Figure. 2 Goal Image
3. Solution
Following shows and evaluates three identified options to solve the issue.
3.1 Option1 Access class control
Common access class control is one available option for restricting users from accessing to the network.  However by applying this mechanism, UEs who are not malicious are also restricted. 
Figure.3 shows simple example of how access class control can restrict malicious UE. As it is shown in the figure, Malicious UE is restricted however, normal UE is also restricted.

So, requirement 2) in section 2.2 is not fulfilled.
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Figure. 3 Applying Access class control
3.2 Option2 Detach the UE from NW side
Another option to restrict malicious UE is to detach the UE from network at all.  
Figure.4 shows simple example when malicious UE is detached from the NW.  However it means the UE can not use NW at all.  Considering emergency situations, it is required for the UE to connect to the certain APN and make call (or send data) for emergency usage. 
So, requirement 3) in section 2.2 is not fulfilled.
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Figure. 4 Applying NW-initiated detach
3.3 Option3 Restriction on APN basis
Last option to restrict malicious UE is restrict access from the UE depending on the destination of the traffic.  
Figure.5 shows simple example how it works.  Assume that almost all the traffic from malicious UE is for APN A.  NW restrict connectivity to the certain APN depending on ‘which APN the UE is requesting to access’ and ‘how frequently the UE has already access to the APN’. 
This solution fulfills all requirements in section 2.2.
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Figure. 5 Applying Access restriction depend on the destination of the traffic
4. Proposal
This paper proposes the access restriction mechanism in PS domain.Figure.6 shows the outline of the proposal.
1. UE attempts to connect to an APN.

2. The attempt is unsuccessful.

3. UE stop repeat connection establishment attempt to an APN for a while.

Minimum duration between attempts is determined by timer value which is set in the reject message from the network.

There is a difference how to decide minimum duration between attempts.

However this provides operators more flexibility to control the traffic because the network can determine the wait time depending on the network load.
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Figure. 6 Outline of the repeat attempt restriction in PS domain
Figure 7 shows the detailed sequence which shows PDN connectivity request.

Figure 8 and 9 shows the detailed sequence which shows Service Request (or TAU with active flag) from UE to SAE which is aimed for bearer re-establishment from preservation state.
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Figure 7 PDN Connectivity Reject with wait time
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Figure. 8 Service Reject with timer value

[image: image9.emf]UE eNB MME

RRC Connection Request

RRC Connection Setup

RRC Connection Setup Complete

(TAU)

Initial UE Message

(TAU)

Downlink NAS Transport

(TAUReject (Wait timer))

DL Information Transfer

(TAU Reject (Wait timer))

UE Context Release Command

RRC Connection Release

Trigger restriction

on NAS level

AS connection

establishment

Restrict recovery from preservation

（

Restrict RRC Connection Request)

×

Restrict establishing

connection to the 

requested APN

UE Context Release Complete

AS disconnect

No AS connection


Figure. 9 TAU with active flag Reject with timer value
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3. UE stop repeat connection establishment attempt for APN A. Duration between connection establishment attempts is specified in reject message.
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