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1. Overall Description:

CT1 has examined the Security mode control procedure and the cases it needs to be invoked and has in this work come across an issue that needs clarification.
The current stage 3 specification defines SMC as a stand-alone procedure and it is CT1’s view that needs to be supported for the following reasons:
1. If there is no valid security context in the network it needs to be set up before Attach accept or TAU accept in the Attach and TAU procedures. The reason for this being the need to security protect Attach accept and TAU accept;

2. If ME Identity check is to be done this is specified in stage 2 to be done early in the Attach procedure to prevent to set up bearers in case of ME Identity check failure. As the IMEI needed in ME Identity check is retrieved in SMC or the security protected Identity request/response messages, security context needs to be set up prior to IMEI retrieval.
CT1 has also identified in the definition of Attach accept and TAU accept definitions in 23.401 that most IE’s from Security Mode Command are also present in these accept messages. The CT1 understanding of this is to support “on-the-fly” ciphering algorithm change, i.e. a possibility for the MME to encrypt the Attach accept and TAU accept messages with a new ciphering algorithm in case the algorithm used in the Attach request or TAU request message needs to be changed. This algorithm change implies that the information about used encryption algorithm needs to be sent unciphered in an otherwise ciphered message, thus requires support for partially ciphered messages.
CT1 understanding that a need to change algorithm will typically occur in E-UTRAN at TAU with MME change when there is a difference of algorithm support in the two MME’s. CT1 view is that this is not a normal case that will frequently occur as the MME’s in a network should be configured to use the same algorithms. Therefore CT1 sees no reason to optimize the procedures for the case when an algorithm change between Attach request/TAU request and Attach accept/TAU accept is needed. Moreover, from a previous LS, SA2 has indicated that MME relocation is a rare case.
A second use case for algorithm change is at handover from GERAN/UTRAN to E-UTRAN when the target MME has to change the GERAN/UTRAN algorithm to an E-UTRAN algorithm. Any optimization of algorithm change will only be valid in the sub-case when the UE has a valid Security context and would not need to run SMC to take a new key set in use.
The stage 3 solution to solve the stage 2 requirement for “on-the-fly” algorithm change would be to invoke a stand-alone Security mode control procedure with algorithm change prior to the Attach accept or TAU accept messages are sent. The Attach accept and TAU accept can then (i.e. once the security mode control procedure has successfully completed) be fully ciphered with the new ciphering algorithm. The stand-alone SMC will anyway be needed as discussed above and the single round-trip added by an additional SMC can be accepted in the cases described above.
2. Actions:

CT1 would like to inform SA2 of the CT1 preferred stage 3 solution to support security algorithm change between Attach request/TAU request and Attach accept/TAU accept using the stand-alone SMC procedure. CT1 kindly asks SA2 to inform CT1 if this solution is acceptable for SA2 and if so, to modify the SA2 specification accordingly.
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