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*** First Change ***

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Entry point:
In the case that "border control concepts", as specified in 3GPP TS 23.228 [7], are to be applied in an IM CN subsystem, then these are to be provided by capabilities within the IBCF, and the IBCF acts as an entry point for this network (instead of the I-CSCF). In this case the IBCF and the I-CSCF can be co-located as a single physical node. If "border control concepts" are not applied, then the I-CSCF is considered as an entry point of a network. If the P-CSCF is in the home network, then the I-CSCF is considered as an entry point for this document.

Exit point:
If operator preference requires the application of "border control concepts" as specified in 3GPP TS 23.228 [7], then these are to be provided by capabilities within the IBCF, and requests sent towards another network are routed via a local network exit point (IBCF), which will then forward the request to the other network (discovering the entry point if necessary).

Geo-local number:
Either a geo-local service number as specified in 3GPP TS 23.228 [7] or a number in non-international format according to an addressing plan used at the current physical location of the user.

Home-local number:
Either a home local service number as specified in 3GPP TS 23.228 [7] or a number in non-international format according to an addressing plan used in the home network of the user.

Newly established set of security associations:
Two pairs of IPsec security associations that have been created at the UE and/or the P-CSCF after the 200 (OK) response to a REGISTER request was received.

Old set of security associations:
Two pairs of IPsec security associations still in existence after another set of security associations has been established due to a successful authentication procedure.

Temporary set of security associations:
Two pairs of IPsec security associations that have been created at the UE and/or the P-CSCF, after an authentication challenge within a 401 (Unauthorized) response to a REGISTER request was received. The SIP level lifetime of such created security associations will be equal to the value of reg-await-auth timer.

Integrity protected: See 3GPP TS 33.203 [19]. Where a requirement exists to send information "integrity protected" the mechanisms specified in 3GPP TS 33.203 [19] are used for sending the information. Where a requirement exists to check that information was received "integrity protected", then the information received is checked for compliance with the procedures as specified in 3GPP TS 33.203 [19].

Instance ID: 
An URN generated by the device that uniquely identifies a specific device amongst all other devices, and does not contain any information pertaining to the user (e.g., in GPRS instance ID applies to the Mobile Equipment rather than the UICC). The public user identity together with the instance ID uniquely identifies a specific UA instance.
Resource reservation: Mechanism for reserving bearer resources that is required for certain access technologies.
Local preconditions: The indication of segmented status preconditions for the local reservation of resources as specified in RFC 3312 [30].
Alias SIP URI:
A URI is an alias of another URI if the treatment of both URIs is identical, i.e. both URIs belong to the same set of implicitly registered public user identities, and are linked to the same service profile, and are considered to have the exact same service configuration for each and every service.

Initial registration: The registration procedure for a public user identity initiated by the UE in the absence of any valid registration.

Re-registration: The registration procedure initiated by the UE to refresh or update an already existing registration for a public user identity.

Registration of an additional public user identity: The registration procedure initiated by the UE to explicitly register an additional public user identity during the life time of the registration of another registered public user identity, where both public user identities have the same contact address and P-CSCF.

Emergency registration: A special registration that relates to an emergency public user identity.

Initial emergency registration: An emergency registration that is also an initial registration.

Emergency reregistration: An emergency registration that is also a reregistration.

Back-to-Back User Agent (B2BUA): As given in RFC 3261 [26]. In addition, for the usage in the IM CN subsystem, a SIP element being able to handle a collection of "n" User Agents (behaving each one as UAC and UAS, according to SIP rules), which are linked by some application logic that is fully independent of the SIP rules.

UE private IP address:
It is assumed that the NAT device performs network address translation between a private and a public network with the UE located in the private network and the IM CN subsystem in the public network. The UE is assumed to be configured with a private IP address. This address will be denoted as UE private IP address.

UE public IP address:
 The NAT device is assumed to be configured with one (or perhaps more) public address(es). When the UE sends a request towards the public network, the NAT replaces the source address in the IP header of the packet, which contains the UE private IP address, with a public IP addressed assigned to the NAT. This address will be denoted as UE public IP address. 
Encapsulating UDP header:
For the purpose of performing UDP encapsulation according to RFC 3948 [63A] each IPsec ESP packet is wrapped into an additional UDP header. This header is denoted as Encapsulating UDP header. 

Port_Uenc:
In most residential scenarios, when the NAT device performs address translation, it also performs translation of the source port found in the transport layer (TCP/UDP) headers. Following RFC 3948 [63A], the UE will use port 4500 as source port in the encapsulating UDP header when sending a packet. This port is translated by the NAT into an arbitrarily chosen port number which is denoted as port_Uenc. 

IMS flow set:
An IMS flow set is a set of flows as defined in draft-ietf-outbound [92]. The flows in an IMS flow set are determined by a combination of transport protocol, IP addresses, and ports. An IMS flow set is established by a successful IMS registration procedure.

NOTE 1:
 For IPsec, the ports associated with the flow set include protected client ports and protected server ports as defined in 3GPP TS 33.203 [19] and an IMS flow set is made up of the following four flows: 

-
Flow 1: (IP address UE, port_uc) <--> (IP address P-CSCF, port_ps) over TCP;

-
Flow 2: (IP address UE, port_uc) <--> (IP address P-CSCF, port_ps) over UDP;

-
Flow 3: (IP address UE, port_us) <--> (IP address P-CSCF, port_pc) over TCP; and

-
Flow 4: (IP address UE, port_us) <--> (IP address P-CSCF, port_pc) over UDP.

NOTE 2:
For IPsec, according to 3GPP TS 33.203 [19], the P-CSCF can only select among flows 1, 3, or 4 when forwarding requests towards the UE, where flow 1 is only possible in case of TCP connection re-use. According to 3GPP TS 33.203 [19], flow 2 is only used for UE originated requests and corresponding responses. The P-CSCF uses flow 2 to identify the correct IMS flow set.

NOTE 3:
An IMS flow set can be considered as a realisation of a logical flow as used in draft-ietf-sip-outbound [92]. But this definition does not depend on any particular definition of a logical flow.

NOTE 4:
For TLS, the ports associated with the flow set include a protected client port and a protected server port and an IMS flow set is made up of the following flow:

-
(IP address UE, port) <--> (IP address P-CSCF, port) over TCP.

NOTE 5:
For SIP digest without TLS, an IMS flow set is as defined in draft-ietf-sip-outbound [92].
IMS flow token:
A IMS flow token is uniquely associated with a IMS flow set. When forwarding a request destined towards the UE, the P-CSCF selects the flow from the IMS flow set denoted by the IMS flow token as appropriate according to 3GPP TS 33.203 [19] and RFC 3261 [26].

IP Association: A mapping at the P-CSCF of a UE's packet source IP address, the "sent-by" parameter in the Via header, and, conditionally, the port with the identities of the UE. This association corresponds to the IP address check table specified in 3GPP TS 33.203 [19].
Authorised Resource-Priority header:
a Resource-Priority header that is either received from another entity in the trust domain relating to the Resource-Priority header, or which has been identified as generated by a subscriber known to have such priority privileges for the resource priority namespace and level of priority used within that namespace.
Network-initiated resource reservation: A mechanism of resource reservation where the IP-CAN on the behalf of network initiates the resources to the UE.

Trace depth:
When SIP signalling is logged for debugging purposes, trace depth is the level of detail of what is logged.
Public network traffic:
traffic sent to the IM CN subsystem for processing according to normal rules of the NGN. This type of traffic is known as public network traffic.

Private network traffic:
traffic sent to the IM CN subsystem for processing according to an agreed set of rules specific to an enterprise. This type of traffic is known as private network traffic. Private network traffic is normally within a single enterprise, but private network traffic can also exist between two different enterprises if not precluded for regulatory reasons.
Editor's note: Further description of the breakout of private network traffic to public networks is needed. This will cover the relationship of private network traffic and public network traffic on the same session.

For the purposes of the present document, the following terms and definitions given in RFC 1594 [20B] apply.

Fully-Qualified Domain Name (FQDN)

For the purposes of the present document, the following terms and definitions given in RFC 3261 [26] apply (unless otherwise specified see clause 6).

Client

Dialog

Final response

Header

Header field

Loose routeing

Method

Option-tag (see RFC 3261 [26] subclause 19.2)

Provisional response

Proxy, proxy server

Recursion

Redirect server

Registrar

Request

Response

Server

Session

(SIP) transaction

Stateful proxy

Stateless proxy

Status-code (see RFC 3261 [26] subclause 7.2)

Tag (see RFC 3261 [26] subclause 19.3)

Target Refresh Request
User agent client (UAC)

User agent server (UAS)

User agent (UA)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [2] subclause 4.1.1.1 and subclause 4a.7 apply:

Breakout Gateway Control Function (BGCF)

Call Session Control Function (CSCF)

Home Subscriber Server (HSS)

Media Gateway Control Function (MGCF)

Multimedia Resource Function Controller (MRFC)

Multimedia Resource Function Processor (MRFP)

Subscription Locator Function (SLF)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [4C] apply:

Home PLMN (HPLMN)

Visited PLMN (VPLMN)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.218 [5] subclause 3.1 apply:

Filter criteria

Initial filter criteria

Initial request

Standalone transaction

Subsequent request

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.228 [7] subclauses 3.1, 4.3.3.1, 4.3.6, 4.6, 4.13, 5.2, 5.4.12.1 and 5.10 apply:

Border control concepts

Geo-local service number

Home local service number

Implicit registration set

Interconnection Border Control Function (IBCF)

Interrogating-CSCF (I-CSCF)

IMS Application Level Gateway (IMS-ALG)

IMS application reference

IMS Application Reference Identifier (IARI)

IMS communication service

IMS Communication Service Identifier (ICSI)
Local service number

IP-Connectivity Access Network (IP-CAN)

Policy and Charging Rule Function (PCRF)

Private user identity

Proxy-CSCF (P-CSCF)

Public Service Identity (PSI)

Public user identity

Serving-CSCF (S-CSCF)

Statically pre-configured PSI
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.167 [4B] apply:

Emergency-CSCF (E-CSCF)

Geographical location information

Location identifier

Location information

For the purposes of the present document, the following terms and definitions given in 3GPP TR 33.203 [19] apply:

GPRS-IMS-Bundled Authentication (GIBA)

IM Subscriber Identity Module (ISIM)

Port_pc

Port_ps

Port_uc

Port_us
Protected server port

Protected client port

For the purposes of the present document, the following terms and definitions given in 3GPP TR 21.905 [1] apply:

Universal Integrated Circuit Card (UICC)

Universal Subscriber Identity Module (USIM)
User Equipment (UE)
For the purposes of the present document, the following terms and definitions given in RFC 2401 [20A] Appendix A apply:

Security association

A number of different security associations exist within the IM CN subsystem and within the underlying access transport. Within this document this term specifically applies to either:

i)
the security association that exists between the UE and the P-CSCF. For this usage of the term, the term "security association" only applies to IPsec. This is the only security association that has direct impact on SIP; or

ii)
the security association that exists between the WLAN UE and the PDG. This is the security association that is relevant to the discussion of Interworking WLAN as the underlying IP-CAN.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [1B] apply:
WLAN UE
3GPP AAA proxy

3GPP AAA server

Packet Data Gateway (PDG)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.234 [7A] apply.
Interworking WLAN

For the purposes of the present document, the following terms and definitions given in ITU-T E.164 [57] apply:

International public telecommunication number

For the purposes of the present document, the following terms and definitions given in RFC 5012 [91] apply:

Emergency service identifier

Emergency service URN

Public Safety Answering Point (PSAP)

PSAP URI

For the purposes of the present document, the following terms and definitions given in draft-ietf-sip-gruu [93] apply:

Globally Routable User Agent URI (GRUU)

For the purposes of the present document, the following terms and definitions given in draft-ietf-sip-outbound [92] apply:

Flow
For the purposes of the present document, the following terms and definitions given in RFC 4346 [102] appendix B apply:

TLS session
*** Next Change ***

4.2B
Security mechanisms

3GPP TS 33.203 [19] defines the security features and mechanisms for secure access to the IM CN subsystem. This document defines a number of access security mechanisms, as summarised in table 4-1.

Table 4-1: Summary of access security mechanisms to the IM CN subsystem

	Mechanism
	Authentication
	Integrity protection
	Use of security agreement in accordance with RFC 3329 [48]
	Support (as defined in 3GPP TS 33.203 [19])

	IMS AKA plus IPsec ESP (see 3GPP TS 33.203 [19] clause 6)
	IMS AKA
	IPsec ESP
	Yes
	Mandatory for all UEs containing a UICC, else optional.

Mandatory for all P-CSCF, I-CSCF, S-CSCF

	SIP digest plus check of IP association (see 3GPP TS 33.203 [19] annex N) (note 2)
	SIP digest
	None (note 3)
	No
	Optional for UEs

Optional for P-CSCF, I-CSCF, S-CSCF

	SIP digest plus Proxy Authentication (see 3GPP TS 33.203 [19] annex N) (note 2)
	SIP digest
	None (note 3)
	No
	Optional for UEs

Optional for P-CSCF, I-CSCF, S-CSCF

	SIP digest with TLS (see 3GPP TS 33.203 [19] annex N and annex O)
	SIP digest
	TLS session
	Yes
	Optional for UEs

Optional for P-CSCF, I-CSCF, S-CSCF

	NASS-IMS bundled authentication (see 3GPP TS 33.203 [19] annex R) (notes 4, 5)
	not applicable (note 1)
	None (note 3)
	No
	No UE support required

Optional for P-CSCF, I-CSCF, S-CSCF

	GPRS-IMS-Bundled authentication (see 3GPP TS 33.203 [19] annex S) (note 5)
	not applicable (note 1)
	None (note 3)
	No
	Optional for UEs
Optional for P-CSCF, I-CSCF, S-CSCF

	NOTE 1:
Authentication is not provided as part of the IM CN subsystem signalling.
NOTE 2: 
The term "SIP digest without TLS" is used in this specification to refer to both "SIP digest plus check of IP association" and "SIP digest plus Proxy Authentication".
NOTE 3:   This security mechanism does not allow SIP requests to be protected using an IPsec security association because it does not perform a key agreement procedure.
NOTE 4:   A P-Access-Network-Info aware P-CSCF is required in order to provide NASS-IMS bundled authentication.
NOTE 5:   The P-CSCF shall be in the home network when performing this security mechanism.


Specification of the mechanisms identified within table 4-1 within this document are provided in clause 5. Subclauses where security procedures are required consist of a general subclause applicable whichever security mechanisms are in use, and a separate subclause for each security mechanism identified by a row within table 4-1.


TLS is optional to implement and is used only in combination with SIP digest authentication. Authentication associated with registration to the IM CN subsystem is applicable to IMS AKA and SIP digest and is covered in subclause 5.1.1 for the UE, subclause 5.2.2 for the P-CSCF and subclause 5.4.1 for the S-CSCF. Additionally, SIP digest allows for authentication to also occur on an initial request for a dialog or a request for a standalone transaction, this additional capability is covered in subclause 5.1.2A and subclause 5.4.3.2.

If a UE that implements SIP digest is configured not to use TLS, then the UE does not establish a TLS session toward the P-CSCF. If a UE supports TLS, then the UE supports TLS as described in 3GPP TS 33.203 [19].
For SIP digest authentication, the P-CSCF can be configured to have TLS required or disabled:

-
if TLS is required, the P-CSCF requires the establishment of a TLS session from all SIP digest UEs, in order to access IMS subsequent to registration; or

-
if TLS is disabled, the P-CSCF does not allow the establishment of a TLS session from any UE. 

NOTE 2:
The mechanism to configure the P-CSCF to have TLS required or disabled is outside the scope of this specification.

SIP digest cannot be used in conjunction with the procedures of Annex F.

For emergency calls, 3GPP TS 33.203 [19] specifies some relaxations, which are further described in the subclauses of this document relating to emergency calls.

3GPP TS 33.210 [19A] defines the security architecture for network domain IP based control planes. 3GPP TS 33.210 [19A] applies for security mechanisms between entities in the IM CN subsystem.
*** Next Change ***

5.1.1.2.6
Initial registration using GPRS-IMS-Bundled authentication
On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields as follows:

a)
an Authorization header as defined in RFC 2617 [21] shall not be included, in order to indicate support for GPRS-IMS-Bundled authentication.

b)
the Security-Client header field as defined in RFC 3329 [48] shall not be included;

c)
a From header set to a temporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003 [3], as the public user identity to be registered;

d)
a To header set to a temporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003 [3], as the public user identity to be registered;

e)
the Contact header with the port value of an unprotected port where the UE expects to receive subsequent mid-dialog requests; and

f)
the Via header with the port value of an unprotected port where the UE expects to receive responses to the request.

NOTE 1:
Since the private user identity is not included in the REGISTER requests when GPRS-IMS-Bundled authentication is used for registration, re-registration and de-registration procedures, all REGISTER requests from the UE use the IMSI-derived IMPU as the public user identity even when the implicitly registered IMPUs are available at the UE. The UE does not use the temporary public user identity (IMSI-derived IMPU) in any non-registration SIP requests.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, there are no additional requirements for the UE.

NOTE 2:
When GPRS-IMS-Bundled authentication is in use, a 401 (Unauthorized) response to the REGISTER request is not expected to be received.
*** Next Change ***

5.1.1.3
Subscription to the registration-state event package

Upon receipt of a 2xx response to the initial registration, the UE shall subscribe to the reg event package for the public user identity registered at the user's registrar (S-CSCF) as described in RFC 3680 [43].

The UE shall use the default public user identity for subscription to the registration-state event package, if the public user identity that was used for initial registration is a barred public user identity. The UE may use either the default public user identity or the public user identity used for initial registration for the subscription to the registration-state event package, if the initial public user identity that was used for initial registration is not barred.

On sending a SUBSCRIBE request, the UE shall populate the header fields as follows:

a)
a Request URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URI that contains the public user identity used for subscription;

b)
a From header set to a SIP URI that contains the public user identity used for subscription;

c)
a To header set to a SIP URI that contains the public user identity used for subscription;

d)
an Event header set to the "reg" event package;

e)
an Expires header set to 600 000 seconds as the value desired for the duration of the subscription;
f)
if available to the UE (as defined in the access technology specific annexes for each access technology), a P-Access-Network-Info header set as specified for the access network technology (see subclause 7.2A.4); and

g)
a Contact header set to contain:

-
the same IP address or FQDN;

-
if IMS AKA or SIP digest with TLS is being used as a security mechanism, the protected server port value as in the initial registration; and
-
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled authentication is being used as a security mechanism, the port value of an unprotected port where the UE expects to receive subsequent mid-dialog requests. The unprotected port value shall be set to the port value used in the initial REGISTER request.
Upon receipt of a 2xx response to the SUBSCRIBE request, the UE shall store the information for the established dialog and the expiration time as indicated in the Expires header of the received response.

If continued subscription is required, the UE shall automatically refresh the subscription by the reg event package, for a previously registered public user identity, either 600 seconds before the expiration time if the initial subscription was for greater than 1200 seconds, or when half of the time has expired if the initial subscription was for 1200 seconds or less. If a SUBSCRIBE request to refresh a subscription fails with a non-481 response, the UE shall still consider the original subscription valid for the duration of the most recently known "Expires" value according to RFC 3265 [28]. Otherwise, the UE shall consider the subscription invalid and start a new initial subscription according to RFC 3265 [28].

*** Next Change ***

5.1.1.4.6
GPRS-IMS-Bundled authentication as a security mechanism
On sending a REGISTER request, as defined in subclause 5.1.1.4.1, the UE shall additionally populate the header fields as follows:

a)
an Authorization header as defined in RFC 2617 [21] shall not be included, in order to indicate support GPRS-IMS-Bundled authentication.

b)
security agreement header field values as required by RFC 3329 [48] shall not be included;

c)
a From header set to a temporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003 [3], as the public user identity to be registered;

d)
a To header set to a temporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003 [3], as the public user identity to be registered;
e)
the Contact header with the port value of an unprotected port where the UE expects to receive subsequent mid-dialog requests; and

f)
the Via header with the port value of an unprotected port where the UE expects to receive responses to the request.

NOTE 1:
Since the private user identity is not included in the REGISTER requests when GPRS-IMS-Bundled authentication is used for registration, re-registration and de-registration procedures, all REGISTER requests from the UE use the IMSI-derived IMPU as the public user identity even when the implicitly registered IMPUs are available at the UE. The UE does  not use the temporary public user identity (IMSI-derived IMPU) in any non-registration SIP requests.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.4.1, there are no additional requirements for the UE.
NOTE 2:
When GPRS-IMS-Bundled authentication is in use, a 401 (Unauthorized) response to the REGISTER request is not expected to be received.
*** Next Change ***

5.1.1.5
Authentication

5.1.1.5.1
IMS AKA - general

Authentication is performed during initial registration. A UE can be re-authenticated during subsequent reregistrations, deregistrations or registrations of additional public user identities. When the network requires authentication or re-authentication of the UE, the UE will receive a 401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:

1)
extract the RAND and AUTN parameters;

2)
check the validity of a received authentication challenge, as described in 3GPP TS 33.203 [19] i.e. the locally calculated XMAC must match the MAC parameter derived from the AUTN part of the challenge; and the SQN parameter derived from the AUTN part of the challenge must be within the correct range; and

3)
check the existence of the Security-Server header as described in RFC 3329 [48]. If the header is not present or it does not contain the parameters required for the setup of the set of security associations (see annex H of 3GPP TS 33.203 [19]), the UE shall abandon the authentication procedure and send a new REGISTER request with a new Call-ID.

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:

1)
calculate the RES parameter and derive the keys CK and IK from RAND as described in 3GPP TS 33.203 [19];

2)
set up a temporary set of security associations based on the static list and parameters it received in the 401 (Unauthorized) response and its capabilities sent in the Security-Client header in the REGISTER request. The UE sets up the temporary set of security associations using the most preferred mechanism and algorithm returned by the P-CSCF and supported by the UE and using IK and CK (only if encryption enabled) as the shared key. The UE shall use the parameters received in the Security-Server header to setup the temporary set of security associations. The UE shall set a temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

3)
send another REGISTER request using the temporary set of security associations to protect the message. The header fields are populated as defined for the initial request, with the addition that the UE shall include an Authorization header containing:

-
the realm directive set to the value as received in the realm directive in the WWW Authenticate header;

-
the username directive, set to the value of the private user identity;

-
the response directive that contains the RES parameter, as described in RFC 3310 [49];

-
the uri directive, set to the SIP URI of the domain name of the home network;
-
the algorithm directive, set to the value received in the 401 (Unauthorized) response; and
-
the nonce directive, set to the value received in the 401 (Unauthorized) response. 

The UE shall also insert the Security-Client header that is identical to the Security-Client header that was included in the previous REGISTER request (i.e. the REGISTER request that was challenged with the received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header into the request, by mirroring in it the content of the Security-Server header received in the 401 (Unauthorized) response. The UE shall set the Call-ID of the security association protected REGISTER request which carries the authentication challenge response to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge.

On receiving the 200 (OK) response for the security association protected REGISTER request, the UE shall:

-
change the temporary set of security associations to a newly established set of security associations, i.e. set its SIP level lifetime to the longest of either the previously existing set of security associations SIP level lifetime, or the lifetime of the just completed registration plus 30 seconds; and

-
use the newly established set of security associations for further messages sent towards the P-CSCF as appropriate.

NOTE:
In this case, the UE will send requests towards the P-CSCF over the newly established set of security associations. Responses towards the P-CSCF that are sent via UDP will be sent over the newly established set of security associations. Responses towards the P-CSCF that are sent via TCP will be sent over the same set of security associations that the related request was received on.

When the first request or response protected with the newly established set of security associations is received from the P-CSCF, the UE shall delete the old set of security associations and related keys it may have with the P-CSCF after all SIP transactions that use the old set of security associations are completed.

Whenever the 200 (OK) response is not received before the temporary SIP level lifetime of the temporary set of security associations expires or a 403 (Forbidden) response is received, the UE shall consider the registration to have failed. The UE shall delete the temporary set of security associations it was trying to establish, and use the old set of security associations. The UE should send an unprotected REGISTER message according to the procedure specified in subclause 5.1.1.2 if the UE considers the old set of security associations to be no longer active at the P-CSCF.

In the case that the 401 (Unauthorized) response is deemed to be invalid then the UE shall behave as defined in subclause 5.1.1.5.3.

5.1.1.5.2
Void
5.1.1.5.3
IMS AKA abnormal cases

If, in a 401 (Unauthorized) response, either the MAC or SQN is incorrect the UE shall respond with a further REGISTER indicating to the S-CSCF that the challenge has been deemed invalid as follows:

-
in the case where the UE deems the MAC parameter to be invalid the subsequent REGISTER request shall contain no AUTS directive and an empty response directive, i.e. no authentication challenge response;

-
in the case where the UE deems the SQN to be out of range, the subsequent REGISTER request shall contain the AUTS directive (see 3GPP TS 33.102 [18]).

NOTE:
In the case of the SQN being out of range, a response directive can be included by the UE, based on the procedures described in RFC 3310 [49].

Whenever the UE detects any of the above cases, the UE shall:

-
send the REGISTER request using an existing set of security associations, if available (see 3GPP TS 33.203 [19]);

-
populate a new Security-Client header within the REGISTER request, set to specify the security mechanism it supports, the IPsec layer algorithms for integrity and confidentiality protection it supports and the parameters needed for the new security association setup; and

-
not create a temporary set of security associations.
On receiving a 420 (Bad Extension) in which the Unsupported header contains the value "sec-agree" and if the UE supports GPRS-IMS-Bundled authentication, the UE shall initiate a new authentication attempt with the GPRS-IMS-Bundled authentication procedures as specified in subclause 5.1.1.2.6.
5.1.1.5.4
SIP digest without TLS – general

On receiving a 401 (Unauthorized) response to the REGISTER request, and where the algorithm parameter is MD5, the UE shall extract the digest-challenge parameters as indicated in RFC 2617 [21] from the WWW-Authenticate header. The UE shall calculate digest-response parameters as indicated in RFC 2617 [21]. The UE shall send another REGISTER request containing an Authorization header. The header fields are populated as defined in subclause 5.1.1.2.3, with the addition that the UE shall include an Authorization header containing a challenge response, cnonce, qop, and nonce-count parameters as indicated in RFC 2617 [21]. The UE shall set the Call-ID of the REGISTER request which carries the authentication challenge response to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge. If SIP digest without TLS is used, the UE shall not include RFC 3329 [48] headers with this REGISTER.

On receiving the 200 (OK) response for the REGISTER request, if the algorithm parameter in the Authentication-Info header is MD5, the UE shall authenticate the S-CSCF using the "response-auth" directive in the Authentication-Info header as described in RFC 2617 [21].

5.1.1.5.5
SIP digest without TLS – abnormal procedures

On receiving a 403 (Forbidden) response, the UE shall consider the registration to have failed.
5.1.1.5.6
SIP digest with TLS – general

On receiving a 401 (Unauthorized) response to the REGISTER request, the procedures in subclause 5.1.1.5.4 apply with the following differences:

-
The UE shall check the existence of the Security-Server header as described in RFC 3329 [48]. If the header is not present or the list of supported security mechanisms does not include "tls", the UE shall abandon the authentication procedure and send a new REGISTER request.

In the case that the 401 (Unauthorized) response to the REGISTER is deemed to be valid the UE shall send another REGISTER request using the TLS session to protect the message. The header fields are populated as defined for the initial request, with the addition that the UE shall include an Authorization header containing a challenge response, cnonce, qop, and nonce-count parameters as indicated in RFC 2617 [21]. The UE shall also insert the Security-Client header that is identical to the Security-Client header that was included in the previous REGISTER request (i.e. the REGISTER request that was challenged with the received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header into the request, by mirroring in it the content of the Security-Server header received in the 401 (Unauthorized) response. The UE shall set the Call-ID to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge.

When SIP digest with TLS is used, and for the case where the 401 (Unauthorized) response to the REGISTER request is deemed to be valid, the UE shall establish the TLS session as described in 3GPP TS 33.203 [19]. The UE shall use this TLS session to send all further messages towards the P-CSCF.
5.1.1.5.7
SIP digest with TLS – abnormal procedures

On receiving a 403 (Forbidden) response, the UE shall consider the registration to have failed. If performing SIP digest with TLS, the UE should send an initial REGISTER according to the procedure specified in subclause 5.1.1.2 if the UE considers the TLS session to be no longer active at the P-CSCF.
5.1.1.5.8
NASS-IMS bundled authentication – general

NASS-IMS bundled authentication is only applicable to UEs that contain neither USIM nor ISIM. Authentication is achieved via the registration and re-registration procedures as defined in subclause 5.1.1.2 and subclause 5.1.1.4. NASS-bundled authentication is granted by the network upon receipt by the UE of a 200 (OK) response to the initial REGISTER request. 

There is no separate authentication procedure.

5.1.1.5.9
NASS-IMS bundled authentication – abnormal procedures

There is no separate authentication procedure, and therefore no abnormal procedures.

5.1.1.5.10
GPRS-IMS-Bundled authentication – general

Authentication is achieved via the registration and re-registration procedures as defined in subclause 5.1.1.2 and subclause 5.1.1.4. GPRS-IMS-Bundled authentication is granted by the network upon receipt by the UE of a 200 (OK) response to the initial REGISTER request.

5.1.1.5.11
GPRS-IMS-Bundled authentication – abnormal procedures
There is no separate authentication procedure and therefore no abnormal procedures.
5.1.1.5.12
Abnormal procedures for all security mechanisms
A UE shall only respond to two consecutive invalid challenges and shall not automatically attempt authentication after two consecutive failed attempts to authenticate. The UE may attempt to register with the network again after an implementation specific time.

*** Next Change ***

5.1.1.6.5
NASS-IMS bundled authentication as a security mechanism
On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields as follows:

a)
optionally, an Authorization header, with the username field, set to the value of the private user identity;

NOTE 1:
In case the Authorization header is absent, the mechanism only supports that one public user identity is associated with only one private user identity.
Editor's note: The mapping of the public user identities and the private user identity need to be described. 

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.6.1, there are no additional requirements for the UE.

NOTE 2:
When NASS-IMS bundled authentication is in use, a 401 (Unauthorized) response to the REGISTER request is not expected to be received.
5.1.1.6.6
GPRS-IMS-Bundled authentication as a security mechanism
On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields as follows:
a)
an Authorization header as defined in RFC 2617 [21] shall not be included, in order to indicate support GPRS-IMS-Bundled authentication.
b)
security agreement header field values as required by RFC 3329 [48] shall not be included;
c)
a From header set to a temporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003 [3], as the public user identity to be deregistered;
d)
a To header set to a temporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003 [3], as the public user identity to be deregistered;
e)
the Contact header with the port value of an unprotected port where the UE expects to receive subsequent mid-dialog requests; and

f)
the Via header with the port value of an unprotected port where the UE expects to receive responses to the request.
NOTE 1:
Since the private user identity is not included in the REGISTER requests when GPRS-IMS-Bundled authentication is used for registration, re-registration and de-registration procedures, all REGISTER requests from the UE use the IMSI-derived IMPU as the public user identity even when the implicitly registered IMPUs are available at the UE. The UE does  not use the temporary public user identity (IMSI-derived IMPU) in any non-registration SIP requests.
On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.6.1, there are no additional requirements for the UE.
NOTE 2:
When GPRS-IMS-Bundled authentication is in use, a 401 (Unauthorized) response to the REGISTER request is not expected to be received.

*** Next Change ***

5.1.2A.1.1
General
The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

When the UE sends any request, the UE shall:

-
if IMS AKA is in use as a security mechanism, include the protected server port in the Via header entry relating to the UE;

-
if SIP digest without TLS is in use as a security mechanism:

a)
if the UE has not obtained a GRUU, populate the Contact header of the request with the port value of an unprotected port where the UE expects to receive subsequent mid-dialog requests; and

b)
populate the Via header of the request with the port value of an unprotected port where the UE expects to receive responses to the request; 

-
if SIP digest with TLS is in use as a security mechanism:

a)
if the UE has not obtained a GRUU, populate the Contact header of the request with the protected server port; and

b)
include the protected server port in the Via header entry relating to the UE;
-
if NASS-IMS bundled authentication is in use as a security mechanism, and therefore no port is provided for subsequent SIP messages by the P-CSCF during registration, the UE shall send any request to the same port used for the initial registration as described in subclause 5.1.1.2.
-
if GPRS-IMS-Bundled authentication is in use as a security mechanism, and therefore no port is provided for subsequent SIP messages by the P-CSCF during registration, the UE shall send any request to the same port used for the initial registration as described in subclause 5.1.1.2.
If SIP digest without TLS is used, the UE shall not include RFC 3329 [48] headers in any SIP messages.
When SIP digest is in use, upon receiving a 407 (Proxy Authentication Required) response to an initial request, the originating UE shall:

-
extract the digest-challenge parameters as indicated in RFC 2617 [21] from the Proxy-Authenticate header field; 

-
calculate the response as described in RFC 2617 [21]; and

-
send a new request containing a Proxy-Authorization header in which the header fields are populated as defined in RFC 2617 [21] using the calculated response.

When SIP digest is in use, upon receiving a 200 (OK) response in response to a challenged request, the originating UE shall authenticate the response using the "response-auth" directive in the Proxy-Authentication-Info header as described in RFC 2617 [21].

Editor's Note: The Proxy-Authentication-Info header is not currently defined in RFC 3261 [26]. The progress of this issue in the IETF will need to be evaluated and a decision made on whether to include this feature in Release 8 of this specification.
Where a security association or TLS session exists, the UE shall discard any SIP response that is not protected by the security association or TLS session and is received from the P-CSCF outside of the registration and authentication procedures. The requirements on the UE within the registration and authentication procedures are defined in subclause 5.1.1.

In accordance with RFC 3325 [34] the UE may insert a P-Preferred-Identity header in any initial request for a dialog or request for a standalone transaction as a hint for creation of an asserted identity (contained in the P-Asserted-Identity header) within the IM CN subsystem.

NOTE 1:
Since the S-CSCF uses the P-Asserted-Identity header when checking whether the UE originating request matches the initial filter criteria, the P-Preferred-Identity header inserted by the UE determines which services and applications are invoked. 

The UE may include any of the following in the P-Preferred-Identity header:

-
a public user identity which has been registered by the user;

-
a public user identity returned in a registration-state event package of a NOTIFY request as a result of an implicit registration that was not subsequently deregistered or that has not expired; or

-
any other public user identity which the user has assumed by mechanisms outside the scope of this specification to have a current registration.

NOTE 2:
The temporary public user identity specified in subclause 5.1.1.1 is not a public user identity suitable for use in the P-Preferred-Identity header.

NOTE 3:
Procedures in the network require international public telecommunication numbers when telephone numbers are used in P-Preferred-Identity header.

NOTE 4:
A number of headers can reveal information about the identity of the user. Where privacy is required, implementers should also give consideration to other headers that can reveal identity information. RFC 3323 [33] subclause 4.1 gives considerations relating to a number of headers.

Where privacy is required, in any initial request for a dialog or request for a standalone transaction, the UE shall set the From header to "Anonymous" as specified in RFC 3261 [26].

NOTE 5:

The contents of the From header should not be relied upon to be modified by the network based on any privacy specified by the user either within the UE indication of privacy or by network subscription or network policy. Therefore the user should include the value "Anonymous" whenever privacy is explicitly required. As the user may well have privacy requirements, terminal manufacturers should not automatically derive and include values in this header from the public user identity or other values stored in or derived from the UICC. Where the user has not expressed a preference in the configuration of the terminal implementation, the implementation should assume that privacy is required. Users that require to identify themselves, and are making calls to SIP destinations beyond the IM CN subsystem, where the destination does not implement RFC 3325 [34], will need to include a value in the From header other than Anonymous.

The UE shall determine the public user identity to be used for this request as follows:

1)
if a P-Preferred-Identity was included, then use that as the public user identity for this request; or

2)
if no P-Preferred-Identity was included, then use the default public user identity for the security association or TLS session as the public user identity for this request;

If this is a request for a new dialog, and the request includes a Contact header, the Contact header is populated as follows:

1)
if a public GRUU value (pub-gruu) has been saved associated with the public user identity to be used for this request, and the UE does not indicate privacy of the P-Asserted-Identity, then the UE should insert the public GRUU (pub-gruu) value as specified in draft-ietf-sip-gruu [93];

2)
if a temporary GRUU value (temp-gruu) has been saved associated with the public user identity to be used for this request, and the UE does indicate privacy of the P-Asserted-Identity, then the UE should insert the temporary GRUU (temp-gruu) value as specified in draft-ietf-sip-gruu [93];

NOTE 6: The above items 1 and 2 are mutually exclusive.
3)
if the request is related to an IMS communication service that requires the use of an ICSI then the UE shall include in a g.3gpp.icsi_ref feature tag as defined in subclause 7.9.2 and RFC 3841 [56B] the ICSI value (coded as specified in subclause 7.2A.8.2), for the IMS communication service. The UE may also include other ICSI values that the UE is prepared to use for all dialogs with the terminating UE(s); and
4)
if the request is related to an IMS application that is supported by the UE, then the UE may include the IARI value (coded as specified in subclause 7.2A.9.2), that is related to any IMS application and that applies for the dialog, in a g.3gpp.iari_ref feature tag as defined in subclause 7.9.3 and RFC 3841 [56B].

NOTE 7: The above items 3 and 4 are mutually exclusive.
If this is a request within an existing dialog, and the request includes a Contact header, and the Contact address previously used in the dialog was a GRUU, then the UE should insert the previously used GRUU value in the Contact header as specified in draft-ietf-sip-gruu [93].

If this is a request for a new dialog or standalone transaction and the request is related to an IMS communication service that requires the use of an ICSI then the UE:

1)
shall include the ICSI value (coded as specified in subclause 7.2A.8.2), for the IMS communication service that is related to the request in a P-Preferred-Service header field according to draft-drage-sipping-service-identification [121]. If a list of network supported ICSI values was received as specified in 3GPP TS 24.167 [8G], the UE shall only include an ICSI value that is in the received list;

NOTE 8: The UE only receives those ICSI values correponding to the IMS communication services that the network provides to the user.
2)
may include an Accept-Contact header field containing an ICSI value (coded as specified in subclause 7.2A.8.2) that is related to the request in a g.3gpp.icsi_ref feature tag as defined in subclause 7.9.2 if the ICSI for the IMS communication service is known. 

Editor's note: It is FFS whether the UE shall always include an ICSI value in an Accept-Contact header field. This also may need some clarifications to the stage 2 text to fully align.

NOTE 9:
If the UE includes the same ICSI values into the Accept-Contact header and the P-Preferred-Service header, there is a possibility that one of the involved S-CSCFs or an AS changes the ICSI value in the P-Asserted-Service header, which results in the message including two different ICSI values (one in the P-Asserted-Service header, changed in the network and one in the Accept-Contact header).

If an IMS application indicates that an IARI is to be included in a request for a new dialog or standalone transaction, the UE shall include an Accept-Contact header field containing an IARI value (coded as specified in subclause 7.2A.9.2) that is related to the request in a g.3gpp.iari_ref feature tag as defined in subclause 7.9.3 and RFC 3841 [56B].
NOTE 10:
RFC 3841 [56B] allows multiple Accept-Contact header fields along with multiple Reject-Contact header fields in a SIP request, and within those header fields, expressions that include one or more logical operations based on combinations of feature tags. Which registered UE will be contacted depends on the Accept-Contact header field and Reject-Contact header field combinations included that evaluate to a logical expression and the relative qvalues of  the registered contacts for the targeted registered public user identity. There is therefore no guarantee that when multiple Accept-Contact header fields or additional Reject-Contact header field(s) along with the Accept-Contact header field containing the ICSI value or IARI value are included in a request that the request will be routed to a contact that registered the same ICSI value or IARI value. Charging and accounting is based upon the contents of the P-Asserted-Service header field and the actual media related contents of the SIP request and not the Accept-Contact header field contents or the contact reached.

NOTE 11:
The UE only includes the parameters require and explicit in the Accept-Contact header field containing the ICSI value or IARI value if the IMS communication service absolutely requires that the terminating UE understand the IMS communication service in order to be able to accept the session. Including the parameters require and explicit in Accept-Contact header fields in requests which don’t absolutely require that the terminating UE understand the IMS communication service in order to accept the session creates an interoperability problem for sessions which otherwise would interoperate and violates the interoperability requirements for the ICSI in 3GPP TS 23.228 [7]. 

After the dialog is established the UE may change the dialog capabilities (e.g. add a media or request a supplementary service) if defined for the IMS communication service as identified by the ICSI value using the same dialog. Otherwise, the UE shall initiate a new initial request to the other user.

The UE can indicate privacy of the P-Asserted-Identity that will be generated by the P-CSCF in accordance with RFC 3323 [33], and the additional requirements contained within RFC 3325 [34].

If resource priority in accordance with RFC 4412 [116] is required for a dialog, then the UE shall include the Resource-Priority header field in all requests associated with that dialog.

Editor's Note: Further study is needed in order to find out whether usage scenarios of the Resource-Priority header field might not by covered by the mechanisms described above or might need additional action in other functional entities.

If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall insert a P-Access-Network-Info header into any request for a dialog, any subsequent request (except ACK requests and CANCEL requests) or response (except CANCEL responses) within a dialog or any request for a standalone method (see subclause 7.2A.4).

NOTE 12:
During the dialog, the points of attachment to the IP-CAN of the UE may change (e.g. UE connects to different cells). The UE will populate the P-Access-Network-Info header in any request or response within a dialog with the current point of attachment to the IP-CAN (e.g. the current cell information).
The UE shall build a proper preloaded Route header value for all new dialogs and standalone transactions. The UE shall build a list of Route header values made out of the following, in this order:

a)
the P-CSCF URI containing the IP address or the FQDN learnt through the P-CSCF discovery procedures; and
b)
the P-CSCF port based on the security mechanism in use:

-
if IMS AKA or SIP digest with TLS is in use as a security mechanism, the protected server port learnt during the registration procedure;

-
if SIP digest without TLS, NASS-IMS bundled authentciation or GPRS-IMS-Bundled authentication is in use as a security mechanism, the unprotected server port used during the registration procedure;

c)
and the values received in the Service-Route header saved from the 200 (OK) response to the last registration or re-registration. 

The UE may indicate that proxies should not fork the request by including a "no-fork" directive within the Request-Disposition header in the request as described in RFC 3841 [56B].
When a SIP transaction times out, i.e. timer B, timer F or timer H expires at the UE, the UE may behave as if timer F expired, as described in subclause 5.1.1.4.

NOTE 13:
It is an implementation option whether these actions are also triggered by other means.

*** Next Change ***

5.2.2.1
General

The P-CSCF shall be prepared to receive only the unprotected REGISTER requests on the SIP default port values as specified in RFC 3261 [26]. The P-CSCF shall also be prepared to receive only the unprotected REGISTER requests on the port advertised to the UE during the P-CSCF discovery procedure.

The P-CSCF shall distinguish between security mechanisms through the use of the Security-Client header and Authorizaton header as follows:

1)
if a REGISTER request from the UE contains a Security-Client header then for an initial registration, the P-CSCF shall select the sec-mechanism and mode (as described in Annex H of 3GPP TS 33.203 [19]) from the corresponding parameters offered in the Security-Client header according to its priorities, as follows:

-
if the P-CSCF selects the sec-mechanism "ipsec- 3gpp" then follow the procedures as described in subclause 5.2.2.2, in addition to the procedures described in this subclause;

-
if the P-CSCF selects the sec-mechanism "tls" then follow the procedures as described in subclause 5.2.2.4, in addition to the procedures described in this subclause.
2)
if a REGISTER request from the UE does not contain a Security-Client header, or the P-CSCF does not select any sec-mechanism from the Security-Client header, then the P-CSCF shall behave as follows, in addition to the procedures described in the remainder of this subclause:
-
if the REGISTER request does not contain an Authorization header and was received over an access network defined in 3GPP specifications then follow the GPRS-IMS-Bundled authentication  procedures as described in subclause 5.2.2.6; or
-
if the REGISTER request does not contain an Authorization header and was received over a TISPAN NASS then follow the NASS-IMS bundled authentication procedures described in subclause 5.2.2.5. If the NASS-IMS bundled authentcation related query from the P-CSCF to the TISPAN NASS fails, then the P-CSCF shall not continue and shall return an error message to the UE; or-

Editor's Note:
It is FFS which error message is sent to the UE in the case of a failed query from the P-CSCF to the TISPAN NASS.
-
if the REGISTER request contains an Authorization header and was not received over a TISPAN NASS then follow the SIP digest without TLS procedures as described in subclause 5.2.2.3; or
-
if the REGISTER request contains an Authorization header and was received over a TISPAN NASS, and the P-CSCF supports both SIP digest and NASS-IMS bundled authentication, then the P-CSCF shall perform the steps required for NASS-IMS bundled authentication, in subclause 5.2.2.5, as well as the steps required for SIP digest without TLS, in subclause 5.2.2.3, unless it is configured to behave differently. If the NASS-IMS bundled authentication related query from the P-CSCF to the TISPAN NASS fails, then the P-CSCF shall only continue with the SIP digest related steps.
For subsequent registrations, the P-CSCF shall continue to use the selected mechanism.
NOTE 0:
The steps required for SIP digest and for NASS-IMS bundled authentcation are not in contradiction. Rather, for NASS-IMS bundled authentication the P-CSCF needs to perform additional steps, namely an exchange with the TISPAN NASS and an inclusion of NASS location information in the REGISTER request, on top of the steps required for SIP digest.
NOTE 0A:
How the P-CSCF knows the access network type of a specific network interface is implementation-dependent (e.g. it can know the access network type from different UE IP address ranges or by using different network interfaces for different access network types).

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall:

1)
insert a Path header in the request including an entry containing: 

-
the SIP URI identifying the P-CSCF;

-
an indication that requests routed in this direction of the path (i.e. from the S-CSCF towards the P-CSCF) are expected to be treated as for the UE-terminating case. This indication may e.g. be in a parameter in the URI, a character string in the user part of the URI, or be a port number in the URI;

2)
insert a Require header containing the option tag "path";

3)
insert a P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17] and a type 1 orig-ioi parameter. The P-CSCF shall set the type 1 orig-ioi parameter to a value that identifies the sending network of the request. The P-CSCF shall not include the type 1 term-ioi parameter;

4)
insert a P-Visited-Network-ID header field, with the value of a pre-provisioned string that identifies the visited network at the home network;

5)
if the P-CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, forward the request to an IBCF in the visited network.

If the selected exit point:

-
does not respond to the REGISTER request and its retransmissions by the P-CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;


the P-CSCF shall select a new exit point and forward the original REGISTER request.
NOTE 1:
The list of the exit points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P-CSCF.

If the P-CSCF fails to forward the REGISTER request to any exit point, the P-CSCF shall send back a 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26] unless local policy allows omitting the exit point; and

NOTE 2:
If the P-CSCF forwards the request to an IBCF in the visited network, the IBCF can determine the entry point of the home network, using the same mechanisms as described in NOTE 1 above. In that case the P-CSCF does not need to determine the entry point of the home network.

6)
determine the entry point of the home network and forward the request to that entry point.


If the selected entry point:

-
does not respond to the REGISTER request and its retransmissions by the P-CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;


the P-CSCF shall select a new entry point and forward the original REGISTER request. 

NOTE 3:
The list of the entry points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P-CSCF.

If the P-CSCF fails to forward the REGISTER request to any entry point, the P-CSCF shall send back a 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26]. 

When the P-CSCF receives a 200 (OK) response to a REGISTER request, the P-CSCF shall check the value of the Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P-CSCF shall:

1)
save the list of Service-Route headers preserving the order. The P-CSCF shall store this list during the entire registration period of the respective public user identity. The P-CSCF shall use this list to validate the routeing information in the requests originated by the UE. If this registration is a reregistration, the P-CSCF shall replace the already existing list of Service-Route headers with the new list;

2)
associate the Service-Route header list with the registered public user identity;

3)
store the public user identities and wildcarded public user identities, found in the P-Associated-URI header value, including any associated display names, and associate them to the registered public user identity, i.e. the registered public user identity and its associated set of implicitly registered public user identities and implicitly registered wildcarded public user identities;

4)
store the default public user identity, including its associated display name, if provided, for use with procedures for the P-Asserted-Identity header. The default public user identity is the first on the list of URIs present in the P-Associated-URI header;

NOTE 4:
There can be more than one default public user identity stored in the P-CSCF, as the result of the multiple registrations of public user identities.

5)
store the values received in the P-Charging-Function-Addresses header; and
6) 
if a term-ioi parameter is received in the P-Charging-Vector header, store the value of the received term-ioi parameter.
NOTE 5:
Any received term-ioi parameter will be a type 1 term-ioi. The type 1 term-ioi identifies the home network of the registered user.

*** Next Change ***

5.2.2.5
NASS-IMS bundled authentication as a security mechanism

When the P-CSCF receives a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall additionally:

1)
perform the NASS-IMS bundled authentication related query from the P-CSCF to the TISPAN NASS; and

2)
if the query in step 1) is successful, insert a P-Access-Network-Info header as described in subclause 5.2.1 step 4)
When the P-CSCF receives a 200 (OK) response to a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall additionally:

1)
store an association between the IP source address and port of the initial REGISTER request and the public user identities found in the P-Associated-URI header value and associate them to the public user identity under registration; and
2)
store an association between the IP source address and port of the initial REGISTER request the default public user identity for use with procedures for the P-Asserted-Identity header. The default public user identity is the first on the list of URIs present in the P-Associated-URI header.
Editor's note: It needs to be investigated if the P-CSCF should take some action on the line identifier.
5.2.2.6
GPRS-IMS-Bundled authentication as a security mechanism

When  the P-CSCF receives a SIP request from a GPRS-IMS-Bundled UE, the P-CSCF checks the IP address in the "sent-by" parameter of the Via header field provided by the UE as specified in RFC 3261 [6]. If the "sent-by" parameter contains a domain name, or if it contains an IP address that differs from the packet source IP address, the P-CSCF adds a "received" parameter to that Via header field value. This parameter contains the source IP address from which the packet was received.
When the P-CSCF receives a 200 (OK) response to a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall additionally:

1)
store an association between the IP source address and port of the initial REGISTER request and the public user identities found in the P-Associated-URI header value and associate them to the public user identity under registration; and

2)
store an association between the IP source address and port of the initial REGISTER request the default public user identity for use with procedures for the P-Asserted-Identity header. The default public user identity is the first on the list of URIs present in the P-Associated-URI header.
*** Next Change ***

5.2.6.3.4
Responses to an initial request for a dialog

When the P-CSCF receives any 1xx or 2xx response to the above request, the P-CSCF shall:

1)
store the values received in the P-Charging-Function-Addresses header;

2)
store the list of Record-Route headers from the received response;

3)
store the dialog ID and associate it with the private user identity and public user identity involved in the session;

4)
if a security association or TLS session exists, in the response rewrite its own Record Route entry to its own SIP URI that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association or TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association or TLS session established from the UE to the P-CSCF;

NOTE:
The P-CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations. For details on the selection of the protected port values see 3GPP TS 33.203 [19].

5)
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled authentication is used, in the response rewrite its own Record-Route entry to its own SIP URI that contains an unprotected server port number where the P-CSCF expects subsequent requests from the UE; and

6)
if the response corresponds to an INVITE request, save the Contact, From, To and Record-Route header field values received in the response such that the P-CSCF is able to release the session if needed;

before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

*** Next Change ***

5.2.6.4.3
Initial request for a dialog

When the P-CSCF receives, destined for the UE, an initial request for a dialog, prior to forwarding the request, the P-CSCF shall:

1)
if an indication has been received from the PCRF that the signalling bearer to the UE is lost, and has not recovered, reject the request by sending 503 (Service Unavailable) response);

NOTE 1:
The signalling bearer can be considered as recovered by the P-CSCF when the registration timer expires in P-CSCF and the user is de-registered from the IM CN subsystem, a new REGISTER request from the UE is received providing an indication to the P-CSCF that the signalling bearer to that user has become available or a P-CSCF implementation dependent function which discovers that the signalling bearer is available to the UE.

Editor's note: Which value to be used in the 503 Retry-After header requires further study.
2)
convert the list of Record-Route header values into a list of Route header values and save this list of Route headers;

3)
if the request is an INVITE request, save a copy of the Contact, CSeq and Record-Route header field values received in the request such that the P-CSCF is able to release the session if needed;

4)
if a security association or TLS session exists, when adding its own SIP URI to the top of the list of Record-Route headers and save the list, build the P-CSCF SIP URI in a format that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association or TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association or TLS session established from the UE to the P-CSCF;

5)
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled authentication is used, when adding its own SIP URI to the top of the list of Record-Route headers and saving the list, build the P-CSCF URI in a format that contains an unprotected server port number where the P-CSCF expects subsequent requests from the UE;

6)
if a security association or TLS session exists, when adding its own address to the top of the received list of Via header and save the list, build the P-CSCF Via header entry in a format that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association or TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association or TLS session established from the UE to the P-CSCF;

NOTE 2:
The P-CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations or TLS session. For details of the usage of the two ports see 3GPP TS 33.203 [19].

7)
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled athentication is used, when adding its own address to the top of the received list of Via headers and saving the list, build the P-CSCF Via header entry in a format that contains an unprotected server port number where the P-CSCF expects responses to the current request from the UE;

8)
store the values received in the P-Charging-Function-Addresses header;

9)
store the icid parameter received in the P-Charging-Vector header; and 

10)
save a copy of the P-Called-Party-ID header;

before forwarding the request to the UE in accordance with the procedures of RFC 3261 [26].

*** Next Change ***

5.2.6.4.5
Target refresh request for a dialog

When the P-CSCF receives, destined for the UE, a target refresh request for a dialog, prior to forwarding the request, the P-CSCF shall:

1)
if a security association or TLS session exists, add its own address to the top of the received list of Via header and save the list. The P-CSCF Via header entry is built in a format that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association or TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association or TLS session established from the UE to the P-CSCF; 

NOTE 1:
The P-CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations or TLS session. For details of the usage of the two ports see 3GPP TS 33.203 [19].

2)
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled authentication is used, when adding its own address to the top of the received list of Via headers and saving the list, build the P-CSCF Via header entry in a format that contains an unprotected server port number where the P-CSCF expects responses to the current request from the UE;

3)
if a security association or TLS session exists, when adding its own SIP URI to the top of the list of Record-Route headers and save the list, build the P-CSCF SIP URI in a format that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association or TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association or TLS session established from the UE to the P-CSCF;

4)
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled authentication is used, when adding its own SIP URI to the top of the list of Record-Route headers and saving the list, build the P-CSCF URI in a format that contains an unprotected server port number where the P-CSCF expects subsequent requests from the UE;

5)
for INVITE dialogs, replace the saved Contact and Cseq header field values received in the request such that the P-CSCF is able to release the session if needed; and
NOTE 2:
The replaced Contact header field value is valid only if a 1xx or 2xx response will be received for the request. In other cases the old value is still valid.

before forwarding the request to the UE in accordance with the procedures of RFC 3261 [26].

*** Next Change ***

5.2.6.4.7
Request for a standalone transaction

When the P-CSCF receives, destined for the UE, a request for a standalone transaction, or a request for an unknown method (that does not relate to an existing dialog), prior to forwarding the request, the P-CSCF shall:

1)
if an indication has been received from the PCRF that the signalling bearer to the UE is lost, and has not recovered, reject the request by sending 503 (Service Unavailable) response);

NOTE 1:
The signalling bearer can be considered as recovered by the P-CSCF when the registration timer expires in P-CSCF and the user is de-registered from the IM CN subsystem, a new REGISTER request from the UE is received providing an indication to the P-CSCF that the signalling bearer to that user has become available or a P-CSCF implementation dependent function which discovers that the signalling bearer is available to the UE.

Editor's note: Which value to be used in the 503 Retry-After header requires further study.
2)
if a security association or TLS session exists, add its own address to the top of the received list of Via header and save the list. The P-CSCF Via header entry is built in a format that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association or TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association or TLS session established from the UE to the P-CSCF;

NOTE 2:
The P-CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations or TLS session. For details of the usage of the two ports see 3GPP TS 33.203 [19].

3)
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled authentication is used, when adding its own address to the top of the received list of Via headers and saving the list, build the P-CSCF Via header entry in a format that contains an unprotected server port number where the P-CSCF expects responses to the current request from the UE;

4)
store the values received in the P-Charging-Function-Addresses header; 

5)
store the icid parameter received in the P-Charging-Vector header; and

6)
save a copy of the P-Called-Party-ID header; 

before forwarding the request to the UE in accordance with the procedures of RFC 3261 [26].

*** Next Change ***

5.2.6.4.9
Subsequent request other than a target refresh request

When the P-CSCF receives, destined for the UE, a subsequent request for a dialog that is not a target refresh request (including requests relating to an existing dialog where the method is unknown), prior to forwarding the request, the P-CSCF shall:

1)
if a security association or TLS session exists, add its own address to the top of the received list of Via header and save the list The P-CSCF Via header entry is built in a format that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association or TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association or TLS session established from the UE to the P-CSCF;

NOTE:
The P-CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations or TLS session. For details of the usage of the two ports see 3GPP TS 33.203 [19].

2)
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled authentication is used, when adding its own address to the top of the received list of Via headers and saving the list, build the P-CSCF Via header entry in a format that contains an unprotected server port number where the P-CSCF expects responses to the current request from the UE;

3)
store the icid parameter from P-Charging-Vector header; and

4)
for INVITE dialogs, replace the saved Cseq header value received in the request such that the P-CSCF is able to release the session if needed;

before forwarding the request to the UE in accordance with the procedures of RFC 3261 [26].

*** Next Change ***

5.3.1
Registration procedure

5.3.1.1
General

During the registration procedure the I-CSCF shall behave as a stateful proxy.

5.3.1.2
Normal procedures

When the I-CSCF receives a REGISTER request, the I-CSCF shall verify whether or not it has arrived from a trusted domain. If the request has not arrived from a trusted domain, the I-CSCF shall complete the processing of the request by responding with 403 (Forbidden) response. Otherwise, the I-CSCF starts the user registration status query procedure to the HSS as specified in 3GPP TS 29.228 [14].

NOTE 1:
The I-CSCF can find out whether the request arrived from a trusted domain or not, from the procedures described in 3GPP TS 33.210 [19A].

NOTE 2:
Different UEs, each with its own private user identity, can register the same shared public user identity. Registrations of all public user identities belonging to these UEs are directed to the same S-CSCF as described in 3GPP TS 29.228 [14].

If the REGISTER request does not include an Authorization header and private user identity, the I-CSCF shall derive the private user identity from the public user identity being registered by removing URI scheme and the following parts of the URI if present: port number, URI parameters, and headers.
Prior to performing the user registration query procedure to the HSS, the I-CSCF decides which HSS to query, possibly as a result of a query to the Subscription Locator Functional (SLF) entity as specified in 3GPP TS 29.228 [14]. As a result of the query the I-CSCF gets the Redirect-Host AVP.

If the user registration status query response from the HSS includes a valid SIP URI, the I-CSCF shall:

1)
replace the Request-URI of the received REGISTER request with the SIP URI received from the HSS in the Server-Name AVP;

2)
optionally include the received Redirect-Host AVP value in the P-User-Database header as defined in RFC 4457 [82]; and

3)
forward the REGISTER request to the indicated S-CSCF.

NOTE 3:
The P-User-Database header can be included only if the I-CSCF can assume (e.g. based on local configuration) that the receiving S-CSCF will be able to process the header.

If the user registration status query response from the HSS includes a list of capabilities, the I-CSCF shall:

1)
select a S-CSCF that fulfils the indicated mandatory capabilities – if more than one S-CSCFs fulfils the indicated mandatory capabilities the S-CSCF which fulfils most of the possibly additionally indicated optional capabilities;

2)
replace the Request-URI of the received REGISTER request with the URI of the S-CSCF;

3)
optionally, include the received Redirect-Host AVP value in the P-User-Database header as defined in RFC 4457 [82]; and

4)
forward the REGISTER request to the selected S-CSCF.

NOTE 4:
The P-User-Database header can be included only if the I-CSCF can assume (e.g. based on local configuration) that the receiving S-CSCF will be able to process the header.
NOTE 5:
It is important that the I-CSCF does not alter the Via header for requests and responses sent in the direction from the UE to the S-CSCF in the case of GPRS-IMS-Bundled authentication
When the I-CSCF receives a 2xx response to a REGISTER request, the I-CSCF shall proxy the 2xx response to the P-CSCF.

5.3.1.3
Abnormal cases

In the case of SLF query, if the SLF does not send HSS address to the I-CSCF, the I-CSCF shall send back a 403 (Forbidden) response to the UE.

If the HSS sends a negative response to the user registration status query request, the I-CSCF shall send back a 403 (Forbidden) response.

If the user registration status query procedure cannot be completed, e.g. due to time-out or incorrect information from the HSS, the I-CSCF shall send back a 480 (Temporarily Unavailable) response to the UE.

If a selected S-CSCF:

-
does not respond to the REGISTER request and its retransmissions by the I-CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

and:

-
the REGISTER request includes an Authorization header;

and:

-
the REGISTER request did not include an "integrity-protected" parameter in the Authorization header; or 

-
the REGISTER request did include an "integrity-protected" parameter in the Authorization header with a value set to "no" in the Authorization header;
then:

-
if the I-CSCF has received the list of capabilities from the HSS, the I-CSCF shall select a new S-CSCF as described in subclause 5.3.1.2, based on the capabilities indicated from the HSS. The newly selected S-CSCF shall not be one of any S-CSCFs selected previously during this same registration procedure; or 

-
if the I-CSCF has received a valid SIP URI from the HSS because the S-CSCF is already assigned to other UEs sharing the same public user identity, it will request the list of capabilities from the HSS and, on receiving these capabilities, the I-CSCF shall select a new S-CSCF as described in subclause 5.3.1.2, based on the capabilities indicated from the HSS. The newly selected S-CSCF shall not be one of any S-CSCFs selected previously during this same registration procedure.

NOTE:
Checking for the inclusion of the Authorization header is necessary to prevent S-CSCF reselection in the case of GPRS-IMS-Bundled authentication or NASS-IMS bundled authentication when no Authorization header is present.
If a selected S-CSCF does not respond to a REGISTER request and its retransmissions by the I-CSCF and the REGISTER request did include an Authorization header with the "integrity-protected" parameter set to a value other than "no", the I-CSCF shall send back a or 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26].

If the I-CSCF cannot select a S-CSCF which fulfils the mandatory capabilities indicated by the HSS, the I-CSCF shall send back a 600 (Busy Everywhere) response to the user.

*** Next Change ***

5.4.1.1
Introduction

The S-CSCF shall determine which authentication mechanism applies based on the contents of the REGISTER request and the authentication mechanism assigned in the HSS:

-
if the REGISTER request contains an Authorization header field with the "integrity-protected" parameter set to "no", the S-CSCF shall perform the initial registration procedures with IMS-AKA authentication described in subclauses 5.4.1.2.1 and 5.4.1.2.1A;

-
if the REGISTER request contains an Authorization header field with the "integrity-protected" parameter set to "yes", the S-CSCF shall perform the protected registration procedures with IMS-AKA as a security mechanism as described in subclause 5.4.1.2.2;
-
if the REGISTER request does not contain an Authorization header and the P-Access-Network-Info header indicates it is received from a 3GPP access, the S-CSCF shall perform the initial registration procedures with GPRS-IMS-Bundled authentication described in subclause 5.4.1.2.1E;
-
if the REGISTER request contains an Authorization header without an "integrity-protected" parameter, the S-CSCF shall send an authentication request for the user to the HSS indicating that the authentication scheme is unknown as described in 3GPP TS 29.228 [14]. 
-
if the HSS responds with an authentication scheme of NASS-IMS bundled authentication and the request was received from a P-CSCF is in the home network and the P-CSCF is "TISPAN-enabled", then the S-CSCF shall perform the initial registration procedures with NASS-IMS bundled authentication as a security mechanism as described in subclause 5.4.1.2.1D; or
-
if the HSS responds with an authentication scheme of SIP digest, then the S-CSCF shall perform the initial registration procedures with SIPdigest as a security mechanism as described in subclauses 5.4.1.2.1 and 5.4.1.2.1B; and

-
if the REGISTER request contains an Authorization header field with the "integrity-protected" parameter set to "tls-pending", "tls-yes", "ip-assoc-pending" or "ip-assoc-yes", the S-CSCF shall perform the protected registration procedures for SIP digest described in subclause 5.4.1.2.2A.

NOTE 1:
The S-CSCF needs to be configured to know which P-CSCFs are "TISPAN-enabled" and uses the Via header to determine which P-CSCF forwarded the registration request.
The S-CSCF shall act as the SIP registrar for all UAs belonging to the IM CN subsystem and with public user identities.

Subclause 5.4.1.2 through subclause 5.4.1.7 define S-CSCF procedures for SIP registration that do not relate to emergency. All registration requests are first screened according to the procedures of subclause 5.4.8.2 to see if they do relate to an emergency public user identity. 

For all SIP registrations identified:

-
as relating to an emergency; or

-
if priority is supported, as containing an authorised Resource-Priority header;

the S-CSCF shall give priority over other registrations. This allows special treatment of such registrations.

NOTE:
The special treatment can include filtering, higher priority processing, routeing, call gapping. The exact meaning of priority is not defined further in this document, but is left to national regulation and network configuration.
The S-CSCF shall support the use of the Path and Service-Route header. The S-CSCF shall also support the Require and Supported headers. The Path header is only applicable to the REGISTER request and its 200 (OK) response. The Service-Route header is only applicable to the 200 (OK) response of REGISTER. The S-CSCF shall not act as a redirect server for REGISTER requests.

The network operator defines minimum and maximum times for each registration. These values are provided within the S-CSCF.

The procedures for notification concerning automatically registered public user identities of a user are described in subclause 5.4.2.1.2.

In case a device performing address and/or port number conversions is provided by a NA(P)T or NA(P)T-PT, the S-CSCF may need to modify the SIP signalling according to the procedures described in annex K if both a reg-id and instance ID parameter are present in the received contact header as described in draft-ieft-outbound [92].

*** Next Change ***

5.4.1.2
Initial registration and user-initiated reregistration

5.4.1.2.1
Unprotected REGISTER

Any REGISTER request sent unprotected by the UE with an Authorization header and with the "integrity-protected" parameter in the Authorization header set to "no", "tls-pending", "ip-assoc-pending" or without an "integrity-protected" parameter is considered to be an initial registration.
Editor's note: The procedures related to initial registration in this subclause need to be updated to accommodate NASS-IMS bundled authentication and GPRS-IMS-Bundled authentication.

NOTE 1:
If IMS AKA or SIP digest with TLS are used as a security mechanism, a 200 (OK) final response to an initial registration will only be sent back after the S-CSCF receives a correct authentication challenge response in a REGISTER request that is sent integrity protected.

NOTE 2:
A REGISTER with Expires header value equal to zero should always be received protected. However, it is possible that in error conditions a REGISTER with Expires header value equal to zero may be received unprotected. In that instance the procedures below will be applied.

Upon receipt of a REGISTER request that is part of an initial registration as outlined above, for a user identity linked to a private user identity that has previously registered one or more public user identities, the S-CSCF shall:

1)
perform the procedure below in this subclause for receipt of a REGISTER request for a public user identity which is not already registered, for the received public user identity; and

2)
if the authentication that in step 1) has been successful, and there are public user identities belonging to this user that have been previously registered and the previous registrations have not expired, the S-CSCF shall perform the network initiated deregistration procedure for the previously registered public user identities belonging to this user excluding the public user identity being registered (as described in subclause 5.4.1.5).

NOTE 3:
The S-CSCF will inform the HSS that the previously registered public user identities, excluding the public user identity being registered, have been deregistered.

NOTE 4:
Contact related to emergency registration is not affected. S-CSCF is not able deregister contact related to emergency registration and will not delete that.

When S-CSCF receives a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "no" and a non-empty response directive, the S-CSCF shall ignore the value of the response directive.

Upon receipt of a REGISTER request that is part of an initial registration as outlined above, for a public user identity which is not already registered  linked to the same private user identity, the S-CSCF shall:

1)
identify the user by the public user identity as received in the To header and the private user identity as received in the username field in the Authorization header of the REGISTER request;

2)
check if the P-Visited-Network header is included in the REGISTER request, and if it is included identify the visited network by the value of this header;

3)
select an authentication vector for the user. If no authentication vector for this user is available, after the S-CSCF has performed the Cx Multimedia Authentication procedure with the HSS, as described in 3GPP TS 29.228 [14], the S-CSCF shall select an authentication vector as described in 3GPP TS 33.203 [19].


Prior to performing Cx Multimedia Authentication procedure with the HSS, the S-CSCF decides which HSS to query, possibly as a result of a query to the Subscription Locator Functional (SLF) entity as specified in 3GPP TS 29.228 [14] or use the value as received in the P-User-Database header in the REGISTER request as defined in RFC 4457 [82];

NOTE 5:
The HSS address received in the response to SLF query or as a value of P-User-Database header can be used to address the HSS of the public user identity in further queries.

NOTE 6:
At this point the S-CSCF informs the HSS, that the user currently registering will be served by the S-CSCF by passing its SIP URI to the HSS. This will be used by the HSS to direct all subsequent incoming initial requests for a dialog or standalone transactions destined for this user to this S-CSCF.

NOTE 7:
When passing its SIP URI to the HSS, the S-CSCF may include in its SIP URI the transport protocol and the port number where it wants to be contacted.

4)
store the icid parameter received in the P-Charging-Vector header;

5)
challenge the user by generating a 401 (Unauthorized) response for the received REGISTER request appropriate to the security mechanism in use;
6)
send the so generated 401 (Unauthorized) response towards the UE; and,

7)
start timer reg-await-auth which guards the receipt of the next REGISTER request.

If the received REGISTER request indicates that the challenge sent previously by the S-CSCF to the UE was deemed to be invalid by the UE, the S-CSCF shall stop the timer reg-await-auth and proceed as described in the subclause 5.4.1.2.3.

5.4.1.2.1A
Challenge with IMS AKA as security mechanism

On sending a 401 (Unauthorized) response to an unprotected REGISTER request, the S-CSCF shall populate the header field as follows:

1)
a WWW-Authenticate header which transports:

-
a globally unique name of the S-CSCF in the realm field;

-
the RAND and AUTN parameters and optional server specific data for the UE in the nonce field;

-
the security mechanism, which is AKAv1-MD5, in the algorithm field;

-
the IK (Integrity Key) parameter for the P-CSCF in the ik field (see subclause 7.2A.1); and

-
the CK (Cipher Key) parameter for the P-CSCF in the ck field (see subclause 7.2A.1).
The S-CSCF shall store the RAND parameter used in the 401 (Unathorized) response for future use in case of a resynchronisation. If a stored RAND already exists in the S-CSCF, the S-CSCF shall overwrite the stored RAND with the RAND used in the most recent 401 (Unauthorized) response.
5.4.1.2.1B
Challenge with SIP digest as security mechanism

On sending a 401 (Unauthorized) response to an unprotected REGISTER request, the S-CSCF shall populate the header field as follows:

1)
a WWW-Authenticate header as defined in RFC 2617 [21], which transports:
-
a protection domain in the realm field;

-
a domain field;

-
a nonce field (generated by the S-CSCF);

-
an algorithm field; if the algorithm value is not provided in the authentication vector, it shall have the value "MD5"; and

-
a qop field; if the qop value is not provided in the authentication vector, it shall contain the value "auth".

5.4.1.2.1C
Challenge with SIP digest with TLS as security mechanism

The procedures for subclause 5.4.1.2.1B apply.
NOTE:
The S-CSCF is not able to distinguish between SIP Digest with TLS and SIP Digest without TLS for the case of an unprotected REGISTER request, therefore the procedures are the same for both.
5.4.1.2.1D
Initial registration and user-initiated reregistration for NASS-IMS bundled authentication
Editor's note: Can this text be consolidated with other text elsewhere in subclause 5.4.1.2.1.

Upon receipt of a REGISTER request that is determined to be NASS-IMS bundled authentication, for a user identity linked to a private user identity that has a registered public user identity but with a new contact address, the S-CSCF shall:

1)
perform the procedure for receipt of a REGISTER request without the "integrity-protected" parameter in the Authorization header or without the Authorization header, for the received public user identity; and

2)
if the authentication has been successful, and there are public user identities belonging to this user that have been previously registered with an old contact address different from the one received in the REGISTER request and if the previous registration have not expired, the S-CSCF shall perform the network initiated deregistration procedure for the previously registred public user identities and the associated old contact address as described in subclause 5.4.1.5.

NOTE 0:
Contact related to emergency registration is not affected. S-CSCF is not able deregister contact related to emergency registration and will not delete that.

Upon receipt of a REGISTER request without the "integrity-protected" parameter in the Authorization header or without an Authorization header, which is not for an already registered public user identity linked to the same private user identity, the S-CSCF shall:

1)
identify the user by the public user identity as received in the To header of the REGISTER request and if the Authorization header is present, the private user identity as received in the Authorization header of the REGISTER request;

2)
check if the P-Visited-Network header is included in the REGISTER request, and if it is included identify the visited network by the value of this header;

3)
check whether one or more Line-Identifiers previously received over the Cx interface, and stored as a result of a Cx Multimedia Authentication procedure with the HSS, are available for the user. If not, the S-CSCF shall perform the Cx Multimedia Authentication procedure with the HSS, as described in 3GPP TS 29.228 [14].

Prior to performing Cx Multimedia Authentication procedure with the HSS, the S-CSCF decides which HSS to query, possibly as a result of a query to the Subscription Locator Functional (SLF) entity as specified in 3GPP TS 29.228 [14] or use the value as received in the P-User-Database header in the REGISTER request as defined in RFC 4457 [82];

NOTE 1:
The HSS address received in the response to SLF query or as a value of P-User-Database header can be used to address the HSS of the public user identity in further queries.

NOTE 2:
At this point the S-CSCF informs the HSS, that the user currently registering will be served by the S-CSCF by passing its SIP URI to the HSS. This will be indicated by the HSS for all further incoming requests to this user, in order to direct all these requests directly to this S-CSCF.

NOTE 3:
When passing its SIP URI to the HSS, the S-CSCF may include in its SIP URI the transport protocol and the port number where it wants to be contacted.

4)
store the icid parameter received in the P-Charging-Vector header;

5)
In the particular case where the S-CSCF received via the Cx interface one or more Line-Identifiers, compare each of the "dsl-location" parameter of the P-Access-Network-Info header field (if present and if it includes the "network-provided" parameter),

-
if one of these match, the user shall be considered authenticated and the S-CSCF behave as described in step 5) to 13) of subclause 5.4.1.2.2, 

-
otherwise i.e. if these do not match the S-CSCF shall return a 403 (Forbidden) response to the REGISTER request; and 

6)
if no Line-Identifier is received over the Cx interface, send a 500 (Server Internal Error) response to the REGISTER request.

Upon receipt of a REGISTER request without the "integrity-protected" parameter in the Authorization header or without an Authorization header, for an already registered public user identity linked to the same private user identity, and for existing contact information, the S-CSCF shall behave as described in subclause 5.4.1.2.2E.

In the case that the expiration timer from the UE is too short to be accepted by the S-CSCF, the S-CSCF shall:

-
reject the REGISTER request with a 423 (Interval Too Brief) response, containing a Min-Expires header with the minimum registration time the S-CSCF will accept.

On receiving a failure response to one of the third-party REGISTER requests, based on the information in the Filter Criteria the S-CSCF may:
-
abort sending third-party REGISTER requests; and

-
initiate network-initiated deregistration procedure. 

If the Filter Criteria does not contain instruction to the S-CSCF regarding the failure of the contact to the AS, the S-CSCF shall not initiate network-initiated deregistration procedure.
In the case that the REGISTER request from the UE contains multiple SIP URIs which are different addresses as Contact header entries, the S-CSCF shall store: 

-
the entry in the Contact header with the highest "q"; or 

-
an entry decided by the S-CSCF based on local policy; 

and include the stored entry in the 200 (OK) response.
In the case that the REGISTER request from the UE contains multiple SIP URIs which are the same addresses with the same "q" value as Contact header entries, the S-CSCF shall not store multiple entries with the same "q" value but store one of the entries with the same "q" value based on local policy along with any entries that have different "q" values and include only the stored entries in the 200 (OK) response.

NOTE 4:
The UE can register multiple SIP URIs in the Contact header simultanously, provided they all contain the same IP address and port number. In this case the S-CSCF behaviour is as defined RFC 3261 [26] (i.e multiple Contact header entries are bound to the public user identity in the To header and are returned in the 200 (OK) response).
Editor’s Note: It is anticipated that the above requirement will be reevaluted due to the work on related work items in Rel-8.
5.4.1.2.1E
Initial registration and user-initiated reregistration for GPRS-IMS-Bundled authentication
Upon receipt of a REGISTER request without an Authorization header, the S-CSCF shall:

1)
identify the user by the public user identity as received in the To header of the REGISTER request. A private user identity shall be derived from the public user identity being registered by removing URI scheme and the following parts of the URI if present: port number, URI parameters, and header parameters.
2)
check if the P-Visited-Network header is included in the REGISTER request, and if it is included identify the visited network by the value of this header.
3)
check whether an IP address is stored for this UE. If no IP address (or prefix) is stored for the UE, query the HSS as described in 3GPP TS 29.228 [14] with the derived private user identity and the public user identity as input and store the received IP address (or prefix) of the UE; if the S-CSCF receives a prefix from the HSS, it will only check against prefixes otherwise it will check against the full IP address.

NOTE 1:
At this point the S-CSCF informs the HSS, that the user currently registering will be served by the S‑CSCF by passing its SIP URI to the HSS. This will be indicated by the HSS for all further incoming requests to this user, in order to direct all these requests directly to this S-CSCF.

4)
check whether a "received" parameter exists in the Via header field provided by the UE. If a "received" parameter exists, the S-CSCF shall compare the IP address recorded in the "received" parameter against the UE's IP address stored during registration. In case of IPv6 stateless autoconfiguration, the S-CSCF shall compare the prefix of the IP address recorded in the "received" parameter against the UE's IP address prefix stored during registration. If no "received" parameter exists in the Via header field provided by the UE, then the S-CSCF shall compare IP address recorded in the "sent-by" parameter against the stored UE IP address. In case of IPv6 stateless autoconfiguration, S-CSCF shall compare the prefix of the IP address recorded in the "sent-by" parameter against the UE's IP address prefix stored during registration. In any case, if the stored IP address (or prefix) and the (prefix of the) IP address recorded in the Via header provided by the UE do not match, the S‑CSCF shall query the HSS as described in 3GPP TS 29.228 [14] with the derived private user identity and the public user identity as input and store the received IP address (or prefix) of the UE. If the stored IP address (or prefix) and the (prefix of the) IP address recorded in the Via header provided by the UE still do not match the S-CSCF shall reject the registration with a 403 (Forbidden) response and skip the following steps.

5)
after performing the Cx Server Assignment procedure with the HSS, as described in 3GPP TS 29.228 [14], store the following information in the local data:

a)
the list of public user identities, including the registered own public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities due to the received REGISTER request. Each public user identity is identified as either barred or non-barred; and,

b)
all the service profile(s) corresponding to the public user identities being registered (explicitly or implicitly), including initial Filter Criteria (the initial Filter Criteria for the Registered and common parts is stored and the unregisterd part is retained for possible use later - in the case the S-CSCF is retained if the user becomes unregistered);

NOTE 2:
There might be more than one set of initial Filter Criteria received because some implicitly registered public user identities that are part of the same implicit registration set belong to different service profiles.

6)
update registration bindings by 
binding to each non-barred registered public user identity all registered contact information including all header parameters contained in the Contact header and all associated URI parameters;
NOTE 3:
There might be more than one contact information available for one public user identity.

NOTE 4:
The barred public user identities are not bound to the contact information.

7)
check whether a Path header was included in the REGISTER request and construct a list of preloaded Route headers from the list of entries in the received Path header. The S-CSCF shall preserve the order of the preloaded Route headers and bind them to the contact information that was received in the REGISTER message;

NOTE 5:
If this registration is a reregistration or an initial registration (i.e., there are previously registered public user identities belonging to the user that have not been deregistered or expired), then a list of pre-loaded Route headers will already exist. The new list replaces the old list.

8)
determine the duration of the registration by checking the value of the Expires header in the received REGISTER request. The S-CSCF may reduce the duration of the registration due to local policy or send back a 423 (Interval Too Brief) response specifying the minimum allowed time for registration;

9)
store the icid parameter received in the P-Charging-Vector header;
10)
create and send a 200 (OK) response for the REGISTER request. 

When a user de-registers, or is de-registered by the HSS, the S-CSCF shall delete the IP address stored for the UE.
5.4.1.2.2
Protected REGISTER with IMS AKA as a security mechanism
Upon receipt of a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "yes", the S-CSCF shall identify the user by the public user identity as received in the To header and the private user identity as received in the Authorization header of the REGISTER request, and:

In the case that there is no authentication currently ongoing for this user (i.e. no timer reg-await-auth is running):

1)
check if the user needs to be reauthenticated.

The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for REGISTER requests received without the "integrity-protected" parameter in the Authorization header set to "yes". 

If the user needs to be reauthenticated, the S-CSCF shall proceed with the procedures as described for the unprotected REGISTER in subclause 5.4.1.2.1, beginning with step 3). If the user does not need to be reauthenticated, the S-CSCF shall proceed with the following steps in this paragraph; and

2)
check whether an Expires timer is included in the REGISTER request and its value. If the Expires header indicates a zero value, the S-CSCF shall perform the deregistration procedures as described in subclause 5.4.1.4. If the Expires header does not indicate zero, the S-CSCF shall check whether the public user identity received in the To header is already registered. If it is not registered, the S-CSCF shall proceed beginning with step 5 below. Otherwise, the S-CSCF shall proceed beginning with step 6 below.

In the case that a timer reg-await-auth is running for this user the S-CSCF shall:

1)
check if the Call-ID of the request matches with the Call-ID of the 401 (Unauthorized) response which carried the last challenge. The S-CSCF shall only proceed further if the Call-IDs match.

2)
stop timer reg-await-auth;

3)
check whether an Authorization header is included, containing:

a)
the private user identity of the user in the username field;

b)
the algorithm which is AKAv1-MD5 in the algorithm field; and

c)
the authentication challenge response needed for the authentication procedure in the response field.

The S-CSCF shall only proceed with the following steps in this paragraph if the authentication challenge response was included;

4)
check whether the received authentication challenge response and the expected authentication challenge response (calculated by the S-CSCF using XRES and other parameters as described in RFC 3310 [49]) match. The XRES parameter was received from the HSS as part of the Authentication Vector. The S-CSCF shall only proceed with the following steps if the challenge response received from the UE and the expected response calculated by the S-CSCF match;

5)
after performing the Cx Server Assignment procedure with the HSS, as described in 3GPP TS 29.228 [14], store the following information in the local data:

a)
the list of public user identities, including the registered own public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities due to the received REGISTER request. Each public user identity is identified as either barred or non-barred; and,

b)
all the service profile(s) corresponding to the public user identities being registered (explicitly or implicitly), including initial Filter Criteria(the initial Filter Criteria for the Registered and common parts is stored and the unregisterd part is retained for possible use later - in the case of the S-CSCF is retained if the user becomes unregistered);

NOTE 1:
There might be more than one set of initial Filter Criteria received because some implicitly registered public user identities that are part of the same implicit registration set belong to different service profiles.

6)
update registration bindings:

a)
bind to each non-barred registered public user identity all registered contact information including all header parameters contained in the Contact header and all associated URI parameters, with the exception of the URI "pub-gruu" and "temp-gruu" parameters as specified in draft-ietf-sip-gruu [93], and store information for future use;

b)
for each binding that contains a +sip.instance header parameter, assign a new temporary GRUU, as specified in subclause 5.4.7A.3.

NOTE 2:
There might be more then one contact information available for one public user identity.

NOTE 3:
The barred public user identities are not bound to the contact information.

7)
check whether a Path header was included in the REGISTER request and construct a list of preloaded Route headers from the list of entries in the received Path header. The S-CSCF shall preserve the order of the preloaded Route headers and bind them to the contact information that was received in the REGISTER message;

NOTE 4:
If this registration is a reregistration or an initial registration (i.e., there are previously registered public user identities belonging to the user that have not been deregistered or expired), then a list of pre-loaded Route headers will already exist. The new list replaces the old list.

8)
determine the duration of the registration by checking the value of the Expires header in the received REGISTER request. The S-CSCF may reduce the duration of the registration due to local policy or send back a 423 (Interval Too Brief) response specifying the minimum allowed time for registration;

9)
store the icid parameter received in the P-Charging-Vector header;

10)
if an orig-ioi parameter is received in the P-Charging-Vector header, store the value of the received orig-ioi parameter;

NOTE 5:
Any received orig-ioi parameter will be a type 1 orig-ioi. The type 1 orig-ioi identifies the network from which the request was sent.

11)
create a 200 (OK) response for the REGISTER request.
5.4.1.2.2A
Protected REGISTER with SIP digest as a security mechanism
Upon receipt of a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "tls-pending", "tls-yes", "ip-assoc-pending", or "ip-assoc-yes", the S-CSCF shall identify the user by the public user identity as received in the To header and the private user identity as received in the Authorization header of the REGISTER request, and:
In the case that there is no authentication currently ongoing for this user (i.e. no timer reg-await-auth is running):

1)
check if the user needs to be reauthenticated. The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for REGISTER requests received without the "integrity-protected" parameter in the Authorization header set to "tls-yes". 


If the user needs to be reauthenticated and the REGISTER did not include an Authorization header with a digest response, the S-CSCF shall proceed with the authentication procedures as described for the initial REGISTER in subclause 5.4.1.2.1 and subclause 5.4.1.2.1B.


If the user needs to be reauthenticated and the REGISTER included an Authorization header with a digest response, the S-CSCF shall proceed with the authentication procedures as described for the initial REGISTER in subclause 5.4.1.2.1 and subclause 5.4.1.2.1B and include the stale field with value TRUE in the WWW-Authenticate header.

In the case that a timer reg-await-auth is running for this user the S-CSCF shall:
1)
check if the Call-ID of the request matches with the Call-ID of the 401 (Unauthorized) response which carried the last challenge. The S-CSCF shall only proceed further if the Call-IDs match.

2)
stop timer reg-await-auth;

3)
in the case the algorithm is MD5, check the following additional fields:

-
a realm field matching the realm field in the authentication challenge;

-
an algorithm field which matches the algorithm sent in the authentication challenge;

-
nonce field matching the nonce field in the authentication challenge; 

-
a digest-uri matching the SIP Request URI;

-
a cnonce field; and

-
a nonce-count field.


The S-CSCF shall only proceed with the following steps in this paragraph if the authentication challenge response was included;

4)
check whether the received authentication challenge response and the expected authentication challenge response match. The expected response is calculated by the S-CSCF as described in RFC 2617 [21] using the H(A1) value provided by the HSS. If the received authentication challenge response and the expected authentication challenge response match, then the UE is considered authenticated. If the UE is considered authenticated, and if the integrity-protected parameter in the Authorization header is set to the value "tls-pending" or "tls-yes", then the S-CSCF shall associate the registration with the local state of "tls-protected";

NOTE 1:
The S-CSCF can have a local security policy to treat messages other than initial REGISTER messages, messages relating to emergency services, and error messages, differently depending on whether the registration is associated with the state "tls-protected".
5)
after performing the Cx Server Assignment procedure with the HSS, as described in 3GPP TS 29.228 [14], store the following information in the local data:

a)
the list of public user identities, including the registered own public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities due to the received REGISTER request. Each public user identity is identified as either barred or non-barred; and,

b)
all the service profile(s) corresponding to the public user identities being registered (explicitly or implicitly), including initial Filter Criteria(the initial Filter Criteria for the Registered and common parts is stored and the unregisterd part is retained for possible use later - in the case of the S-CSCF is retained if the user becomes unregistered);

NOTE 2:
There might be more than one set of initial Filter Criteria received because some implicitly registered public user identities that are part of the same implicit registration set belong to different service profiles.

6)
update registration bindings:

a)
bind to each non-barred registered public user identity all registered contact information including all header parameters contained in the Contact header and all associated URI parameters, with the exception of the URI "pub-gruu" and "temp-gruu" parameters as specified in draft-ietf-sip-gruu [93], and store information for future use;

b)
for each binding that contains a +sip.instance header parameter, assign a new temporary GRUU, as specified in subclause 5.4.7A.3.

NOTE 3:
There might be more then one contact information available for one public user identity.

NOTE 4:
The barred public user identities are not bound to the contact information.

7)
check whether a Path header was included in the REGISTER request and construct a list of preloaded Route headers from the list of entries in the received Path header. The S-CSCF shall preserve the order of the preloaded Route headers and bind them to the contact information that was received in the REGISTER message;

NOTE 5:
If this registration is a reregistration or an initial registration (i.e., there are previously registered public user identities belonging to the user that have not been deregistered or expired), then a list of pre-loaded Route headers will already exist. The new list replaces the old list.

8)
determine the duration of the registration by checking the value of the Expires header in the received REGISTER request. The S-CSCF may reduce the duration of the registration due to local policy or send back a 423 (Interval Too Brief) response specifying the minimum allowed time for registration;

9)
store the icid parameter received in the P-Charging-Vector header;

10)
if an orig-ioi parameter is received in the P-Charging-Vector header, store the value of the received orig-ioi parameter;

NOTE 6:
Any received orig-ioi parameter will be a type 1 orig-ioi. The type 1 orig-ioi identifies the network from which the request was sent.

11)
create a 200 (OK) response for the REGISTER request., the S-CSCF shall store the nonce-count value in the received REGISTER request and include an Authentication-Info header containing the fields described in RFC 2617 [21] as follows:

-
a nextnonce field if the S-CSCF requires a new nonce for subsequent authentication responses from the UE;

-
a message-qop field matching the qop in Authorization header sent by the UE;

-
a response-auth field with a response-digest calculated as described in RFC 2617 [21];

-
a cnonce field matching the cnonce in the Authorization header sent by the UE; and

-
a nonce-count field matching the nonce-count in the Authorization header sent by the UE.

5.4.1.2.2B
Protected REGISTER with SIP digest with TLS as a security mechanism
The procedures for subclause 5.4.1.2.2A apply.
5.4.1.2.2C
NASS-IMS bundled authentication as a security mechanism

There is no protected REGISTER when NASS-IMS bundled authentication is used as a security mechanism. The procedures of subclause 5.4.1.2.1D apply to all REGISTER requests.
5.4.1.2.2D
GPRS-IMS-Bundled authentication as a security mechanism
There is no protected REGISTER when GPRS-IMS-Bundled authentication is used as a security mechanism. The procedures of subclause 5.4.1.2.1E apply to all REGISTER requests.
5.4.1.2.2E
Successful registration
If a 200 (OK) response is to be sent to a protected REGISTER request, the S-CSCF shall, in addition to any contents identified elsewhere in subclause 5.4.1.2, include:
a)
the list of received Path headers;

b)
a P-Associated-URI header containing the list of the registered public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities. The first URI in the list of public user identities supplied by the HSS to the S-CSCF will indicate the default public user identity to be used by the S-CSCF. The public user identity indicated as the default public user identity must be a registered public user identity. The S-CSCF shall place the default public user identity as the first entry in the list of URIs present in the P-Associated-URI header. The default public user identity will be used by the P-CSCF in conjunction with the procedures for the P-Asserted-Identity header, as described in subclause 5.2.6.3. If the S-CSCF received a display name from the HSS for a public user identity, then the S-CSCF shall populate the P-Associated-URI header entry for that public identity with the associated display name. The S-CSCF shall not add a barred public user identity to the list of URIs in the P-Associated-URI header;

NOTE 1:
The P-Associated-URI header lists only the public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities that have been registered, rather than the list of user's URIs that may be either registered or unregistered as specified in the RFC 3455 [52]. If the registered public user identity which is not barred does not have any other associated public user identities or wildcarded public user identities, the P-Associated-URI header lists only the registered public user identity itself, rather than an empty P-Associated-URI header as specified in RFC 3455 [52].
c)
a Service-Route header containing:

-
the SIP URI identifying the S-CSCF containing an indication that requests routed via the service route (i.e. from the P-CSCF to the S-CSCF) are treated as for the UE-originating case. This indication may e.g. be in a URI parameter, a character string in the user part of the URI or be a port number in the URI; and,

-
if network topology hiding is required a SIP URI identifying an IBCF as the topmost entry;

d)
a P-Charging-Function-Addresses header containing the values received from the HSS if the P-CSCF is in the same network as the S-CSCF. It can be determined if the P-CSCF is in the same network as the S-CSCF by the contents of the P-Visited-Network-ID header field included in the REGISTER request;

e)
a P-Charging-Vector header containing the orig-ioi parameter, if received in the REGISTER request and a type 1 term-ioi parameter. The S-CSCF shall set the type 1 term-ioi parameter to a value that identifies the sending network of the response and the orig-ioi parameter is set to the previously received value of orig-ioi;

f)
a Contact header listing all contact addresses for this public user identity, including all saved header and URI parameters (including all ICSI values and IARI values) received in the Contact header field of the REGISTER request, and
g)
gruus in the Contact header. If the REGISTER request contained a Required or Supported header containing the value "gruu" then for each contact address in the contact header that has a +sip.instance header parameter, add "pub-gruu" and "temp-gruu" header parameters. The values of these parameters shall contain, respectively, the public GRUU and the most recently assigned temporary GRUU representing (as specified in subclause 5.4.7A) the association between the public user identity from the To header in the REGISTER request and the instance ID contained in the +sip.instance parameter.

NOTE 2:
There might be other contact addresses available, that other UEs have registered for the same public user identity.

and send the so created 200 (OK) response to the UE.
For all service profiles in the implicit registration set, the S-CSCF shall send a third-party REGISTER request, as described in subclause 5.4.1.7, to each AS that matches the Filter Criteria of the service profile from the HSS for the REGISTER event; and,

NOTE 3:
If this registration is a reregistration, the Filter Criteria already exists in the local data.
NOTE 4:
If the same AS matches the Filter Criteria of several service profiles for the event of REGISTER request, then the AS will receive several third-party REGISTER requests. Each of these requests will include a public user identity from the corresponding service profile.

The S-CSCF shall consider the public user identity being registered to be bound to the contact address specified in the Contact header for the duration indicated in the Expires header.

5.4.1.2.3
Abnormal cases - general
In the case that the expiration timer from the UE is too short to be accepted by the S-CSCF, the S-CSCF shall:

-
reject the REGISTER request with a 423 (Interval Too Brief) response, containing a Min-Expires header with the minimum registration time the S-CSCF will accept.

On receiving a failure response to one of the third-party REGISTER requests, based on the information in the Filter Criteria the S-CSCF may:

-
abort sending third-party REGISTER requests; and

-
initiate network-initiated deregistration procedure. 

If the Filter Criteria does not contain instruction to the S-CSCF regarding the failure of the contact to the AS, the S-CSCF shall not initiate network-initiated deregistration procedure.

In the case that the REGISTER request from the UE contains multiple SIP URIs which are different addresses as Contact header entries, the S-CSCF shall store: 

-
the entry in the Contact header with the highest qvalue; or 

-
an entry decided by the S-CSCF based on local policy; 

and include the stored entry in the 200 (OK) response.

In the case that the REGISTER request from the UE contains multiple SIP URIs which are the same addresses with the same "q" value as Contact header entries, the S-CSCF shall not store multiple entries with the same "q" value but store one of the entries with the same "q" value based on local policy along with any entries that have different "q" values and include only the stored entries in the 200 (OK) response.
NOTE 1:
The UE can register multiple SIP URIs in the Contact header simultanously, provided they all contain the same IP address and port number. In this case the S-CSCF behaviour is as defined RFC 3261 [26] (i.e multiple Contact header entries are bound to the public user identity in the To header and are returned in the 200 (OK) response).
Editor’s Note: It is anticipated that the above requirement will be reevaluted due to the work on related work items in Rel-8.
NOTE 2:
If the timer reg-await-auth expires, the S-CSCF will consider the authentication to have failed. If the public user identity was already registered, the S-CSCF will leave it registered, as described in 3GPP TS 33.203 [19].

For any error response, the S-CSCF shall insert a P-Charging-Vector header containing the orig-ioi parameter, if received in the REGISTER request and a type 1 term-ioi parameter. The S-CSCF shall set the type 1 term-ioi parameter to a value that identifies the sending network of the response and the orig-ioi parameter is set to the previously received value of orig-ioi.

NOTE 3:
Any previously received orig-ioi parameter will be a type 1 orig-ioi. The type 1 orig-ioi identifies the visited network of the registered user.

5.4.1.2.3A
Abnormal cases – IMS AKA as security mechanism
In the case that the REGISTER request, that contains the authentication challenge response from the UE does not match with the expected REGISTER request (e.g. wrong Call-Id or authentication challenge response) and the request has the "integrity-protected" parameter in the Authorization header set to "yes", the S-CSCF shall:

-
send a 403 (Forbidden) response to the UE. The S‑CSCF shall consider this authentication attempt as failed. The S-CSCF shall not update the registration state of the subscriber.

NOTE 1:
If the UE was registered before, it stays registered until the registration expiration time expires. 
In the case that the REGISTER request, which was supposed to carry the response to the challenge, contains and empty response directive (i.e. no authentication challenge response) and no AUTS parameters indicating that the MAC parameter was invalid in the challenge, the S-CSCF shall:

-
respond with a 403 (Forbidden) response to the UE. The S-CSCF shall not update the registration state of the subscriber.

NOTE 2:
If the UE was registered before, it stays registered until the registration expiration time expires.
In the case that the REGISTER request from the UE containing an AUTS directive, indicating that the SQN was deemed to be out of range by the UE), the S-CSCF will fetch new authentication vectors from the HSS. In order to indicate a resynchronisation, the S-CSCF shall include the AUTS directive received from the UE and the stored RAND, when fetching the new authentication vectors. On receipt of the new authentication vectors from the HSS, the S-CSCF shall either:

-
send a 401 (Unauthorized) response to initiate a further authentication attempt, using these new vectors; or

-
respond with a 403 (Forbidden) response if the authentication attempt is to be abandoned. The S-CSCF shall not update the registration state of the subscriber.
NOTE 3:
If the UE was registered before, it stays registered until the registration expiration time expires.

NOTE 4:
Since the UE responds only to two consecutive invalid challenges, the S-CSCF will send a 401 (Unauthorized) response that contains a new challenge only twice.

NOTE 5:
In the case of an AUTS directive being present in the REGISTER request, the response directive in the same REGISTER request will not be taken into account by the S-CSCF.

In the case that the S-CSCF receives a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "yes", for which the public user identity received in the To header and the private user identity received in the Authorization header of the REGISTER request do not match to any registered user at this S-CSCF, the S-CSCF shall:

-
respond with a 500 (Server Internal Error) response to the UE.

NOTE 6:
This error is not raised if there is a match on the private user identity, but no match on the public user identity.

5.4.1.2.3B
Abnormal cases – SIP digest as security mechanism
In the case that the REGISTER request, that contains the authentication challenge response from the UE does not match with the expected REGISTER request (e.g. wrong Call-Id or authentication challenge response) and the request has the "integrity-protected" parameter in the Authorization header set to either "tls-pending", "tls-yes", "ip-assoc-pending", or "ip-assoc-yes", the S-CSCF shall do one of the following:

-
send a 403 (Forbidden) response to the UE. The S CSCF shall consider this authentication attempt as failed. The S-CSCF shall not update the registration state of the subscriber; or

-
rechallenge the user by issuing a 401 (Unauthorized) response including a challenge as per the authentication procedures described in subclause 5.4.1.2.1B.

NOTE 1:
If the UE was registered before, it stays registered until the registration expiration time expires.

In the case that the REGISTER request from the UE contains an invalid nonce with a valid challenge response for that nonce (indicating that the client knows the correct username/password), or when the nonce-count value sent by the UE is not the expected value, the S-CSCF shall:

-
send a 401 (Unauthorized) response to initiate a further authentication attempt with a fresh nonce and the stale parameter set to true.

In the case that the S-CSCF receives a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "tls-pending", "tls-yes", "ip-assoc-pending", or "ip-assoc-yes", for which the public user identity received in the To header and the private user identity received in the Authorization header of the REGISTER request do not match to any registered or initial registration pending user at this S-CSCF, the S-CSCF shall:

-
respond with a 500 (Server Internal Error) response to the UE.

NOTE 2:
This error is not raised if there is a match on the private user identity, but no match on the public user identity.

5.4.1.2.3C
Abnormal cases – SIP digest with TLS as security mechanism
The procedures for subclause 5.4.1.2.3B apply.
5.4.1.2.3D
Abnormal cases – NASS-IMS bundled authentication as security mechanism

There are no abnormal cases for NASS-IMS bundled authentication.
5.4.1.2.3E
Abnormal cases – GPRS-IMS-Bundled authentication as security mechanism
There are no abnormal cases for GPRS-IMS-Bundled authentication.
*** Next Change ***

5.4.3.2
Requests initiated by the served user

For all SIP transactions identified:

-
if priority is supported, as containing an authorised Resource-Priority header, or, if such an option is supported, relating to a dialog which previously contained an authorised Resource-Priority header;

the S-CSCF shall give priority over other transactions or dialogs. This allows special treatment of such transactions or dialogs.

NOTE 1
The special treatment can include filtering, higher priority processing, routeing, call gapping. The exact meaning of priority is not defined further in this document, but is left to national regulation and network configuration.

When performing SIP digest without TLS, when the S-CSCF receives from the served user an initial request for a dialog or a request for a standalone transaction, the S-CSCF may perform the steps in subclause 5.4.3.6 to challenge the request based on local policy.
NOTE 2:
If the user registration is associated with the state "tls-protected", then the execution of Proxy-Authorization as described in subclause 5.4.3.6 is still possible, although it is unlikely this would add additional security provided the P-CSCF is trusted. Thus, in most cases the state "tls-protected" will be reason for the S-CSCF to not desire Proxy-Authentication for this user.

NOTE 3:
The option for the S-CSCF to challenge the request does not apply to a request from an AS acting as an originating UA.

When performing GPRS-IMS-Bundled authentication, when the S-CSCF receives from the served user an initial request for a dialog or a request for a standalone transaction, the S-CSCF shall check whether a "received" parameter exists in the Via header field provided by the UE. If a "received" parameter exists, S-CSCF shall compare the (prefix of the) IP address received in the "received" parameter against the UE's IP address (or prefix) stored during registration. If no "received" parameter exists in the Via header field provided by the UE, then S-CSCF shall compare the (prefix of the) IP address received in the "sent-by" parameter against the IP address (or prefix) stored during registration. If the stored IP address (or prefix) and the (prefix of the) IP address received in the Via header field provided by the UE do not match, the S-CSCF shall reject the request with a 403 (Forbidden) response. In case the stored IP address (or prefix) and the (prefix of the) IP address received in the Via header field provided by the UE do match, the S-CSCF shall proceed as described in the remainder of this subclause.
When the S-CSCF receives from the served user or from a PSI an initial request for a dialog or a request for a standalone transaction, and the request is received either from a functional entity within the same trust domain or contains a valid original dialog identifier (see step 3) or the dialog identifier (From, To and Call-ID header fields) relates to an existing request processed by the S-CSCF, then prior to forwarding the request, the S-CSCF shall:

0)
if the request is received from a P-CSCF that does not support the trust domain handling of the P-Served-User header field then remove any P-Served-User header fields;
1)
determine the served user by taking the identity contained in a P-Served-User header field as defined in draft-vanelburg-sipping-served-user [133]; or if that is not available by taking the identity contained in the P-Asserted-Identity header field. Then check whether the determined served user is a barred public user identity. In case the said header field contains the served user identity is a barred public user identity for the user, then the S-CSCF shall reject the request by generating a 403 (Forbidden) response. Otherwise, the S-CSCF shall save the public user identity of the served user and continue with the rest of the steps;

NOTE 4:
If the P-Asserted-Identity header field contains a barred public user identity, then the message has been received, either directly or indirectly, from a non-compliant entity which should have had generated the content with a non-barred public user identity.

1A)
if the Contact is a GRUU, but is not valid as defined in subclause 5.4.7A.4, then return a 4xx response as specified in draft-ietf-sip-gruu [93];

2)
store the value of the orig-ioi parameter received in the P-Charging-Vector header if present, and remove it from any forwarded request; 

NOTE 5:
Any received orig-ioi parameter will be a type 3 orig-ioi. The type 3 orig-ioi identifies the service provider from which the request was sent (AS initiating a session on behalf of a user or a PSI);

3)
check if an original dialog identifier that the S-CSCF previously placed in a Route header is present in the topmost Route header of the incoming request.
-
If not present, the S-CSCF shall build an ordered list of initial filter criteria based on the public user identity of the served user (as determined in step 1) of the received request as described in 3GPP TS 23.218 [5].
-
If present, the request has been sent from an AS in response to a previously sent request, an ordered list of initial filter criteria already exists and the S-CSCF shall not change the ordered list of initial filter criteria even if the AS has changed the P-Served-User header field or the or the P-Asserted-Identity header field;

NOTE 6:
An original dialog identifier is sent to each AS invoked due to iFC evaluation such that the S-CSCF can associate requests as part of the same sequence that trigger iFC evaluation in priority order (and not rely on SIP dialog information that may change due to B2BUA AS). If the same original dialog identifier is included in more than one request from a particular AS (based on service logic in the AS), then the S-CSCF will continue the iFC evaluation sequence rather than build a new ordered list of iFC;

4)
remove its own SIP URI from the topmost Route header;

4A)
if there was an original dialog identifier present in the topmost Route header of the incoming request and the request is received from a functional entity within the same trust domain and contains a P-Asserted-Service header field, continue the procedure with step 5;
4B) if the request contains a P-Preferred-Service header field, check whether the ICSI value contained in the P-Preferred-Service header field is part of the set of the subscribed services for the served user and determine whether the contents of the request (e.g. SDP media capabilities, Content-Type header field) match the ICSI for the subscribed service:

a)
if not, as an operator option, the S-CSCF may reject the request by generating a 403 (Forbidden) response. Otherwise remove the P-Preferred-Service header field and continue with the rest of the steps; and

b)
if so, then include a P-Asserted-Service header field in the request containing the ICSI value contained in the P-Preferred-Service header field, remove the P-Preferred-Service header field, and continue the procedure with step 5;
4C)
if the request does not contain a P-Preferred-Service header field, check whether the contents of the request match a subscribed service for each and any of the subscribed services for the served user:

a)
if not, as an operator option, the S-CSCF may reject the request by generating a 403 (Forbidden) response; and

b)
if so, and if the request is related to an IMS communication service and the IMS communication service requires the use of an ICSI value then select an ICSI value for the related IMS communication service and include a P-Asserted-Service header field in the request containing the selected ICSI value; and
c)
if so, and if the request is related to an IMS communication service and the IMS communication service does not require the use of an ICSI value then continue without including an ICSI value; and

d)
if so, and if the request does not relate to an IMS communication service (or if the S-CSCF is unable to unambiguously determine the service being requested but decides to allow the session to continue) then continue without inclding an ICSI value;
5)
check whether the initial request matches any unexecuted initial filter criteria. If there is a match, then the S-CSCF shall select the first matching unexecuted initial filter criteria from the ordered list of initial filter criteria and the S-CSCF shall:

a)
insert the AS URI to be contacted into the Route header as the topmost entry followed by its own URI populated as specified in the subclause 5.4.3.4;

b)
if the S-CSCF supports the P-Served-User extension as specified in draft-vanelburg-sipping-served-user [133] insert P-Served-User header field populated with the served user identity as determined in step 1; 

c)
if the AS is located outside the trust domain then the S-CSCF shall remove the access-network-charging-info parameter in the P-Charging-Vector header from the request that is forwarded to the AS; if the AS is located within the trust domain, then the S-CSCF shall retain the access-network-charging-info parameter in the P-Charging-Vector header in the request that is forwarded to the AS; and

d) 
insert a type 3 orig-ioi parameter before the received orig-ioi parameters in the P-Charging-Vector header. The S-CSCF shall set the type 3 orig-ioi parameter to a value that identifies the sending network of the request. The S-CSCF shall not include the type 3 term-ioi parameter;

NOTE 7:
Depending on the result of processing the filter criteria the S-CSCF might contact one or more AS(s) before processing the outgoing Request-URI.

NOTE 8:
An AS can activate or deactivate its own filter criteria via the Sh interface. As the S-CSCF checks initial filter criteria only on receipt of an initial request for a dialog, or a standalone transaction, a modified service profile will have no impact on transactions or dialogs already in progress and the modified profile will be effective only for new transactions and dialogs. If the S-CSCF receives a modification of the iFC during their execution, then it should not update the stored initial Filter Criteria until the iFC related to the initial request have been completely executed.

6)
if there was no original dialog identifier present in the topmost Route header of the incoming request store the value of the icid parameter received in the P-Charging-Vector header and retain the icid parameter in the P-Charging-Vector header. Optionally, the S-CSCF may generate a new, globally unique icid and insert the new value in the icid parameter of the P-Charging-Vector header when forwarding the message. If the S-CSCF creates a new icid, then it is responsible for maintaining the two icid values in the subsequent messaging;

7)
in step 5, if the initial request did not match any unexecuted initial filter criteria (i.e. the request is not forwarded to an AS), insert an orig-ioi parameter into the P-Charging-Vector header. The S-CSCF shall set the type 2 orig-ioi parameter to a value that identifies the sending network. The S-CSCF shall not include the type 2 term-ioi parameter;

8)
insert a P-Charging-Function-Addresses header populated with values received from the HSS if the request does not contain a Charging-Function-Addresses header field and the message is forwarded within the S-CSCF home network, including towards AS;

9)
if there was no original dialog identifier present in the topmost Route header of the incoming request and if the S-CSCF has knowledge that the SIP URI contained in the received P-Asserted-Identity header is an alias SIP URI for a tel URI, add a second P-Asserted-Identity header containing this tel-URI, including the display name associated with the tel URI, if available. If the P-Asserted-Identity header contains only a tel URI, the S-CSCF shall add a second P-Asserted-Identity header containing a SIP URI. The added SIP URI shall contain in the user part a "+" followed by the international public telecommunication number contained in tel URI, and user's home domain name in the hostport part. The added SIP URI shall contain the same value in the display name as contained in the tel URI. The S-CSCF shall also add a user parameter equals "phone" to the SIP URI;

NOTE 9:
The S-CSCF recognizes that a given SIP URI is an alias SIP URI of a tel URI, since this grouping is sent from the HSS (see 3GPP TS 29.228 [14]). If tel URI is shared URI so is the alias SIP URI.

10)
if the request is not forwarded to an AS and if the outgoing Request-URI is:

-
a SIP URI with the user part starting with a + and the user parameter equals "phone", and if configured per local operator policy, the S-CSCF shall perform the procedure described here. Local policy can dictate whether this procedure is performed for all domains of the SIP URI, only if the domain belongs to the home network, or not at all. If local policy indicates that the procedure is to be performed, then the S-CSCF shall translate the international public telecommunications number contained in the user part of the SIP URI (see RFC 3966 [22]) to a globally routeable SIP URI using either an ENUM/DNS translation mechanism with the format specified in RFC 3761 [24], or any other available database. Database aspects of ENUM are outside the scope of the present document. An S-CSCF that implements the additional routeing functionality described in annex I may forward the request without attempting translation. If a translation is in fact performed and it succeeds, the S-CSCF shall update the Request-URI with the globally routeable SIP URI either returned by ENUM/DNS or obtained from any other available database. If this translation fails, the request may be forwarded to a BGCF or any other appropriate entity (e.g. a MRFC to play an announcement) in the originator's home network or the S-CSCF may send an appropriate SIP response to the originator. When forwarding the request to a BGCF or any other appropriate entity, the S-CSCF shall leave the original Request-URI containing the SIP URI with user parameter equals phone unmodified. If the request is forwarded, the S-CSCF shall remove the access-network-charging-info parameter from the P-Charging-Vector header prior to forwarding the message;

-
a SIP URI with a user parameter equals "dialstring" (i.e. the local service number analysis and handling is either failed in the appropriate AS or the request has not been forwarded to AS for local service number analysis and handling at all), either forward the request to any appropriate entity (e.g a MRFC to play an announcement) in the originator's home network or send an appropriate SIP response to the originator;

-
a tel URI in the international format, the S-CSCF shall translate the E.164 address (see RFC 3966 [22]) to a globally routeable SIP URI using either an ENUM/DNS translation mechanism with the format specified in RFC 3761 [24], or any other available database. Database aspects of ENUM are outside the scope of the present document. An S-CSCF that implements the additional routeing functionality described in Annex I may forward the request without attempting translation. If this translation is in fact performed and it succeeds, the S-CSCF shall update the Request-URI with the globally routeable SIP URI returned by ENUM/DNS. If this translation fails, the request may be forwarded to a BGCF or any other appropriate entity (e.g a MRFC to play an announcement) in the originator's home network or the S-CSCF may send an appropriate SIP response to the originator. When forwarding the request to a BGCF or any other appropriate entity, the S-CSCF shall leave the original Request-URI containing the tel URI unmodified. If the request is forwarded, the S-CSCF shall remove the access-network-charging-info parameter from the P-Charging-Vector header prior to forwarding the message;

-
a tel URI in non-international format (i.e. the local service number analysis and handling is either failed in the appropriate AS or the request has not been forwarded to AS for local service number analysis and handling at all), either forward the request to a BGCF or any other appropriate entity (e.g. a MRFC to play an announcement) in the originator's home network or send an appropriate SIP response to the originator; and
-
a pres URI or an im URI, the S-CSCF shall forward the request as specified in RFC 3861 [63]. In this case, the S-CSCF shall not modify the received Request-URI.
NOTE 10:
If there is no SIP-based transport found after applying the procedure specified in RFC 3861 [63], the S-CSCF can forward the request to a translating gateway.

Additional procedures apply if the S-CSCF supports NP capabilities and these capabilities are enabled by local policy, and the database used for translation from an international public telecommunications number to a SIP URI also provides NP data (for example, based on the PSTN Enumservice as defined by RFC 4769 [114] or other appropriate data bases) . If the above translation from an international public telecommunications number to a SIP URI failed, but NP data was obtained from the database and there is no "npdi" parameter in the received request, then the S-CSCF shall, based on operator policy, update the URI in the Request-URI with the obtained NP data, prior to forwarding the request to the BGCF or other appropriate entity. If the received request already contains a tel-URI "npdi" parameter, then the S-CSCF may update the URI with the obtained NP data. The URI is updated by the S-CSCF by adding NP parameters defined by RFC 4694 [112]. If the Request-URI is a tel-URI, then an "npdi" tel-URI parameter is added to indicate that NP data retrieval has been performed, and if the number is ported, an "rn" tel-URI parameter is added to identify the ported-to routeing number. If the Request-URI is in the form of a SIP URI user=phone, the "npdi" and "rn" tel-URI parameters are added as described above to the userinfo part of the SIP URI;
11)
determine the destination address (e.g. DNS access) using the URI placed in the topmost Route header if present, otherwise based on the Request-URI. If the destination requires interconnect functionalities (e.g. the destination address is of an IP address type other than the IP address type used in the IM CN subsystem), the S-CSCF shall forward the request to the destination address via an IBCF in the same network;

12)
if network hiding is needed due to local policy, put the address of the IBCF to the topmost route header;

13)
in case of an initial request for a dialog: 

a)
determine the need for GRUU processing. GRUU processing is required if:

-
an original dialog identifier that the S-CSCF previously placed in a Route header is not present in the topmost Route header of the incoming request (this means the request is not returning after having been sent to an AS), and

-
the contact address contains a valid GRUU as specified in subclause 5.4.7A.4.

b)
if GRUU processing is not required and the initial request originated from a served user, then determine the need to record-route for other reasons: 

-
if the request is routed to an AS which is part of the trust domain, the S-CSCF can decide whether to record-route or not. The decision is configured in the S-CSCF using any information in the received request that may otherwise be used for the initial filter criteria. If the request is record-routed the S-CSCF shall create a Record-Route header containing its own SIP URI; or

-
if the request is routed elsewhere, create a Record-Route header containing its own SIP URI;

NOTE 11:
For requests originated from a PSI the S-CSCF can decide whether to record-route or not based on operator policy.

c)
if GRUU processing is required, the S-CSCF shall create a Record-Route header containing its own SIP URI;

d)
if GRUU processing is required, the S-CSCF shall save an indication that GRUU-routeing is to be performed for in-dialog requests that reach the S-CSCF because of the Record-route header added in step c);

NOTE 12:
The manner of representing the GRUU-routeing indication is a private matter for the S-CSCF. The indication is used during termination processing of in-dialog requests to cause the S-CSCF to replace a Request-URI containing a GRUU with the corresponding registered contact address. It can be saved using values in the Record-Route header, or in dialog state.

14)
based on the destination user (Request-URI), remove any P-Access-Network-Info header and the access-network-charging-info parameter in the P-Charging-Vector header prior to forwarding the message;
14A) if the request is not routed to an AS, remove the P-Served-User header field prior to forwarding the request;
15)
route the request based on SIP routeing procedures; and

16)
if the request is an INVITE request, save the Contact, Cseq and Record-Route header field values received in the request such that the S-CSCF is able to release the session if needed.

When the S-CSCF receives, an initial request for a dialog or a request for a standalone transaction, from an AS acting on behalf of an unregistered user, the S-CSCF shall:

1)
execute the procedures described in the steps 1, 2, 3, 4, 4A, 4B, 4C, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15 and 16 in the above paragraph (when the S-CSCF receives, from a registered served user, an initial request for a dialog or a request for a standalone transaction).

NOTE 13:
When the S-CSCF does not have the user profile, before executing the actions as listed above, it initiates the S-CSCF Registration/deregistration notification with the purpose of downloading the relevant user profile (i.e. for unregistered user) and informs the HSS that the user is unregistered. The S-CSCF will assess triggering of services for the unregistered user, as described in 3GPP TS 29.228 [14].

If the S-CSCF fails to receive a SIP response or receives a 408 (Request Timeout) response or a 5xx response from the AS, the S-CSCF shall: 

- 
if the default handling defined in the filter criteria indicates the value "SESSION_CONTINUED" as specified in 3GPP TS 29.228 [14] or no default handling is indicated, execute the procedure from step 5; and

-
if the default handling defined in the filter criteria indicates the value "SESSION_TERMINATED" as specified in 3GPP TS 29.228 [14], either forward the received response or, if the request is an initial INVITE request, send a 408 (Request Timeout) response or a 5xx response towards the served UE as appropriate (without verifying the matching of filter criteria of lower priority and without proceeding for further steps).

If the S-CSCF receives any final response from the AS, the S-CSCF shall forward the response towards the served UE (without verifying the matching of filter criteria of lower priority and without proceeding for further steps). 
When the S-CSCF receives any response to the above request, the S-CSCF may:

1)
apply any privacy required by RFC 3323 [33] and RFC 3325 [34] to the P-Asserted-Identity header.

NOTE 14:
The P-Asserted-Identity header would normally only be expected in 1xx or 2xx responses.

NOTE 15:
The optional procedure above is in addition to any procedure for the application of privacy at the edge of the trust domain specified by RFC 3325 [34].

When the S-CSCF receives any response to the above request containing a term-ioi parameter, the S-CSCF shall store the value of the received term-ioi parameter received in the P-Charging-Vector header, if present, and remove all received ioi parameters from the forwarded response if next hop is not an AS. 

NOTE 16:
Any received term-ioi parameter will be a type 2 term-ioi or type 3 term-ioi. The term-ioi parameter identifies the sending network of the response message.

When the S-CSCF receives any response to the above request, and forwards it to AS, the S-CSCF shall insert a P-Charging-Vector header containing the orig-ioi parameter, if received in the request, and a type 3 term-ioi parameter in the response. The S-CSCF shall set the type 3 term-ioi parameter to a value that identifies the sending network of the response and the type 3 orig-ioi parameter is set to the previously received value of type 3 orig-ioi.

When the S-CSCF receives any 1xx or 2xx response to the initial request for a dialog, if the response corresponds to an INVITE request, the S-CSCF shall save the Contact and Record-Route header field values in the response in order to be able to release the session if needed.

When the S-CSCF, upon sending an initial INVITE request that includes an IP address in the SDP offer (in "c=" parameter), receives an error response indicating that the the IP address type is not supported, (e.g., the S-CSCF receives the 488 (Not Acceptable Here) with 301 Warning header indicating "incompatible network address format"), the S-CSCF shall either:

-
fork the initial INVITE request to the IBCF; or

-
process the error response and forward it using the Via header.
NOTE 17:
If the S-CSCF knows that the originating UE supports both IPv6 and IPv4 addresses simultaneously, the S-CSCF will forward the error response to the UE using the Via header.

Editor's Note: How the S-CSCF determines whether the UE supports both IPv6 and IPv4 addressing simultaneously is for further study.

When the S-CSCF receives from the served user a target refresh request for a dialog, prior to forwarding the request the S-CSCF shall:

0A)
if the dialog is related to an IMS communication service determine whether the contents of the request (e.g. SDP media capabilities, Content-Type header field) match the IMS communication service as received as the ICSI value in the P-Asserted-Service header in the initial request. As an operator option, if the contents of the request do not match the IMS communication service the S-CSCF may reject the request by generating a status code reflecting which added contents are not matching. Otherwise, continue with the rest of the steps;

1)
remove its own URI from the topmost Route header;

2)
create a Record-Route header containing its own SIP URI;

3)
for INVITE dialogs (i.e. dialogs initiated by an INVITE request), save the Contact and Cseq header field values received in the request such that the S-CSCF is able to release the session if needed;

4)
in case the request is routed towards the destination user (Request-URI) or in case the request is routed to an AS located outside the trust domain, remove the access-network-charging-info parameter in the P-Charging-Vector header; and

5)
route the request based on the topmost Route header.

When the S-CSCF receives any 1xx or 2xx response to the target refresh request for an INVITE dialog, the S-CSCF shall replace the saved Contact header field values in the response such that the S-CSCF is able to release the session if needed.

When the S-CSCF receives from the served user a subsequent request other than a target refresh request for a dialog, prior to forwarding the request the S-CSCF shall:

1)
remove its own URI from the topmost Route header; 

2)
in case the request is routed towards the destination user (Request-URI) or in case the request is routed to an AS located outside the trust domain, remove the access-network-charging-info parameter in the P-Charging-Vector header; and

3)
route the request based on the topmost Route header.

With the exception of 305 (Use Proxy) responses, the S-CSCF shall not recurse on 3xx responses.

*** Next Change ***

8.1.1
SIP compression

If in normal operation the UE generates requests or responses containing a P-Access-Network-Info header which included a value of "3GPP-GERAN","3GPP-UTRAN-FDD", "3GPP-UTRAN-TDD", "3GPP2-1X", "3GPP2-1X-HRPD", "3GPP2-UMB", "IEEE-802.11", "IEEE-802.11a", "IEEE-802.11b" or "IEEE-802.11g", or "IEEE-802.11n", then the UE shall support: 
-
SigComp as specified in RFC 3320 [32] and as updated by RFC 4896 [118]; and

-
the additional requirements specified in RFC 5049 [79], with the exception that the State Memory Size of at least 4096 bytes shall be a minimum value. 
If in normal operation the UE generates requests or responses containing a P-Access-Network-Info header which included a value of "3GPP-GERAN","3GPP-UTRAN-FDD", "3GPP-UTRAN-TDD", "3GPP2-1X", "3GPP2-1X-HRPD", "3GPP2-UMB", "IEEE-802.11", "IEEE-802.11a", "IEEE-802.11b" or "IEEE-802.11g", or "IEEE-802.11n", then the UE may support: 

-
the negative acknowledgement mechanism specified in RFC 4077 [65A].

When using SigComp the UE shall send compressed SIP messages in accordance with RFC 3486 [55]. When the UE will create the compartment is implementation specific, but the compartment shall not be created until a set of security associations or a TLS session is set up if signaling security is in use. The compartment shall finish when the UE is deregistered. State creations and announcements shall be allowed only for messages received in a security association.

NOTE:
Exchange of bytecodes during registration will prevent unnecessary delays during session setup.

If the UE supports SigComp: 
-
the UE shall support the SIP dictionary specified in RFC 3485 [42] and as updated by RFC 4896 [118]. If compression is enabled, the UE shall use the dictionary to compress the first message; and
-
if the UE supports the presence user agent or watcher roles as specified in table A.3A/2 and table A.3A/4, the UE may support the presence specific dictionary specified in RFC 5112 [119]. 

*** End of Changes ***




�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





