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1. Introduction
Correct handling of NAS COUNTs and in particular the sequence number part is crucial for EPS security. Incorrect handling could lead to loss of confidentiality and/or possibilities for faked/replayed messages. In particular, except for possible identical retransmission, the same NAS COUNT must never be used to process more than a single message protected under a given NAS security context. The following contribution discusses the principles that should be used and proposes additional text to 24.301.

2. Principles
Unless otherwise noted, “NAS COUNT” refers to the sender’s (i.e. MME downlink / UE uplink) 16-bit NAS overflow counter concatenated with the 8-bit corresponding NAS sequence number. Specifically, we define


NAS COUNT = NAS OC * 28 + NAS sequence number

I.e. NAS COUNT is 24-bits. When NAS COUNT is input to NAS ciphering or NAS integrity algorithms, it is considered as a 32-bit entity, which is padded with zeroes in the most significant bits.
 2.1 Initialization
The NAS COUNT shall be initialized to zero when a new security context is activated following AKA or handover. That is, the first outbound NAS message protected by a new security context shall always use NAS COUNT = 000...0. This will typically be a downlink NAS SECURITY MODE COMMAND, respectively uplink SECURITY MODE COMPLETE.
The NAS COUNT shall also to be initialized to zero after handover from UTRAN/GERAN to E-UTRAN, even if AKA has not yet occurred in the target system.
2.2 Usage

The NAS COUNT is used for security processing. Unless otherwise noted, the NAS sequence number part is included in the message, whereas NAS OC is maintained locally by sender receiver.

The sender shall use the NAS COUNT for the current message as input to security algorithms (ciphering/integrity). It shall be padded with 8 zeroes in the most significant bits to form a 32-bit string.
On the receiver side, the NAS sequence number is taken from the received message and joined with a locally stored value for the overflow counter to form the NAS COUNT. The receiver uses a maximum-likelihood estimation to decide if the overflow counter needs to be adjusted before input to the deciphering/integrity verification algorithms. Note that some messages, e.g. NAS SERVICE REQUEST may rely on only sending the least significant bits inband, implying that the receiver needs to similarly estimate also the omitted bits. 

In addition to the NAS security processing, the AS base key (the KeNB) is derived using the uplink NAS COUNT as a freshness parameter, implying that it is essential also for AS security that the NAS COUNT does not repeat.

2.3 Increment

After each new security processed outbound message, the sender shall always increase the NAS COUNT number by one. Specifically, the sequence number is increased by one, and if the result is zero (due to wrap around) the overflow counter is also incremented by one.
After each received and successfully integrity verified message, the receiver shall decide if the locally maintained NAS OC needs to be updated.

2.4 Wrap-around
Avoiding re-use of NAS COUNT shall be the responsibility of the MME. This is similar to how the COUNT handling is done in the AS, where the eNB is responsible for the same function. 

If, when increasing the NAS COUNT as specified above, the MME detects that its NAS COUNT is “close” to wrap around, the MME shall initiate a new AKA with the UE, leading to a new established NAS security context and the NAS COUNT being reset to zero in both the UE and the MME as discussed above. 

Similarly, the MME shall initiate AKA if it detects that the UE’s uplink NAS COUNT is close to wrap.

Here, “close” should be interpreted as the NAS COUNT having a value approaching 224.  The AKA must be able to complete before the NAS sequence number reaches this value 224. In case a new KASME for some reason has not been established using AKA before the NAS COUNT wraps around, the node (MME or UE) in need of sending a new NAS message shall instead release the NAS connection.
2.5 Replay Protection

Replay protection is implemented in the UE and MME for received messages. 
A message is considered replayed if it contains a NAS COUNT which has already been received and the already received NAS COUNT has been verified for integrity/authenticity with the current NAS security context. A message which is considered replayed shall be discarded from further processing. Repeated occurrences of replayed messages should raise an alert. 
Replay protection in principle occurs before integrity verification, but the result of the integrity verification will also be used to update the replay information data (typically a list of recently received NAS COUNTS) in the NAS security context after the integrity verification.

Replay information data is reset at creation of new NAS security context.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301v0.3.0.
* * * First Change * * * *

4.x.1
General
Editor’s note: Other general details are FFS.
The network NAS COUNT shall be initialized to zero in the first SECURITY MODE COMMAND when a new security context is activated following successful AKA.The UE NAS COUNT shall be initialized to zero when the UE receives the first SECURITY MODE COMMAND message after a successful AKA procedure and uses it in the following SECURITY MODE COMPLETE message.
Editor's note: How the NAS COUNT shall be handled after handover from UTRAN/GERAN to E-UTRAN is FFS.
After each new outbound message, the sender shall always increase the NAS COUNT number by one. Specifically, the NAS sequence number is increased by one, and if the result is zero (due to wrap around), the NAS OC is also incremented by one (see 4.x.5).

4.x.2
Replay protection
Replay protection shall be supported for received NAS messages both in the MME and the UE. However, since the realization of replay protection does not affect the interoperability between nodes, no specific mechanism is required for implementation. 
Replay protection must assure that one and the same NAS message is not accepted twice by the receiver. Specifically, for a given NAS Security context, a given NAS COUNT value shall be accepted at most one time and only if message integrity verifies correctly.
Annex X provides a best practice mechanism which may be used.
4.x.3
Integrity protection and verification

Editor’s note: Other details of integrity protection and verification are FFS.
The sender shall use its locally stored NAS COUNT as input to the integrity protection algorithm.

The receiver shall use the NAS sequence number included in the received message and an estimate for the NAS OC to form the NAS COUNT (see Annex Y) input to the integrity verification algorithm.
4.x.4
Ciphering and deciphering

Editor’s note: Other details of ciphering and deciphering are FFS.

The sender shall use its locally stored NAS COUNT as input to the ciphering algorithm.

The receiver shall use the NAS sequence number included in the received message and an estimate for the NAS OC to from the NAS COUNT (see Annex Y) input to the deciphering algorithm.
4.x.5 Sequence Number Wrap

If, when increasing the NAS COUNT as specified above, the MME detects that its NAS COUNT is “close” to wrap around, (close to 224) the MME shall initiate a new AKA with the UE, leading to a new established NAS security context and the NAS COUNT being reset to 0 in both the UE and the MME when the new NAS security context is activated as discussed above. 

Similarly, the MME shall initiate AKA if it detects that the UE’s uplink NAS COUNT is close to wrap. In case a new KASME for some reason has not been established using AKA before the NAS COUNT wraps around, the node (MME or UE) in need of sending a new NAS message shall instead release the NAS connection.
* * * End Change * * * *

* * * Second Change * * * *

5.4.2.4.1
Authentication response received by the network

Upon receipt of an AUTHENTICATION RESPONSE message, the network stops the timer T3460 and checks the correctness of RES (see 3GPP TS 33.401 [11]).

Upon receipt of an AUTHENTICATION FAILURE message, the network stops the timer T3460. In the Synch failure case, the core network may renegotiate with the HSS/AuC and provide the UE with new authentication parameters.
Unless the result is AUTHENTICATION FAILURE, the MME shall set its downlink NAS COUNT to 0 and the UE shall set its uplink NAS COUNT to 0. 

* * * End Change * * * *

* * * Third Change * * * *

Annex X (informative):
Implementation of Replay Protection

The following is a best practice approach to replay protection.
Replay protection takes place only on receiver side in connection to integrity verification. The receiver maintains a list of recently received and authenticated messages to be able verify if a new message has been replayed or not. A message is considered replayed if it is already marked in the list as received, or, if it is “old” to the extent that it falls outside the window. Replayed messages are dropped and not processed (not even checked for integrity).
Whenever NAS COUNT is reset to zero (e.g. in connection to SMC) the replay information shall also be reset.
A simple implementation, allowing for out-of-order reception is as follows.

A window of the most recent messages is maintained as a bit vector; L = L(0) || L(1) || .. L(N-1), and an unsigned 24-bit integer, s. (N = 32 may be a practical choice.)

· s contains the highest received and authenticated NAS COUNT. 

· bit L(j) is set to 1 if and only if the NAS message with COUNT = s-j has been received and authenticated.

When a new NAS security context is activated L(j) is set to 0 for all j, and s is initialized to 0.

The receiver may now use the following algorithm, interacting with the integrity verification. 

Suppose a NAS message with NAS COUNT m is received.

· If m <= s – N, the message is dropped. /* Assumed replayed, or at least very delayed */

· If (s- N < m <= s) AND (L(s-m) = 1), the message is dropped. /* Message already received */

· Else, the message is verified for integrity. /* m > s or  L(s-m) = 0 */
· If verification succeeds then: 

· if m > s then

· L is shifted m-s steps to the right
· s = max(s, m) 

· L(s-m) is set to 1
· else the message is dropped.

Shift to the right of means setting L(j) = L(j-1), j = 1, 2, …. L is usually easy to implement by representing it as an unsigned N-bit integer and using standard bit-shift operation.
Annex Y (informative):
Overflow Counter Estimation by Receiver
The following is a best practice approach to estimating the implict overflow counter on the receiver side.

The receiver maintains a value t, corresponding to the highest received and properly authenticated 8-bit NAS sequence number. The receiver also maintains a local 16-bit value for the NAS OC, denoted OC. These values are initialized to 0 each time a new NAS security context is activated.

Let s be the NAS sequence number of the message about to be security processed.

The receiver should estimate the NAS COUNT as

         
C = oc * 28 + s,

where oc is chosen from the set { OC-1, OC, OC+1 } (modulo 216) such that C is closest (in modulo 224 sense) to the value OC * 28 + t. The value C is used by the receiver to perform security processing (deciphering, replay protection and integrity verification).

This mechanism will correctly reproduce the sender’s NAS COUNT, unless a message is delayed (or reordered) by more than 27.

After the message has been processed and authenticated the receiver should use oc to update its t and OC values as follows.  

· If oc=(OC-1) mod 216 was used above, then there is no update of t or OC.  

· If oc=OC, then t is set to the s if and only if s > t. There is no update of OC.  

· If oc=(OC+1) mod 216, then t is set to s and OC is set to oc.

An analogous procedure may be used to estimate bits omitted in the NAS sequence number, e.g. for NAS SERVICE REQUEST messages.
* * * End Change * * * *

