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Introduction:

3GPP CN#14 Plenary approved CR 24.008-521r4 (R99) (and the mirror ones 524r4 (Rel-4) and 527r4 (Rel-5)) (Tdoc NP-010700) on handling of Location Updating Reject causes #13 (‘roaming not allowed in this location area’) and #15 (‘no suitable cells in this location area’). 
By this CR, in case of location update, routing area update and service request, upon reception of reject cause #13 or #15, LAI, TMSI and ciphering key sequence number, and RAI, P-TMSI, P-TMSI signature and GPRS ciphering key sequence number have not to be deleted (they were prior to the CR). The reason for that change is the possibility to maintain the activated PDP contexts, if any, and avoid new authentication and the signaling load due to their reactivation. This is out of the scope of this document. Note: on receipt of cause #13 (respectively #15) the UE looks for a new cell to camp on in another (respectively the same) PLMN.
In CS domain, an issue of not deleting the LAI and TMSI in the UE is that the UE will not trigger immediately a location updating request when coming back in its previous Location Area (the one kept stored in the UE) and the MT calls will not be delivered until the next MO call or periodic location update.
In PS domain, a similar issue may exist. However further investigation is needed with regard to transfer of activated PDP-contexts between the old and new SGSN.
The present document details the issue related to CS domain and proposes a solution to improve the MT call delivery.
Problem description
Case 1: CR not implemented on the UE:
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1.1 MS entering LA1 coverage (allowed); authentication and registration in MSC/VLR1, with HLR update (MSC/VLR1 address stored); LAI1 and TMSI stored on the mobile after LU completion.
MT calls can be delivered to MSC/VLR1.
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1.2 MS moving to LA2; MS authentication and HLR update (MSC/VLR2 address stored in HLR); LA2 not allowed => LA not allowed indicator set in MSC/VLR2 and LU Reject (cause #13 or #15) sent to the MS; LAI1 and TMSI deleted on the MS.
MT calls addressed to MSC/VLR2 but PRN error (Absent Subscriber) sent to HLR because of LA not allowed indicator; Call Forwarding may be invoked in HLR/GMSC.
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1.3 MS moving back to LA1; no LAI stored on the MS => location updating triggered with authentication and HLR update (same as 1.1).

MT calls can be delivered to MSC/VLR1 (HLR updated with MSC/VLR1 address). 
Even when LA1 and LA2 belong to the same MSC/VLR, HLR is always updated and the authentication is performed. This is because MSC/VLR does not know where the mobile was before due to the lack of LAI in the mobile. The existence of an earlier subscriber record in the MSC/VLR does not suffice to consider the new location update as an intra-VLR location update because the MAP Cancel Location may have been lost when the mobile moved to other MSC/VLR.
Case 2: CR implemented on the UE:
2.1: LA1 and LA2 are controlled by the same MSC/VLR.
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2.1.1 MS on LA1 coverage; same as 1.1.
2.1.2 MS moving to LA2 (not allowed); no HLR update (intra-VLR LU); MSC/VLR address still in HLR; LA not allowed set in MSC/VLR; on receipt of LU Reject (cause #13/#15) LAI1 & TMSI not deleted on the MS.
MT calls addressed to MSC/VLR but PRN error (Absent Subscriber) sent to HLR because of LA not allowed indicator; Call Forwarding may be invoked in HLR/GMSC.
2.1.3 If the MS is moving back to LA1, as LAI1 is stored on the MS, no location updating is triggered (see extract of TS 23.122 below).

MT calls addressed to MSC/VLR; PRN error (Absent Subscriber) as LA not allowed still set in VLR; Call Forwarding may be invoked in HLR/GMSC.
The MT calls can not be delivered to the mobile until the next MO call or the (periodic) location update.

For information, extract from TS 23.122 v.8.2.0
“4.5.2
Initiation of Location Registration

An LR request indicating Normal Updating is made when, in idle mode,

-
the MS changes cell while being in the update state NOT UPDATED; (for MS capable of GPRS and non-GPRS services when at least one of both update states is NOT UPDATED) 

-
the MS detects that it has entered a new registration area, i.e., when the received registration area identity differs from the one stored in the MS, and the LAI or the PLMN identity is not contained in any of the lists of "forbidden LAs for roaming", "forbidden LAs for regional provision of service", "forbidden PLMNs for GPRS service" or "forbidden PLMNs" respectively, while being in one of the following update states:

-
UPDATED;

-
NOT UPDATED;

-
ROAMING NOT ALLOWED.

-
the Periodic Location Updating Timer expires while being in the non-GPRS update state NOT UPDATED (triggers Location Updating);

-
the Periodic Routing Area Update timer expires while being in the GPRS update state NOT UPDATED (triggers Routing Area Update);

-
a manual network reselection has been performed, an acceptable cell of the selected PLMN is present, and the MS is not in the UPDATED state on the selected PLMN.
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Table 2: LR Process States and Allowed Actions

	Location registration
	New LR request when


	Normal Calls
	Paging responded

	task state
	Changing Cell
	Changing registration area
	Changing PLMN
	Other
	Supported (1)
	to

	Null (4)
	No
	Yes
	Yes
	No
	No
	No

	Updated, (5)
	No
	Yes
	Yes
	(2)
	Yes
	Yes

	Idle, No IMSI (7)
	No
	No
	No
	No
	No
	No

	Roaming not allowed:
	
	
	
	
	
	

	a) Idle, PLMN not allowed
	No
	No
	Yes
	No
	No
	Optional if with IMSI

	b) Idle, LA not allowed
	No
	Yes(6)
	Yes
	No
	No
	Optional if with IMSI

	c) Idle, Roaming not allowed in this LA
	No
	Yes(6)
	Yes
	No
	No
	Optional if with IMSI

	d) No Suitable Cells In Location Area
	No
	Yes(6)
	Yes
	No
	No
	Optional if with IMSI

	Not updated
	Yes
	Yes
	Yes
	(2)&(3)
	(3)
	Yes if with IMSI

	1):
Emergency calls may always be made, subject to access control permitting it.

2):
A new LR is made when the periodic registration timer expires.

3):
If a normal call request is made, an LR request is made. If successful the updated state is entered and the call may be made.

4):
The MS is in the null state from switch on until it has camped on a cell and either made an LR attempt or decided that no LR attempt is needed.

5):
In this state, IMSI detach is performed if the MS is deactivated and the BCCH indicates that IMSI attach/detach shall be used. An LR request indicating IMSI attach is performed if the MS is activated in the same registration area in which it was deactivated while being in this state.

6):
A MS shall not perform a new LR when the new routing area is part of a LA contained in any of the lists "forbidden LAs for roaming", or "forbidden LAs for regional provision of service".

7):
The GPRS registration status "Idle, no IMSI" is entered when LR is rejected with cause "GPRS not allowed". The non-GPRS registration status "Idle, no IMSI" is entered when the cause "IMSI unknown in HLR" is received. 


….. “
2.2: LA1 and LA2 are controlled by different MSC/VLR’s.
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2.2.1 MS on LA1 coverage; same as 1.1.
2.2.2 MS moving to LA2 (not allowed); MS authentication and HLR update (inter-VLR LU); MSC/VLR2 address in HLR; LA not allowed set in MSC/VLR2; on receipt of LU Reject (cause #13/#15) LAI1 & TMSI are not deleted on the MS.

MT calls addressed to MSC/VLR2 but PRN error (Absent Subscriber) sent to HLR because of LA not allowed indicator; Call Forwarding may be invoked in HLR/GMSC.

2.2.3 If the MS is moving back to LA1, as LAI1 is stored on the MS, no location updating is triggered (see extract of TS 23.122 above).
MT calls wrongly addressed to MSC/VLR2 until the next MO call or the (periodic) location update; PRN error (Absent Subscriber) as LA not allowed still set in VLR2; Call Forwarding may be invoked in HLR/GMSC.

Also:

a) when the mobile performs the MO call or the (periodic) location update from LA1, HLR is not updated if the Cancel Location was lost when MS moved from LA1 to LA2; the MT calls cannot be delivered to the mobile.
2.3: MS moving from LA1 (allowed) to LA2 (not allowed) to LA3 (allowed) in different MSC/VLRs
The following issues are also to be considered if the TMSI/LAI and KSI/CKSN are not deleted in the MS when the location registration is denied in MSC/VLR2 with cause #13/#15:

a) when the mobile roams from LA2 to LA3, the previous LA1 in the location update request points to a wrong previous VLR (VLR1 has already received a Cancel Location when MS tried to register to LA2 and may have re-allocated the TMSI to another MS). Old TMSI may be mapped to a wrong IMSI.

b) Roaming restrictions in VLR2 are normally checked after HLR update. If the authentication is performed a KSI/CKSN is sent to the MS. That KSI/CKSN is provided with TMSI1/LAI1 in the location updating request to MSC/VLR3. If the current security context (Kc, CKSN)/(KSI, CK, IK) obtained from VLR1 is taken into account by VLR3 it should not correspond to that present in the MS and ciphering will fail.
Also, if LA3=LA1 and if Cancel Location was lost, KSI/CKSN collision may occur and the ciphering will fail.
The old TMSI may also be mapped to a wrong IMSI.
Proposed solution
CS domain aspects

MSC/VLR should allocate a TMSI within the restricted LAI2 before it sends "Roaming not allowed in this location area" (#13) or "No Suitable Cells In Location Area" (#15) in Location Updating Reject message to the mobile. The mobile will delete the old LAI1 and store LAI2.
[image: image6.emf]Location Updating Req

Authentication

Update   HLR

Check Roaming

Location Updating Reject (#13/#15)

TMSI Reallocation Command (LAI/TMSI)

TMSI Reallocation Complete

MS

MSC

Security Procedure


If LA1 and LA2 are controlled by the same MSC/VLR we have the following scenario:
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When the MS is moving back to LA1, as LAI2 is stored on the MS, location updating is triggered (intra-VLR LU). The “LA (not) allowed” flag on MSC/VLR is updated correctly.
If LA1 and LA2 are controlled by different MSC/VLR’s we have the following scenario:
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When the MS is moving back to LA1, as LAI2 is stored on the MS, location updating is triggered (inter-VLR LU). MSC/VLR1 and HLR are is updated correctly.
In the case 2.2.3 a) above (when the mobile performs the MO call or the (periodic) location update from LA1, HLR is not updated if the Cancel Location was lost when MS moved from LA1 to LA2), in order to force the HLR update the following solution could be proposed: the previous VLR, on receipt of MAP Send Identification, should set the “Location Information Confirmed in HLR” to “Not Confirmed”. Currently, according to 3GPP TS 23.007, this is only performed if the VLR is in a Super-Charged network.
PS domain aspects

Further investigation is needed with respect to transfer of activated PDP contexts (e.g. between SGSN1 and SGSN2 in the following scenario: MS going from RA1/SGSN1 (allowed) to RA2/SGSN2 (not allowed) to RA3/SGSN3 (allowed)). The allocation of new P-TMSI in SGSN2 is to be studied.
Conclusion
3GPP CT1 are asked to discuss the proposal.
It should be clarified in TS 23.122 whether the UE will initiate a new location registration request when moving back to the old LAI after having received the cause #13 or #15. Some UE implementations send a LU request in that case.
If agreeable, it is proposed to standardize the solution proposed for CS domain in Rel-8. CRs will be provided against 3GPP TS 24.008 and 23.012 (other?). 3GPP CT1 should decide whether the problems can justify corrections in earlier releases.
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