Page 1



3GPP TSG CT WG1 Meeting #54
C1-082420
Zagreb, Croatia, 23rd – 27th June 2008

	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	24.229
	CR
	2328
	(

rev
	-
	(

Current version:
	8.4.1
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Annex K Technical Corrections

	
	

	Source to WG:
(

	CableLabs

	Source to TSG:
(

	C1

	
	

	Work item code:
(

	FBI-PCBL
	
	Date: (

	10/06/2008

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	There are a number of technical errors that need to be corrected in annex K to ensure reliable NAT traversal. The changes are as follows:

	
	

	Summary of change:
(

	· Change 1: Reference updates are made to the latest IETF IDs.

· Change 2: Adds missing abbreviations for STUN and TURN

· Change 3: provides meaningful clarification of when the UE continues to establish IMS flow sets in the face of a 401 response. The current text is misleading and inaccurate.

· Change 4: Adds missing UE support of CRLF keepalive for TCP based flows.

· Change 5: corrects inaccurate and incomplete text on Via header processing

· Change 6: clarifies procedures on rport usage and removes duplicate text
· Changes 7 and 8: clarifies S-CSCF procedures for handling REGISTER requests indicating support for outbound as well as corrects a significant technical error which has the S-CSCF placing the outbound option-tag in the supported header rather then required header.
· Change 9: Removes section on Usage of SIP in case UDP encapsulated IPsec or TLS is not employed. This section is no longer needed due to incorporation of procedures for SIP Digest without TLS.

· Changes 10 and 11: Replaces STUN Relay with TURN per recent IETF decision to revert back to TURN. Also provides missing procedures on how to respond to an SDP offer not supporting ICE and the terminating UE is behind a NAT.

	
	

	Consequences if 
(

not approved:
	By not approving the proposed changes (particulary changes 1, 4, 6 and 7) the current NAT procedures are incomplete and will result in improper operation (failed call attempts or successful calls without valid media paths)

	
	

	Clauses affected:
(

	2, 3.2, K.2.2.1.2, K.2.1.5, K.2.2.2, K.2.2.5, K.2.3.2.1, K.2.3.2.2D, K.4, K.5.2.3, K.5.2.2

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	Changes 1, 2, 3, 4, 7, 8, 10, and 11 provides a Rel-8 mirror to CR C1-082042 approved at CT1#53. Changes 5, 6, and 9 address errors inadvertenly introduced when annex K was updated to align with main body structural changes.


	Change 1


2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[1A]
3GPP TS 22.101: "Service aspects; Service principles".

[2]
3GPP TS 23.002: "Network architecture".

[3]
3GPP TS 23.003: "Numbering, addressing and identification".

[4]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".

[4A]
3GPP TS 23.107: "Quality of Service (QoS) concept and architecture".

[4B]
3GPP TS 23.167: "IP Multimedia Subsystem (IMS) emergency sessions".

[4C]
3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in idle mode".

[5]
3GPP TS 23.218: "IP Multimedia (IM) Session Handling; IM call model".

[6]
3GPP TS 23.221: "Architectural requirements".

[7]
3GPP TS 23.228: "IP multimedia subsystem; Stage 2".

[7A]
3GPP TS 23.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; System description".

[8]
3GPP TS 24.008: "Mobile radio interface layer 3 specification; Core Network protocols; Stage 3".

[8A]
3GPP TS 24.141: "Presence service using the IP Multimedia (IM) Core Network (CN) subsystem; Stage 3".

[8B]
3GPP TS 24.147: "Conferencing using the IP Multimedia (IM) Core Network (CN) subsystem; Stage 3".
[8C]
3GPP TS 24.234: "3GPP System to Wireless Local Area Network (WLAN) interworking; User Equipment (UE) to network protocols; Stage 3".

[8D]
Void.
[8E]
3GPP TS 24.279: "Combining Circuit Switched (CS) and IP Multimedia Subsystem (IMS) services, stage 3, Release 7".

[8F]
3GPP TS 24.247: "Messaging service using the IP Multimedia (IM) Core Network (CN) subsystem; Stage 3".

[8G]
3GPP TS 24.167: "3GPP IMS Management Object (MO); Stage 3".
[8H]

GPP TS 24.173: "IMS Multimedia telephony service and supplementary services; Stage 3".
[8I]
3GPP TS 24.606: "Message Waiting Indication (MWI) using IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".
[9]
3GPP TS 25.304: "UE Procedures in Idle Mode and Procedures for Cell Reselection in Connected Mode".

[9A]
3GPP TS 25.331: "Radio Resource Control (RRC); Protocol Specification".

[10]
3GPP TS 26.235: "Packet switched conversational multimedia applications; Default codecs".

[10A]
3GPP TS 27.060: "Mobile Station (MS) supporting Packet Switched Services".

[11]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting Packet Based Services and Packet Data Networks (PDN)".

[11A]
3GPP TS 29.162: "Interworking between the IM CN subsystem and IP networks".

[11B]
3GPP TS 29.163: "Interworking between the IP Multimedia (IM) Core Network (CN) subsystem and Circuit Switched (CS) networks".

[11C]
3GPP TS 29.161: "Interworking between the Public Land Mobile Network (PLMN) supporting Packet Based Services with Wireless Local Access and Packet Data Networks (PDN)"

[12]
3GPP TS 29.207 Release 6: "Policy control over Go interface".

[13]
Void.

[13A]
3GPP TS 29.209 Release 6: "Policy control over Gq interface".

[13B]
3GPP TS 29.212: "Policy and Charging Control over Gx reference point".

[13C]
3GPP TS 29.213: "Policy and charging control signalling flows and Quality of Service (QoS) parameter mapping".

[13D]
3GPP TS 29.214: "Policy and Charging Control over Rx reference point".

[14]
3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx Interfaces; Signalling flows and message contents".

[15]
3GPP TS 29.229: "Cx and Dx Interfaces based on the Diameter protocol, Protocol details".

[16]
3GPP TS 32.240: "Telecommunication management; Charging management; Charging architecture and principles".

[17]
3GPP TS 32.260: "Telecommunication management; Charging management; IP Multimedia Subsystem (IMS) charging".

[17A]
3GPP TS 32.422: "Telecommunication management; Subscriber and equipment trace; Trace control and configuration management".
[18]
3GPP TS 33.102: "3G Security; Security architecture".

[19]
3GPP TS 33.203: "Access security for IP based services".

[19A]
3GPP TS 33.210: "IP Network Layer Security".

[20]
3GPP TS 44.018: "Mobile radio interface layer 3 specification, Radio Resource Control Protocol".

[20A]
RFC 2401 (November 1998): "Security Architecture for the Internet Protocol".

[20B]
RFC 1594 (March 1994): "FYI on Questions and Answers to Commonly asked "New Internet User" Questions".

[20C]
Void.

[20D]
Void.

[20E]
RFC 2462 (November 1998): "IPv6 Address Autoconfiguration".

[20F]
RFC 2132 (March 1997): "DHCP Options and BOOTP Vendor Extensions".

[21]
RFC 2617 (June 1999): "HTTP Authentication: Basic and Digest Access Authentication".

[22]
RFC 3966 (December 2004): "The tel URI for Telephone Numbers".

[23]
RFC 2833 (May 2000): "RTP Payload for DTMF Digits, Telephony Tones and Telephony Signals".

[24]
RFC 3761 (April 2004): "The E.164 to Uniform Resource Identifiers (URI) Dynamic Delegation Discovery System (DDDS) Application (ENUM)".

[25]
RFC 2976 (October 2000): "The SIP INFO method".

[25A]
RFC 3041 (January 2001): "Privacy Extensions for Stateless Address Autoconfiguration in IPv6".

[26]
RFC 3261 (June 2002): "SIP: Session Initiation Protocol".

[27]
RFC 3262 (June 2002): "Reliability of provisional responses in Session Initiation Protocol (SIP)".

[27A]
RFC 3263 (June 2002): " Session Initiation Protocol (SIP): Locating SIP Servers".

[27B]
RFC 3264 (June 2002): "An Offer/Answer Model with Session Description Protocol (SDP)".

[28]
RFC 3265 (June 2002): "Session Initiation Protocol (SIP) Specific Event Notification".

[28A]
Void.
[29]
RFC 3311 (September 2002): "The Session Initiation Protocol (SIP) UPDATE method".

[30]
RFC 3312 (October 2002): "Integration of resource management and Session Initiation Protocol (SIP)".

[31]
RFC 3313 (January 2003): "Private Session Initiation Protocol (SIP) Extensions for Media Authorization".

[32]
RFC 3320 (March 2002): "Signaling Compression (SigComp)".

[33]
RFC 3323 (November 2002): "A Privacy Mechanism for the Session Initiation Protocol (SIP)".

[34]
RFC 3325 (November 2002): "Private Extensions to the Session Initiation Protocol (SIP) for Network Asserted Identity within Trusted Networks".

[34A]
RFC 3326 (December 2002): "The Reason Header Field for the Session Initiation Protocol (SIP)".

[35]
RFC 3327 (December 2002): "Session Initiation Protocol Extension Header Field for Registering Non-Adjacent Contacts".

[35A]
RFC 3361 (August 2002): "Dynamic Host Configuration Protocol (DHCP-for-IPv4) Option for Session Initiation Protocol (SIP) Servers".

[36]
RFC 3515 (April 2003): "The Session Initiation Protocol (SIP) REFER method".

[37]
RFC 3420 (November 2002): "Internet Media Type message/sipfrag".

[38]
RFC 3608 (October 2003): "Session Initiation Protocol (SIP) Extension Header Field for Service Route Discovery During Registration".

[39]
RFC 4566 (June 2006): "SDP: Session Description Protocol".

[40]
RFC 3315 (July 2003): "Dynamic Host Configuration Protocol for IPv6 (DHCPv6)".

[40A]
RFC 2131 (March 1997): "Dynamic host configuration protocol".

[41]
RFC 3319 (July 2003): "Dynamic Host Configuration Protocol (DHCPv6) Options for Session Initiation Protocol (SIP) Servers".

[42]
RFC 3485 (February 2003): "The Session Initiation Protocol (SIP) and Session Description Protocol (SDP) static dictionary for Signaling Compression (SigComp)".

[43]
RFC 3680 (March 2004): "A Session Initiation Protocol (SIP) Event Package for Registrations".

[44]
Void.

[45]
Void.

[46]
Void.

[47]
Void.

[48]
RFC 3329 (January 2003): "Security Mechanism Agreement for the Session Initiation Protocol (SIP)".

[49]
RFC 3310 (September 2002): "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA)".

[50]
RFC 3428 (December 2002): "Session Initiation Protocol (SIP) Extension for Instant Messaging".

[51]
Void.

[52]
RFC 3455 (January 2003): "Private Header (P-Header) Extensions to the Session Initiation Protocol (SIP) for the 3rd-Generation Partnership Project (3GPP)".

[53]
RFC 3388 (December 2002): "Grouping of Media Lines in Session Description Protocol".

[54]
RFC 3524 (April 2003): "Mapping of Media Streams to Resource Reservation Flows".

[55]
RFC 3486 (February 2003): "Compressing the Session Initiation Protocol (SIP)".

[56]
RFC 3556 (July 2003): "Session Description Protocol (SDP) Bandwidth Modifiers for RTP Control Protocol (RTCP) Bandwidth".

[56A]
RFC 3581 (August 2003): "An Extension to the Session Initiation Protocol (SIP) for Symmetric Response Routing".

[56B]
RFC 3841 (August 2004): "Caller Preferences for the Session Initiation Protocol (SIP)".

[56C]
RFC 3646 (December 2003): "DNS Configuration options for Dynamic Host Configuration Protocol for IPv6 (DHCPv6)".

[57]
ITU-T Recommendation E.164: "The international public telecommunication numbering plan".

[58]
RFC 4028 (April 2005): "Session Timers in the Session Initiation Protocol (SIP)".

[59]
RFC 3892 (September 2004): "The Session Initiation Protocol (SIP) Referred-By Mechanism".
[60]
RFC 3891 (September 2004): "The Session Inititation Protocol (SIP) "Replaces" Header".

[61]
RFC 3911 (October 2004): "The Session Inititation Protocol (SIP) "Join" Header".

[62]
RFC 3840 (August 2004): "Indicating User Agent Capabilities in the Session Initiation Protocol (SIP)"

[63]
RFC 3861 (August 2004): "Address Resolution for Instant Messaging and Presence".

[63A]
RFC 3948 (January 2005): "UDP Encapsulation of IPsec ESP Packets".

[64]
RFC 4032 (March 2005): "Update to the Session Initiation Protocol (SIP) Preconditions Framework".

[65]
RFC 3842 (August 2004) "A Message Summary and Message Waiting Indication Event Package for the Session Initiation Protocol (SIP)"

[65A]
RFC 4077 (May 2005): "A Negative Acknowledgement Mechanism for Signaling Compression".

[66]
RFC 4244 (November 2005): "An Extension to the Session Initiation Protocol (SIP) for Request History Information".

[67]
RFC 5079 (December 2007): "Rejecting Anonymous Requests in the Session Initiation Protocol (SIP)".
[68]
RFC 4458 (January 2006): "Session Initiation Protocol (SIP) URIs for Applications such as Voicemail and Interactive Voice Response (IVR)".
[69]
RFC 5031 (January 2008): "A Uniform Resource Name (URN) for Services".

[70]
RFC 3903 (October 2004): "An Event State Publication Extension to the Session Initiation Protocol (SIP)".

[71]
Void. 

[72]
RFC 3857 (August 2004): "A Watcher Information Event Template Package for the Session Initiation Protocol (SIP)".

[74]
RFC 3856 (August 2004): "A Presence Event Package for the Session Initiation Protocol (SIP)".

[74A]
RFC 3603 (October 2003): "Private Session Initiation Protocol (SIP) Proxy-to-Proxy Extensions for Supporting the PacketCable Distributed Call Signaling Architecture".

[75]
RFC 4662 (August 2006): "A Session Initiation Protocol (SIP) Event Notification Extension for Resource Lists".

[77]
draft-ietf-sipping-config-framework-12 (May 2007): "A Framework for Session Initiation Protocol User Agent Profile Delivery".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[78]
RFC 4575 (August 2006): "A Session Initiation Protocol (SIP) Event Package for Conference State".
[79]
RFC 5049 (December 2007): "Applying Signaling Compression (SigComp) to the Session Initiation Protocol (SIP)".
[80]
RFC 3825 (July 2004): "Dynamic Host Configuration Protocol Option for Coordinate-based Location Configuration Information".

[81]
Void.

[82]
RFC 4457 (April 2006): "The Session Initiation Protocol (SIP) P-User-Database Private-Header (P-header)".

[83]
RFC 4145 (September 2005): "TCP-Based Media Transport in the Session Description Protocol (SDP)".

[84]
RFC 4320 (January 2006): "Actions Addressing Identified Issues with the Session Initiation Protocol's (SIP) Non-INVITE Transaction".

[85]
3GPP2 C.S0005-D (March 2004): "Upper Layer (Layer 3) Signaling Standard for cdma2000 Standards for Spread Spectrum Systems".

[86]
3GPP2 C.S0024-A v1.0 (April 2004): "cdma2000 High Rate Packet Data Air Interface Standard".

[86A]

3GPP2 C.S0084-000 (April 2007): "Overview for Ultra Mobile Broadband (UMB) Air Interface Specification".
[87]
ITU-T Recommendation J.112, "Transmission Systems for Interactive Cable Television Services"

[88]
PacketCable Release 2 Technical Report, PacketCable™ Architecture Framework Technical Report, PKT-TR-ARCH-FRM.

[89]
draft-ietf-sip-location-conveyance-10 (February 2008): "Location Conveyance for the Session Initiation Protocol".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[90]
RFC 4119 (December 2005) "A Presence-based GEOPRIV Location Object Format".

[91]
RFC 5012 (January 2008): "Requirements for Emergency Context Resolution with Internet Technologies".

[92]
draft-ietf-sip-outbound-14 (May 2008): "Managing Client Initiated Connections in the Session Initiation Protocol (SIP)".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[93]
draft-ietf-sip-gruu-15 (October 2007): "Obtaining and Using Globally Routable User Agent (UA) URIs (GRUU) in the Session Initiation Protocol (SIP)".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[94]
draft-ietf-sipping-gruu-reg-event-09 (July 2007): "Reg Event Package Extension for GRUUs".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[95]
draft-mahy-iptel-cpc-04 (August 2006): "CPC tel URI".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[96]
RFC 4168 (October 2005): "The Stream Control Transmission Protocol (SCTP) as a Transport for the Session Initiation Protocol (SIP)".

[97]
RFC 5002 (August 2007): "The Session Initiation Protocol (SIP) P-Profile-Key Private Header (P-Header)".

[98]
ETSI ES 283 035: "Telecommunications and Internet Converged Services and Protocols for Advanced Networks (TISPAN); Network Attachment Sub-System (NASS); e2 interface based on the DIAMETER protocol".

[99]
draft-ietf-mmusic-ice-19 (October 2007): "Interactive Connectivity Establishment (ICE): A Protocol for Network Address Translator (NAT) Traversal for Offer/Answer Protocols".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[100]
draft-ietf-behave-rfc3489bis-15 (February 2008): "Session Traversal Utilities for (NAT) (STUN)".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[101]
draft-ietf-behave-turn-07 (February 2008): "Traversal Using Relays around NAT (TURN): Relay Extensions to Session Traversal Utilities for NAT (STUN)".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[102]
draft-ietf-sip-ice-option-tag-02 (June 2007): "Indicating Support for Interactive Connectivity Establishment (ICE) in the Session Initiation Protocol (SIP)".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[103]
RFC 4967 (July 2007): "Dial String Parameter for the Session Initiation Protocol Uniform Resource Identifier".

[104]
draft-ietf-sip-uri-list-message-01: "Multiple-Recipient MESSAGE Requests in the Session Initiation Protocol (SIP)".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[105]
draft-ietf-sip-multiple-refer-01: "Referring to Multiple Resources in the Session Initiation Protocol (SIP)".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[106]
draft-ietf-sip-uri-list-conferencing-01: "Conference Establishment Using Request-Contained Lists in the Session Initiation Protocol (SIP)".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[107]
draft-ietf-sip-uri-list-subscribe-01: "Subscriptions to Request-Contained Resource Lists in the Session Initiation Protocol (SIP)".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[108]
RFC 4583 (November 2006): "Session Description Protocol (SDP) Format for Binary Floor Control Protocol (BFCP) Streams".

[109]
RFC 5009 (September 2007): "Private Header (P-Header) Extension to the Session Initiation Protocol (SIP) for Authorization of Early Media".

[110]
RFC 4354 (January 2006): "A Session Initiation Protocol (SIP) Event Package and Data Format for Various Settings in Support for the Push-to-Talk over Cellular (PoC) Service".

[111]
RFC 4694 (September 2007): "The P-Answer-State Header Extension to the Session Initiation Protocol for the Open Mobile Alliance Push to Talk over Cellular".

[112]
RFC 4694 (October 2006): "Number Portability Parameters for the 'tel' URI".

[113]
draft-yu-tel-dai-04 (November 2007): "DAI Parameter for the 'tel' URI".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[114]
RFC 4769 (November 2006): "IANA Registration for an Enumservice Containing Public Switched Telephone Network (PSTN) Signaling Information".

[115]
RFC 4411 (February 2006): "Extending the Session Initiation Protocol (SIP) Reason Header for Preemption Events".

[116]
RFC 4412 (February 2006): "Communications Resource Priority for the Session Initiation Protocol (SIP)".

[117]
draft-ietf-sip-fork-loop-fix-05 (March 2007): "Addressing an Amplification Vulnerability in Session Initiation Protocol (SIP) Forking Proxies".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[118]
RFC 4896 (June 2007): "Signaling Compression (SigComp) Corrections and ClarificationsImplementer's Guide for SigComp".
[119]
RFC 5112 (January 2008): "The Presence-Specific Static Dictionary for Signaling Compression (Sigcomp)".
[120]
draft-rosenberg-sip-app-media-tag-01 (July 2007): "A Session Initiation Protocol (SIP) Media Feature Tag for MIME Application Sub-Types".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[121]
draft-drage-sipping-service-identification-01 (July 2007): "A Session Initiation Protocol (SIP) Extension for the Identification of Services".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[122]
IETF RFC 4346 (April 2006): "The TLS Protocol Version 1.1".

[123]
Void
[124]
RFC 3986 (January 2005): "Uniform Resource Identifiers (URI): Generic Syntax".

[125]
draft-ietf-sip-consent-framework-02 (July 2007): "A Framework for Consent-Based Communications in the Session Initiation Protocol (SIP)".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[126]
draft-johnston-sipping-cc-uui-02 (June 2007): "Transporting User to User Information for Call Centers using SIP".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[127]
3GPP2 X.S0011-C:: "cdma2000 Wireless IP Network Standard ".

[130]
draft-jesske-sipping-etsi-ngn-reason-02 (January: 2008): "Use of the Reason header field in Session Initiation Protocol (SIP) responses
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[131]
draft-ietf-mmusic-ice-tcp-06 (February 2008): "TCP Candidates with Interactive Connectivity Establishment (ICE)".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[132]
RFC 3023 (January 2001): "XML Media Types".

[133]
draft-vanelburg-sipping-served-user-04 (December 2007): "The Session Initiation Protocol (SIP) P-Served-User Private-Header (P-Header)".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[134]
draft-vanelburg-sipping-private-network-indication-01 (February 2008): "Requirements for explicit private network indication".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[135]
RFC 4585 (July 2006): "Extended RTP Profile for Real-time Transport Control Protocol (RTCP)-Based Feedback (RTP/AVPF)".
[136]
RFC 5104 (February 2008): "Codec Control Messages in the RTP Audio-Visual Profile with Feedback (AVPF)".
[137]
draft-ietf-mmusic-sdp-capability-negotiation-08 (December 2007): "SDP Capability Negotiation".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
	Change 2


3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

1xx
A status-code in the range 101 through 199, and excluding 100

2xx
A status-code in the range 200 through 299

AAA
Authentication, Authorization and Accounting

AS
Application Server

APN
Access Point Name

AUTN
Authentication TokeN

B2BUA
Back-to-Back User Agent

BGCF
Breakout Gateway Control Function

c
conditional

BRAS
Broadband Remote Access Server

CCF
Charging Collection Function

CDF
Charging Data Function

CDR
Charging Data Record

CK
Ciphering Key

CN
Core Network

CPC
Calling Party Category

CSCF
Call Session Control Function

DHCP
Dynamic Host Configuration Protocol

DNS
Domain Name System

DOCSIS
Data Over Cable Service Interface Specification

DTD
Document Type Definition

EC
Emergency Centre

ECF
Event Charging Function

E-CSCF
Emergency CSCF

FQDN
Fully Qualified Domain Name

GCID
GPRS Charging Identifier 

GGSN
Gateway GPRS Support Node

GPRS
General Packet Radio Service

GRUU
Globally Routable User agent URI

HPLMN
Home PLMN

HSS
Home Subscriber Server

i
irrelevant

IARI
IMS Application Reference Identifier
IBCF
Interconnection Border Control Function

I-CSCF
Interrogating CSCF

ICID
IM CN subsystem Charging Identifier
ICSI
IMS Communication Service Identifier
IK
Integrity Key

IM
IP Multimedia

IMS
IP Multimedia core network Subsystem

IMS-ALG
IMS Application Level Gateway 

IMSI
International Mobile Subscriber Identity

IOI
Inter Operator Identifier
IP
Internet Protocol

IP-CAN
IP-Connectivity Access Network

IPsec
IP security

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6

ISC
IP Multimedia Subsystem Service Control

ISIM
IM Subscriber Identity Module

I-WLAN
Interworking – WLAN

IWF
Interworking Function

LRF
Location Retrieval Function

m
mandatory

MAC
Message Authentication Code

MCC
Mobile Country Code

MGCF
Media Gateway Control Function

MGW
Media Gateway

MNC
Mobile Network Code

MRFC
Multimedia Resource Function Controller

MRFP
Multimedia Resource Function Processor

n/a
not applicable

NAI
Network Access Identifier
NA(P)T
Network Address (and Port) Translation

NASS
Network Attachment Subsystem

NAT
Network Address Translation

NP
Number Portability

o
optional

OCF
Online Charging Function

PCRF
Policy and Charging Rules Function

P-CSCF
Proxy CSCF

PDG
Packet Data Gateway

PDP
Packet Data Protocol

PDU
Protocol Data Unit

PIDF-LO
Presence Information Data Format Location Object

PLMN
Public Land Mobile Network

PSAP
Public Safety Answering Point

PSI
Public Service Identity

PSTN
Public Switched Telephone Network

QoS
Quality of Service

RAND
RANDom challenge

RES
RESponse

RTCP
Real-time Transport Control Protocol

RTP
Real-time Transport Protocol

S-CSCF
Serving CSCF

SCTP
Stream Control Transmission Protocol

SDP
Session Description Protocol

SIP
Session Initiation Protocol

SLF
Subscription Locator Function

SQN
SeQuence Number
STUN
Session Traversal Utilities for NAT
TURN
Traversal Using Relay NAT
TLS
Transport Layer Security

UA
User Agent

UAC
User Agent Client

UAS
User Agent Server

UDVM
Universal Decompressor Virtual Machine

UE
User Equipment

UICC
Universal Integrated Circuit Card

URI
Uniform Resource Identifier

URL
Uniform Resource Locator

URN
Uniform Resource Name

UDVM
Universal Decompressor Virtual Machine

USIM
Universal Subscriber Identity Module

VPLMN
Visited PLMN

WLAN
Wireless Local Area Network

x
prohibited

xDSL
Digital Subscriber Line (all types)

XMAC
expected MAC

XML
eXtensible Markup Language
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K.2.1.2.2
Initial registration

K.2.1.2.2.1
General
The procedures described in subclause 5.1.1.2.1 apply with the additional procedures described in the present subclause.

NOTE 1:
In accordance with the definitions given in subclause 3.1 the IP address acquired initially by the UE in a hosted NAT scenario is the UE private IP address.

On sending a REGISTER request, the UE shall populate the header fields as indicated in subitems a) through j) of subclause 5.1.1.2 with the exceptions of subitems c) and d) which are modified as follows.
The UE shall populate:

c)
a Contact header according to the following rules: the Contact header shall be set to include SIP URI(s) containing the private IP address or FQDN of the UE in the hostport parameter. The UE shall also include an instance ID (sip.instance) and reg-id as described in draft-ietf-sip-outbound [92]. The UE shall include all supported ICSI values (coded as specified in subclause 7.2A.8.2) in a g.3gpp.icsi_ref feature tag as defined in subclause 7.9.2 and RFC 3840 [62] for the IMS communication services it intends to use, and IARI values (coded as specified in subclause 7.2A.9.2), for theIMS applications it intends to use in a g.3gpp.iari_ref feature tag as defined in subclause 7.9.3 and RFC 3840 [62];

d)
a Via header set to include the private IP address or FQDN of the UE in the sent-by field. For TCP, the response is received on the TCP connection on which the request was sent. For UDP, the UE shall include the rport parameter as defined in RFC 3581 [56A].
NOTE 2:
The UE will learn its public IP address from the received parameter in the topmost Via header in the 401 (Unauthorized) response to the unprotected REGISTER request. 

NOTE 3:
If the UE specifies a FQDN in the hostport parameter in the Contact header and in the sent-by field in the Via header of an unprotected REGISTER request, this FQDN will not be subject to any processing by the P-CSCF or other IMS entities.

When a 401 (Unauthorized) response to a REGISTER request is received with integrity protection the UE shall behave as described in subclause K.2.1.2.5.

When a 401 (Unauthorized) response to a REGISTER request is received and this response is received without integrity protection, the procedures described in subclause 5.1.1.2 apply with the following additions:

The UE shall compare the values in the received parameter and rport parameter with the corresponding values in the sent-by parameter in the topmost Via header to detect if the UE is behind a NAT. If the comparison indicates that the respective values are the same, the UE concludes that it is not behind a NAT. 

-
if the UE is not behind a NAT the UE shall proceed with the procedures described in subclause 5.1;

-
if the UE is behind a NAT the UE shall verify using the Security-Server header that either the mechanism-name "tls" or "ipsec-3gpp" and the mode "UDP-enc-tun" is selected. If the verification succeeds the UE shall behave as described in subclause K.2.1.2.5 and store the IP address contained in the received parameter as the UE's public IP address. If the verification does not succeed the UE shall abort the registration.




On receiving the 200 (OK) response to the REGISTER request, the procedures described in subclause 5.1.1.2 apply with the following additions: 
The UE shall determine the P-CSCFs ability to support the keep-alive procedures as described in draft-ietf-sip-outbound [92] by checking whether the outbound option tag is present in the Require header:
- 
if no outbound option-tag is present, the UE may use some other explicit indication in order to find out whether the P-CSCF supports the outbound edge proxy functionality. Such indication may be acomplished either through UE local configuration means or the UE can examine the 200 (OK) response to its REGSITER request for Path headers, and if such are present check whether the bottommost Path header contains the "ob" URI parameter. If the UE determines that the P-CSCF supports the outbound edge proxy functionality, the UE can use the keep-alive techniques defined in subclause K.2.1.5 and draft-ietf-sip-outbound [92] towards the P-CSCF; or

-
if an outbound option-tag is present, the UE shall initiate keep-alive mechanisms as defined in subclause K.2.1.5 and draft-ietf-sip-outbound [92] towards the P-CSCF.

NOTE 4:
Presence of the outbound option-tag in the Require header indicates that both the P-CSCF and S-CSCF fully support the outbound procedures. The number of subsequent outbound registrations for the same private user identity but with a different reg-id value is based on operator policy.
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K.2.1.5
Maintaining flows and detecting flow failures

STUN Binding Requests are used by the UE as a keep-alive mechanism to maintain NAT bindings for signaling flows over connection-less transport (for dialogs outside a registration as well as within a registration) as well as to determine whether a flow (as described in draft-ietf-sip-outbound [92]) is still valid (e.g. a NAT reboot could cause the transport parameters to change). As such, the UE acts as a STUN client and shall follow the requirements defined by draft-ietf-behave-rfc3489bis [100]. Further, when using UDP encapsulated IPsec, the keep-alive capabilities defined within should not be used. 
CRLF as defined in draft-ietf-sip-outbound [92] is used by the UE as a keep-alive mechanism to maintain NAT bindings for signaling flows over connection oriented transports  (for dialogs outside a registration as well as within a registration) as well as to determine whether a flow (as described in draft-ietf-sip-outbound [92]) is still valid (e.g. a NAT reboot could cause the transport parameters to change). As such, the UE shall follow the requirements defined by draft-ietf-sip-outbound [92].
If the UE determines that the flow to a given P-CSCF is no longer valid (the UE does not receive a STUN reply  (or CRLF) or the reply indicates a new public IP Address) the UE shall consider the flow and any associated security associations invalid and perform the initial registration procedures defined in subclause K.2.1.2.2.

When a NAT is not present, it may not be desirable to send keep-alive requests (i.e. given battery considerations for wireless UEs). As such, if a UE can reliably determine that a NAT is not present (i.e. by comparing the 'received' and 'rport' parameters in the Via header in the response to the initial un-protected REGISTER request with the locally assigned IP Address and Port) then the UE may not perform the keep-alive procedures. 
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K.2.2.2
Registration

K.2.2.2.1
General
The procedures described in subclause 5.2.2.1 apply with the additional procedures described in the present subclause.

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall behave as of subclause 5.2.2.1 with the exception of subitems 1) which is modified as follows. 

The P-CSCF shall:

1)
insert a Path header in the request including an entry containing:

-
the SIP URI identifying the P-CSCF;

-
an indication that requests routed in this direction of the path (i.e. from the S-CSCF to the P-CSCF) are expected to be treated as for the mobile-terminating case. This indication may e.g. be in a parameter in the URI, a character string in the user part of the URI, or be a port number in the URI; and

-
an IMS flow token and the 'ob' URI parameter;

NOTE 1:
The form of the IMS flow token is of local significance to the P-CSCF only and can thus be chosen freely by a P-CSCF implementation. 



Additionaly, the P-CSCF shall:

-
process the Via header according to the following rules: 

-
If the host portion of the sent-by field in the topmost Via header contains a FQDN, or if it contains an IP address that differs from the source address of the IP packet, the P-CSCF shall add a received parameter in accordance with the procedure defined in RFC 3581 [56A];

-
If the P-CSCF adds a received parameter and UDP is being used, the P-CSCF shall also add an rport parameter with the UEs protected server port;

Before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26]
	Change 6


K.2.2.5
Emergency services

K.2.2.5.1
General

In addition to the procedures in subclause 5.2.10.1, the following additional procedures apply. When receiving and sending requests unprotected, the P-CSCF shall transmit and receive all SIP messages using the same IP Port.

K.2.2.5.2
General treatment for all dialogs and standalone transactions excluding the REGISTER method – from an unregistered user

If, upon receiving an initial request from an unregistered user, the P-CSCF discovers that the UE is behind a NAT, in addition to the procedures described in subclause 5.2.10.2, the P-CSCF shall apply the additional procedures described in the present subclause.

When the P-CSCF receives from the UE a request method other then a REGISTER request, and matches one of the emergency service identifiers in any of these lists, the P-CSCF shall:

-
if the initial INVITE request was received over USP, set the value of the "rport" parameter in the Via header to the source port of the received IP packet that contained the initial INVITE request, and insert the "received" parameter in the Via header containing the source IP address of the received IP packet (that contained the initial INVITE request), as defined in the RFC-3581 [56A]; 

-
if the request is an emergency initial INVITE request, bind the source IP address (i.e. the public IP address of the NAT) and associated source port number (i.e. the port number of the NAT) of the received IP packet (that contained the initial INVITE request) to the IP address (i.e. the private IP address of the UE) and associated port number (i.e. the private port of the UE) contained in the Contact header, and saves this binding; and

-
if the initial INVITE request was received over TCP connection, the P-CSCF shall keep this TCP connection up during the entire duration of the emergency call;
Before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives a 1xx or 2xx response to the above request, the requirements are extended by the following requirements. The P-CSCF shall:

-
forward the response to the UE using the mechanisms described in RFC 3581 [56A], i.e. in case UDP is used, the P-CSCF shall send the response to the IP address indicated in the received parameter and to the port indicated in the rport parameter of the Via header associated with the UE. If the request received from the UE was received over the TCP connection, the P-CSCF shall send the response to the UE over the same TCP connection over which the request was received. The P-CSCF shall transmit the IP packet (containing the response) from the same IP address and port on which the initial request was received.
For all subsequent requests, belonging to the emergency dialog, received from the UE, in addition to the procedures described in subclause 5.2.10.2, the P-CSCF shall:

-

-
insert the "received" parameter in the Via header containing the source IP address of the received IP packet that contained the request, as defined in the RFC 3581 [56A]. If UDP is being used, the P-CSCF shall also add an rport parameter with the UEs protected server port; and
-
forward the request to the selected E-CSCF.

For all requests belonging to the emergency dialog and destined for the UE (that contain the private IP address and associated private port number in the Request-URI) in addition to the procedures described in subclause 5.2.10.2, the P-CSCF shall send the requests to the UE either:

-
over the TCP connection that was established when the initial request was received, if available; or

-
use UDP. When sending the request using UDP, the P-CSCF shall insert the request in an IP packet and send the IP packet to the saved IP address (i.e. the public IP address of the NAT) and associated port number (i.e. the port number of the NAT). The P-CSCF shall transmit the IP packet (containing the request) from the same IP address and port on which the initial INVITE request was received.
Editor’s note: It is FFS whether the NAT keep-alive mechanisms defined in Annex K will be used, and if so how the P-CSCF indicates to the UE that it supports STUN keep-alive.
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K.2.3.2.1
Unprotected REGISTER

The procedures described in subclause 5.4.1.2.1 apply with the additional procedures described in the present subclause.

Upon receipt of a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "no", for a user identity linked to a private user identity that has a registered public user identity but with a new contact address, the S-CSCF shall follow the procedures described in subitem 1) and 2) which is modified as follows:

2)
if the authentication has been successful and if the previous registration has not expired, the S-CSCF shall determine if the contact address contains a reg-id and instance-id in the received contact header , and the first URI within the Path header contains the "ob" URI parameter. If the parameters are present, the S-CSCF shall follow the requirements defined in draft-ietf-sip-outbound [92]. If the parameters are not present, the S-CSCF shall perform the network initiated deregistration procedure only for the previous contact information as described in subclause 5.4.1.5.
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K.2.3.2.2D
Successful registration

The procedures described in subclause 5.4.1.2.2D apply with the additional procedures described in the present subclause.

If a 200 (OK) response is to be sent to a protected REGISTER request, the S-CSCF shall also include:
h)
if the received REGISTER contained both a reg-id and instance-id in the Contact header, and the first URI within the Path header contains the "ob" URI parameter a Require header with the "outbound" option-tag as described in draft-ietf-sip-outbound [92];
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K.4
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K.5.2.2
Call initiation – UE-origination case

The UE should support the agent requirements for ICE as defined by draft-ietf-mmusic-ice [99] when sending the initial INVITE request. draft-ietf-mmusic-ice [99] provides procedures for:

1)
Gathering candidate addresses for RTP and RTCP prior to sending the INVITE;

2)
Encoding the candidate addresses in the SDP that is included with the INVITE;

3)
Acting as a STUN server to receive binding requests from the remote client when it does connectivity checks;

4)
Performing connectivity checks on received candidate addresses for RTP and RTCP;

5)
Determining and possibly selecting a better active address based on the requirements in draft-ietf-mmusic-ice [99];

6)
Subsequent offer/answer exchanges; and

7)
Sending media.

When supporting the ICE procedures, the UE shall also support the STUN agent requirements as described in draft-ietf-behave-rfc3489bis [100] in order to gather STUN addresses, the TURN client requirements as described in draft-ietf-behave-turn [101] in order to gather TURN Server addresses and the STUN Server requirements defined in draft-ietf-mmusic-ice [99] as well as the requirements for STUN Servers defined in draft-ietf-behave-rfc3489bis [100] for responding to connectivity checks.

Draft-ietf-mmusic-ice [99] provides an algorithm for determining the priority of a particular candidate. The following additional requirements are provided to the UE:

1)
The type preference assigned for each type of candidate from least to highest should be: Relayed Transport Address, STUN address, local address; and

2)
If the UE has a dual IPv4/IPv6 stack, IPv6 addresses may be assigned a higher local preference than IPv4 addresses based on the operator's policy.

Draft-ietf-mmusic-ice [99] provides guidance on choosing the in-use candidate and recommends that a UE choose relayed candidates as the in-use address. The following additional requirements are provided to the UE:

1)
If a TURN server is available, the Relayed Transport Address should be used as the initial active transport address (i.e. as advertised in the m/c lines of the SDP); and

2)
If a TURN server is not available, an address obtained via STUN should be used as the initial active transport address.

Regardless of whether the UE supports the above procedures, the UE shall, upon receipt of an SDP answer with candidate addresses, perform connectivity checks on the candidate addresses as described in draft-ietf-mmusic-ice [99]. In order to perform connectivity checks, the UE shall act as a STUN client as defined in draft-ietf-behave-rfc3489bis [100]. Further, the UE shall also follow the procedures in draft-ietf-mmusic-ice [99] when sending media.
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K.5.2.3
Call termination – UE-termination case

The UE should support agent requirements for ICE as defined by draft-ietf-mmusic-ice [99] when receiving an initial INVITE request. draft-ietf-mmusic-ice [99] provides procedures for:

1)
Gathering candidate addresses for RTP and RTCP prior to sending the answer as described in draft-ietf-mmusic-ice [99];

2)
Encoding the candidate addresses in the SDP answer as described in draft-ietf-mmusic-ice [99];

3)
Acting as a STUN server to receive binding requests from the remote client when it does connectivity checks;

4)
Performing connectivity checks on received candidate addresses for RTP and RTCP;

5)
Determining and possibly selecting a better active address based on the requirements in draft-ietf-mmusic-ice [99];

6)
Subsequent offer/answer exchanges; and

7)
Sending media.

When supporting the ICE procedures, the UE shall also support the STUN agent requirements as described in draft-ietf-behave-rfc3489bis [100] in order to gather STUN addresses, the TURN client requirements as described in draft-ietf-behave-turn [101] in order to gather TURN Server addresses and the STUN Server requirements defined in draft-ietf-mmusic-ice [99] as well as the requirements for STUN Servers defined in draft-ietf-behave-rfc3489bis [100] for responding to connectivity checks.

Draft-ietf-mmusic-ice [99] provides an algorithm for determining the priority of a given candidate. The additional requirements for the UE:

1)
The priority of candidate addresses from least to highest should be: Relayed Transport Address, STUN address, local address; and

2)
If the UE has a dual IPv4/IPv6 stack, IPv6 addresses MAY be placed at a higher priority than IPV4 addresses based on the operator's policy.

Draft-ietf-mmusic-ice [99] provides guidance on choosing the in-use candidate and recommends that a UE choose relayed candidates as the in-use address. The following additional requirements are provided to the UE:

1)
If a TURN server is available, the Relayed Transport Address should be used as the initial active transport address (i.e. as advertised in the m/c lines of the SDP); and

2)
If a TURN server is not available, an address obtained via STUN should be used as the initial active transport address.

Regardless of whether the UE supports the above procedures, the UE shall, upon receipt of an SDP offer with candidate addresses, perform connectivity checks on the candidate addresses as described in draft-ietf-mmusic-ice [99]. In order to perform connectivity checks, the UE shall act as a STUN client as defined in draft-ietf-behave-rfc3489bis [100]. Further, the UE shall also follow the procedures in draft-ietf-mmusic-ice [99] when sending media.
When receiving an SDP offer which does not indicate support for ICE, the UE aborts the ICE procedures and reverts to RFC 3264 offer/answer procedures; per draft-ietf-mmusic-ice [99]. However, if the terminating UE is behind a NA(P)T device this may result in the inability to pass media for the session as the terminating UE will respond with its locally assigned IP address which is unreachable. In order to ensure successful media exchange, the terminating UE shall provide either a STUN derived IP address and port or a TURN provided IP address and port in the m/c lines of the SDP answer. If the provided address and port is a TURN address and port, the policy charging and control framework will be unable to establish proper filter criteria as the address is that of the TURN server and not that of the UE or NAT in front of the UE; see draft-ietf-mmusic-ice [99] subsclause B.3 for further details. To rectify this issue, the terminating UE shall also include a candidate attribute as described in draft-ietf-mmusic-ice [99] identifying the server reflexive IP address and port (i.e. the IP address and port on the public side of the NAT) used when a TURN provided address and port is provided in the m/c line of the SDP answer.
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