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1. Introduction
This contribution proposes changes to the DSMIP6 detach procedures to align with the latest binding revocation draft. It also addresses the race condition that may occur if the revocation occurs at the time as a UE-initiated detach and consequently proposes to remove the respective editor’s note.
2. Reason for Change
2.1 Procedual changes

The current text for the network initiated detach procedures does not align with the latest revocation draft. In the draft, the mobile node is required to send a Binding Revocation Acknowledge (BRA) message after receiving the Binding Revocation Indication (BRI).
Additionally, since the mobile node could potentially have already sent a Binding Update with LT=0 after the revocation has already been sent, text is added to clarify that the HA may treat a BU with LT=0 effectively as a BRA, with exception that the HA still has to acknowledge the BU.
2.2 Removal of Editor’s Notes
In the current text, there are three editor’s notes that we propose may be deleted :

· It is FFS if a timer is used by the HA to wait for the UE de-registration.
· The Binding Revocation draft addresses timers on the HA, and thus we need not discuss them in this document.
· It is FFS under which conditions the HA can know that the UE is not able to receive a Binding Revocation message and thus detaches the UE implicitly
· The Binding Revocation draft covers this case.
· It is FFS if/how race conditions need to be handled.
· The proposed text solves this issue
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.303 v0.4.1
* * * First Change * * * *
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Editor's note: The above document cannot be formally referenced until it is published as an RFC.

* * * Next Change * * * *

5.4
Dual-Stack Mobile IPv6 detach

5.4.1
General

The DSMIPv6 detach is performed by the UE to close the DSMIPv6 session and the respective IKEv2 session or by the network to inform the UE that it does not have access to a specific PDN through DSMIPv6 any longer. After the DSMIPv6 detach procedure, the UE still has IP connectivity provided by the access network.

There are two explicit detach procedures:

· UE-initiated detach procedure: in this case the UE performs a DSMIPv6 de-registration with the HA and closes the IKEv2 session.

· 
HA-initiated detach procedure: in this case the HA informs the UE that the DSMIPv6 binding is no more valid. The UE shall then perform the network-initiated detach procedure.

5.4.2
UE procedures

5.4.2.1
Network-initiated detach

Upon receiving a Binding Revocation Indication (BRI) message  from the HA, the UE first shall perform the requisite validity checks on the BRI according to draft-muhanna-mext-binding-revocation-01 [19].  
If the A flag is set in the BRI message, the UE shall send a Binding Revocation Acknowledgement (BRA) as specified in draft-muhanna-mext-binding-revocation-01 [19]. In this message the UE shall set the status field to ‘Successful’ to reflect that it has received the BRI message. The BRA message may be tunnelled in UDP or IPv4 as specified in subclause 5.1.2.4 for Binding Update messages.
The UE then shall remove the entry identified in the BRI as deregistered from its binding update list and shall use the procedures defined in IETF RFC 4306 [14] to remove the IPsec security associations associated with the DSMIPv6 registration as described in subclause 5.4.2.2.
5.4.2.2
UE-initiated detach

To detach from a specific PDN to which it is connected through a DSMIPv6 session, the UE shall send a Binding Update with the Lifetime field set to 0 as specified in IETF RFC 3775 [6].
The UE shall use the procedures defined in the IKEv2 protocol in IETF RFC 4306 [14] to remove the IPsec security associations associated with the DSMIPv6 registration. The UE shall close the security associations associated with the DSMIPv6 registration and instruct the Home Agent to do the same by sending the INFORMATIONAL request message including a DELETE payload. The Protocol ID in the DELETE payload shall be set to "1" (IKE) to indicate that all IPsec ESP security associations that were negotiated within the IKEv2 exchange shall be deleted.

5.4.3
HA procedures

5.4.3.1
Network-initiated detach
As soon as it receives a trigger for network-initiated detach procedure (3GPP TS 29.273 [20]) the Home Agent shall send a Binding Revocation Indication (BRI) message according to draft-muhanna-mext-binding-revocation-01 [19] to the UE. The message shall contain the Home Address, corresponding to the PDN connection which shall be removed. The HA shall set the A bit to 1 and the P and G bits to 0. The revocation trigger value shall be set to 1 (Unspecified). The HA shall include a Home Address destination option containing the home address of the UE and shall not include any mobility option. The BRI message may be tunnelled in UDP or IPv4 as specified in subclause 5.1.3.2 for Binding Update messages.  
The HA shall follow procedures according to draft-muhanna-mext-binding-revocation-01 [19] to await the receipt of a Binding Revocation Acknowledgment (BRA) message from the UE. These procedures are based on the timer MINDelayBRIs defined in draft-muhanna-mext-binding-revocation-01 [19]. The HA shall not remove the entry from its binding cache before receiving the BRA.
If the HA receives a Binding Update with Lifetime set to 0 after initiating the network-initiated detach procedure, the HA should treat the BU as acknowledgement to the BRI for the purposes of completing the revocation procedures that are defined in draft-muhanna-mext-binding-revocation-01 [19]; in this case, the HA shall remove the respective entry in its binding cache, deleting the timer MINDelayBRIs and respond with a Binding Acknowledgement according to IETF RFC 3775 [6].



5.4.3.2
UE-initiated detach

When the HA receives a Binding Update with the Lifetime field set to 0, it shall delete any existing entry for the Home Address included in the Binding Update. Then the HA shall send a Binding Acknowledgement as specified in IETF RFC 3775 [6].

On receipt of the INFORMATIONAL request message including a DELETE payload indicating that the UE is deleting the IPsec security associations associated with the DSMIPv6 registration, the HA shall close the IKE security association, and all IPsec ESP security associations that were negotiated within it towards the UE.
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