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1. Introduction

This p-CR proposes a definition of a Security header for EMM and ESM NAS messages in 3GPP TS 24.301.
2. Reason for Change

The contribution C1-081300 was agreed in the CT1#52 meeting and this contribution proposes to implement the C1-081300 in the TS 24.301.
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v0.2.0.
* * * First Change * * * *

4.4
Integrity checking of NAS signalling messages in the UE

Integrity protected signalling is mandatory for the NAS messages once a valid NAS security context exists the NAS security mode control procedure has been successfully completed in the network and the UE. Integrity protection of all NAS signalling messages is the responsibility of the NAS layer. It is the network which activates integrity protection.

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity or forwarded to the ESM entity, unless the NAS security mode control procedure has been successfully completed:

-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI).

Editor's note: This list of messages will need to be completed based on SA3 requirements.

Once integrity protection is activated, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS layer. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS layer in the UE shall discard that message. If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the UE by the network, then the NAS layer shall discard this message.

Editor's note: The integrity protection handling for emergency calls is FFS.
* * * Next Change * * * *
8.2.1
Attach accept

This message is sent by the network to the UE to indicate that the corresponding attach request has been accepted. See table 8.2.1.1.

Message type:
ATTACH ACCEPT

Significance:

dual

Direction:


network to UE

Table 8.2.1.1: ATTACH ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Attach accept message identity
	Message type

9.4
	M
	V
	1

	
	Periodic TA update timer
	FFS
	M
	V
	FFS

	
	TAI list
	FFS
	M
	LV
	FFS

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	FFS
	GUTI
	FFS
	O
	FFS
	FFS

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	FFS
	ESM Message
	ESM Message
	FFS
	FFS
	FFS


Editor's note: It is FFS whether an ESM message to create EPS default bearer context is sent in ESM message container IE or if the EMM message and the ESM message are concatenated.

8.2.2
Attach complete

This message is sent by the UE to the network in response to an ATTACH ACCEPT message. See table 8.2.2.1.

Message type:
ATTACH COMPLETE

Significance:

dual

Direction:


UE to network

Table 8.2.2.1: ATTACH COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Attach complete message identity
	Message type

9.4
	M
	V
	1

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	FFS
	ESM Message
	ESM Message
	FFS
	FFS
	FFS


Editor's note: It is FFS whether an ESM message to accept EPS default bearer context is sent in ESM message container IE or if the EMM message and the ESM message are concatenated.

8.2.3
Attach reject

This message is sent by the network to the UE to indicate that the corresponding attach request has been rejected. See table 8.2.3.1.

Message type:
ATTACH REJECT

Significance:

dual

Direction:


network to UE

Table 8.2.3.1: ATTACH REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Attach reject message identity
	Message type

9.4
	M
	V
	1

	
	EMM cause
	FFS
	M
	V
	FFS

	
	
	
	
	
	

	
	
	
	
	
	


8.2.4
Attach request

This message is sent by the UE to the network in order to perform an attach procedure. See table 8.2.4.1.

Message type:
ATTACH REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.4.1: ATTACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Attach request message identity
	Message type

9.4
	M
	V
	1

	
	Old GUTI or IMSI
	FFS
	M
	FFS
	FFS

	
	UE network capability
	FFS
	M
	FFS
	FFS

	
	Attach type
	FFS
	M
	FFS
	FFS

	
	NAS key set identifier
	FFS
	M
	FFS
	FFS

	FFS
	Last visited registered TAI
	FFS
	O
	FFS
	FFS

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	FFS
	DRX parameter
	FFS
	O
	FFS
	FFS

	
	
	
	
	
	

	FFS
	ESM message
	ESM message
	FFS
	FFS
	FFS


Editor's note: It is FFS whether an ESM message to request EPS default bearer context is sent in ESM message container IE or if the EMM message and the ESM message are concatenated.

8.2.5
Authentication failure 

8.2.5.1
Message definition

This message is sent by the UE to the network to indicate that authentication of the network has failed. See table 8.2.5.1.
Message type:
AUTHENTICATION FAILURE

Significance:

dual

Direction:


UE to network

Table 8.2.5.1: AUTHENTICATION FAILURE message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Authentication failure

message type
	Message type

9.4
	M
	V
	1

	
	EMM cause


	FFS
	M
	V
	1

	FFS
	Authentication failure parameter
	Authentication failure parameter

9.5.3.1
	O
	TLV
	16


8.2.5.2
Authentication failure parameter

This IE shall be sent if and only if the reject cause was "Synch failure". It shall include the response to the authentication challenge from the USIM, which is made up of the AUTS parameter (see 3GPP TS 33.102 [10]).

8.2.6
Authentication reject

This message is sent by the network to the UE to indicate that the authentication procedure has failed and that the UE shall abort all activities. See table 8.2.6.1.
Message type:
AUTHENTICATION REJECT

Significance:

dual

Direction:


network to UE

Table 8.2.6.1: AUTHENTICATION REJECT message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Authentication reject message type
	Message type

9.4
	M
	V
	1

	
	
	
	
	
	

	
	

	
	
	
	


8.2.7
Authentication request

This message is sent by the network to the UE to initiate authentication of the UE identity. See table 8.2.7.1.
Message type:
AUTHENTICATION REQUEST

Significance:

dual

Direction:


network to UE

Table 8.2.7.1: AUTHENTICATION REQUEST message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Authentication request message type
	Message type

9.4 
	M
	V
	1

	
	Key set identifier (ASME)
	Key set identifier (ASME)

FFS
	M
	V
	1/2

	
	Authentication parameter RAND (EPS challenge)
	Authentication parameter RAND

9.5.3.3
	M
	V
	16

	
	Authentication parameter AUTN (EPS challenge)
	Authentication parameter AUTN

9.5.3.2
	M
	LV
	17

	
	
	
	
	
	

	
	

	
	
	
	


Editor's note: There is an open issue between SA3 and CT4 as to whether the UE should also allow an UMTS challenge.

8.2.8
Authentication response

This message is sent by the UE to the network to deliver a calculated authentication response to the network. See table 8.2.8.1.
Message type:
AUTHENTICATION RESPONSE

Significance:

dual

Direction:


UE to network

Table 8.2.8.1: AUTHENTICATION RESPONSE message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Authentication response message type
	Message type

9.4
	M
	V
	1

	
	Authentication response parameter
	Authent. response parameter

9.5.3.4
	M
	LV
	5-17


8.2.9
Detach accept

8.2.9.1
Detach accept (UE originating detach)

This message is sent by the network to indicate that the detach procedure has been completed. See table 8.2.9.1.1.

Message type:
DETACH ACCEPT

Significance:

dual

Direction:


network to UE

Table 8.2.9.1.1: DETACH ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Detach accept message identity
	Message type

9.4
	M
	V
	1

	
	
	
	
	
	

	
	
	
	
	
	


8.2.9.2
Detach accept (UE terminated detach)

This message is sent by the UE to indicate that the detach procedure has been completed. See table 8.2.9.2.1.

Message type:
DETACH ACCEPT

Significance:

dual

Direction:


UE to network

Table 8.2.9.2.1: DETACH ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Detach accept message identity
	Message type

9.4
	M
	V
	1

	
	
	
	
	
	

	
	
	
	
	
	


8.2.10
Detach request

8.2.10.1
Detach request (UE originating detach)

This message is sent by the UE to request the release of an EMM context. See table 8.2.10.1.1.

Message type:
DETACH REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.10.1.1: DETACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Detach request message identity
	Message type

9.4
	M
	V
	1

	
	Detach type
	Detach type

9.5.3.6
	M
	V
	1/2

	
	Spare half octet
	Spare half octet 

9.5.2.2
	M
	V
	1/2

	
	GUTI
	FFS
	M
	FFS
	FFS

	
	
	
	
	
	

	
	
	
	
	
	


Editor's note: The need of inclusion of the KSI in the DETACH REQUEST is FFS.

8.2.10.2
Detach request (UE terminated detach)

This message is sent by the network to request the release of an EMM context. See table 8.2.10.2.1.

Message type:
DETACH REQUEST

Significance:

dual

Direction:


network to UE

Table 8.2.10.2.1: DETACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Detach request message identity
	Message type

9.4
	M
	V
	1

	
	Detach type
	Detach type

9.5.3.6
	M
	V
	1/2

	
	Spare half octet
	Spare half octet 

9.5.2.2
	M
	V
	1/2

	
	
	
	
	
	

	
	
	
	
	
	

	FFS
	EMM cause
	FFS
	O
	TV
	FFS


8.2.11
EMM information

8.2.11.1
Message definition
This message is sent by the network at any time during EMM context is established to send certain information to the UE. See table 8.2.11.1.

Message type:
EMM INFORMATION

Significance:

local

Direction:


network to UE

Table 8.2.11.1: EMM INFORMATION message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	EMM information message identity
	Message type

9.4
	M
	V
	1

	FFS
	Full name for network
	Network name

9.5.3.8
	O
	TLV
	3 - ?

	FFS
	Short name for network
	Network name

9.5.3.8
	O
	TLV
	3 - ?

	FFS
	Local time zone
	Time zone

9.5.3.12
	O
	TV
	2

	FFS
	Universal time and local time zone
	Time zone and time

9.5.3.13
	O
	TV
	8

	FFS
	Network daylight saving time
	Daylight saving time

9.5.3.5
	O
	TLV
	3

	
	
	
	
	
	

	
	
	
	
	
	


Editor's note: NAS security IEs for EMM INFORMATION message are optional, allowing operators to optionally send a secured message, depending on the IEs included in the message. However the optionality of securing this message needs to be agreed with SA3 - FFS. 

8.2.11.2
Full name for network

This IE may be sent by the network. If this IE is sent, the contents of this IE indicate the "full length name of the network" that the network wishes the UE to associate with the MCC and MNC contained in the last visited tracking area identification. 

8.2.11.3
Short name for network

This IE may be sent by the network. If this IE is sent, the contents of this IE indicate the "abbreviated name of the network" that the network wishes the UE to associate with the MCC and MNC contained in the last visited tracking area identification.

8.2.11.4
Local time zone

This IE may be sent by the network. The UE should assume that this time zone applies to the tracking area of the current cell, and also applies to the tracking area list if available in the UE.

Editor's note: Is it possible that the Tracking area list includes TAs with different time zones? FFS. In case the TA-list shall have the same Time zone, then a new requirement is required to restrict TA list to be chosen with the same time zone – FFS. 

If the local time zone has been adjusted for daylight saving time, the network shall indicate this by including the Network daylight saving time IE.

8.2.11.5
Universal time and local time zone

This IE may be sent by the network. The UE should assume that this time zone applies to the tracking area the UE is currently in, and also applies to the tracking area list if available in the UE. The UE shall not assume that the time information is accurate.

Editor's note: Is it possible that the Tracking area list includes TAs with different time zones? FFS. In case the TA-list shall have the same Time zone, then a new requirement is required to restrict TA list to be chosen with the same time zone – FFS. 

If the local time zone has been adjusted for daylight saving time, the network shall indicate this by including the Network daylight saving time IE.

8.2.11.6
Network daylight saving time

This IE may be sent by the network. If this IE is sent, the contents of this IE indicates the value that has been used to adjust the local time zone.

8.2.12
EMM status

This message is sent by the UE or by the network at any time to report certain error conditions listed in clause 7. See table 8.2.12.1.
Message type:
EMM STATUS

Significance:

local

Direction:


both

Table 8.2.12.1: EMM STATUS message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	EMM status message identity
	Message type

9.4
	M
	V
	1

	
	EMM cause
	EMM cause (FFS)


	M
	V
	1

	
	
	
	
	
	

	
	
	
	
	
	


Editor's note: NAS security IEs for EMM STATUS message are optional, allowing operators to optionally send a secured message, depending on the IEs included in the message. However the optionality of securing this message needs to be agreed with SA3 - FFS. 

8.2.13
GUTI reallocation command

This message is sent by the network to the UE to reallocate a GUTI and optionally to provide a new TAI list. See table 8.2.13.1.

Message type:
GUTI REALLOCATION COMMAND

Significance:

dual

Direction:


network to UE

Table 8.2.13.1: GUTI REALLOCATION COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	GUTI reallocation command message identity
	Message type

9.4
	M
	V
	1

	
	GUTI
	FFS
	M
	FFS
	FFS

	
	
	
	
	
	

	
	
	
	
	
	

	
	TAI list
	FFS
	O
	TLV
	FFS


8.2.14
GUTI reallocation complete

This message is sent by the UE to the network to indicate that reallocation of a GUTI has taken place. See table 8.2.14.1.

Message type:
GUTI REALLOCATION COMPLETE

Significance:

dual

Direction:


UE to network

Table 8.2.14.1: GUTI REALLOCATION COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	GUTI reallocation complete message identity
	Message type

9.4
	M
	V
	1

	
	
	
	
	
	

	
	
	
	
	
	


8.2.15
Identity request

This message is sent by the network to the UE to request the UE to provide the specified identity. See table 8.2.15.1.

Message type:
IDENTITY REQUEST

Significance:

dual

Direction:


network to UE

Table 8.2.15.1: IDENTITY REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Identity request message identity
	Message type

9.4
	M
	V
	1

	
	Identity type
	Identity type

9.5.3.7
	M
	V
	1/2

	
	Spare half octet
	Spare half octet 

9.5.2.2
	M
	V
	1/2

	
	
	
	
	
	

	
	
	
	
	
	


Editor's note: It is for further study whether when the IMEI is included that Message authentication code becomes mandatory.

8.2.16
Identity response

This message is sent by the UE to the network in response to an IDENTITY REQUEST message and provides the requested identity. See table 8.2.16.1.

Message type:
IDENTITY RESPONSE
Significance:

dual

Direction:


UE to network

Table 8.2.16.1: IDENTITY RESPONSE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Identity response message
	Message type

9.4
	M
	V
	1

	
	Mobile identity
	Mobile identity

9.5.2.1
	M
	LV
	4-10

	
	
	
	
	
	

	
	
	
	
	
	


8.2.17
Security mode command

8.2.17.1
Message definition

This message is sent by the MME to the UE to establish NAS signalling security. See table 8.2.17.1.

Message type:
SECURITY MODE COMMAND

Significance:

dual

Direction:


network to UE

Table 8.2.17.1: SECURITY MODE COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Security mode command message identity
	Message type

9.4
	M
	V
	1

	
	Selected NAS security algorithms
	FFS
	M
	LV
	FFS

	
	NAS key set identifier
	FFS
	M
	FFS
	FFS

	
	
	
	
	
	

	
	
	
	
	
	

	
	Replayed UE security capabilities
	FFS
	O
	FFS
	FFS


8.2.17.2
Replayed UE security capabilities

This IE shall be included if the UE has included this information in a message that triggered the security mode command procedure.

8.2.18
Security mode complete

This message is sent by the UE to the MME in response to a SECURITY MODE COMMAND message. See table 8.2.18.1.

Message type:
SECURITY MODE COMPLETE

Significance:

dual

Direction:


UE to network

Table 8.2.18.1: SECURITY MODE COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Security mode complete message identity
	Message type

9.4
	M
	V
	1

	
	
	
	
	
	

	
	
	
	
	
	


8.2.19
Security mode reject

This message is sent by the UE to the MME to indicate that the corresponding security mode command has been rejected. See table 8.2.19.1.

Message type:
SECURITY MODE REJECT

Significance:

dual

Direction:


UE to network

Table 8.2.19.1: SECURITY MODE REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Security mode reject message identity
	Message type

9.4
	M
	V
	1

	
	EMM cause
	FFS
	M
	V
	FFS

	
	
	
	
	
	


8.2.x
Security protected NAS message

This message is sent by the UE or the network to transfer a NAS message together with the sequence number and the message authentication code protecting the message. See table 8.2.x.1.
Message type:
SECURITY PROTECTED NAS MESSAGE
Significance:

dual

Direction:


both
Table 8.2.19.1: SECURITY PROTECTED NAS MESSAGE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.x
	M
	V
	1/2

	
	Security header type
	Security header type
9.y
	M
	V
	1/2

	
	Message authentication code
	Message authentication code
9.z
	M
	V
	4

	
	Sequence number
	Sequence number

9.a
	M
	V
	1

	
	NAS message
	NAS message

9.b
	M
	FFS
	1 - n


8.2.20
Tracking area update accept

8.2.20.1
Message definition

This message is sent by the network to the UE to provide the UE with EPS mobility management related data in response to a tracking area update request message.

See table 8.2.20.1.

Message type:
TRACKING AREA UPDATE ACCEPT

Significance:

dual

Direction:


network to UE

Table 8.2.20.1: TRACKING AREA UPDATE ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type 
9.3
	M
	V
	1/2

	
	Tracking area update accept message identity
	Message type

9.4
	M
	V
	1

	
	Periodic TA update timer
	FFS
	M
	V
	1

	
	
	
	
	
	

	
	
	
	
	
	

	FFS
	GUTI 
	FFS
	O
	FFS
	FFS

	FFS
	TAI list
	FFS
	O
	TLV
	FFS

	FFS
	EPS bearer status
	FFS
	O
	FFS
	FFS

	FFS
	ISR indication
	FFS
	O
	FFS
	FFS


8.2.20.2
GUTI

This IE may be included to assign a GUTI to a UE.

8.2.20.3
TAI list

This IE may be included to assign a TAI list to a UE.

8.2.20.4
EPS bearer status

This IE shall be included if the network wants to indicate the EPS bearers that are active for the UE in the network.

8.2.20.5
ISR indication

This IE may be included to indicate to the UE that the UE's P-TMSI and RAI remain registered with the network and are valid in the UE.

8.2.21
Tracking area update complete

This message shall be sent by the UE to the network in response to a tracking area update accept message if a GUTI has been changed.

See table 8.2.21.1.

Message type:
TRACKING AREA UPDATE COMPLETE

Significance:

dual

Direction:


UE to network

Table 8.2.21.1: TRACKING AREA UPDATE COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type 
9.3
	M
	V
	1/2

	
	Tracking area update complete message identity
	Message type

9.4
	M
	V
	1

	
	
	
	
	
	

	
	
	
	
	
	


8.2.22
Tracking area update reject

This message is sent by the network to the UE in order to reject the tracking area update procedure.

See table 8.2.22.1.

Message type:
TRACKING AREA UPDATE REJECT

Significance:

dual

Direction:


network to UE

Table 8.2.22.1: TRACKING AREA UPDATE REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type 
9.3.
	M
	V
	1/2

	
	Tracking area update reject

message identity
	Message type

9.4
	M
	V
	1

	
	EMM cause
	FFS
	M
	V
	FFS

	
	
	
	
	
	

	
	
	
	
	
	


8.2.23
Tracking area update request

8.2.23.1
Message definition

The purposes of sending the tracking area update request by the UE to the network are described in subclause 5.5.3.1.

See table 8.2.23.1.
Message type:
TRACKING AREA UPDATE REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.23.1: TRACKING AREA UPDATE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Tracking area update request message identity
	Message type

9.4
	M
	V
	1

	
	UE network capability
	FFS
	M
	FFS
	FFS

	
	Update Type
	FFS
	M
	FFS
	FFS

	FFS
	NAS key set identifier
	FFS
	O
	FFS
	FFS

	
	
	
	
	
	

	
	
	
	
	
	

	FFS
	Old GUTI 
	FFS
	O
	FFS
	FFS

	FFS
	Last visited registered tracking area identity
	FFS
	O
	FFS
	FFS

	FFS
	Active Flag
	FFS
	O
	FFS
	FFS

	FFS
	EPS bearer status
	FFS
	O
	FFS
	FFS

	FFS
	Old routing area identification
	Routing area identification

9.5.3.11
	O
	TV
	6

	FFS
	P-TMSI
	Mobile identity

9.5.2.1
	O
	TLV
	7

	FFS
	Old P-TMSI signature
	P-TMSI signature

9.5.3.10
	O
	TV
	4


8.2.23.2
Old GUTI

This IE shall be included if the UE holds a valid GUTI.

8.2.23.3
Last visited registered tracking area identity

This IE shall be included if the UE holds a valid last visited registered tracking area identity.

8.2.23.4
Active flag

This IE shall be included if the UE requests to activate the radio and S1 bearers for all active EPS bearers via the tracking area updating procedure.

8.2.23.5
EPS bearer status

This IE shall be included if the UE wants to indicate each EPS bearer that is active within the UE. 

8.2.23.6
Old routing area identification and P-TMSI
These IEs are included if the UE holds a valid P-TMSI.

8.2.23.7
Old P-TMSI signature

This IE is included if the UE holds a valid P-TMSI signature.

* * * Next Change * * * *

8.3.1
Activate dedicated EPS bearer context accept

This message is sent by the UE to the network to acknowledge activation of a dedicated EPS bearer context associated with the same PDN address(es) and APN as an already active EPS bearer context. See table 8.3.1.1.

Message type:
ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT

Significance:

dual

Direction:


UE to network

Table 8.3.1.1: ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity


	EPS bearer identity


	M
	FFS
	FFS

	
	Activate dedicated EPS bearer context accept message identity
	Message type


	M
	V
	1

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The inclusion of a NAS message sequence number and a message authentication code when the message is transferred piggy-backed in an ATTACH COMPLETE message is FFS.

Editor's note: The need for separate accept messages for default EPS bearer context activation and dedicated EPS bearer context activation is FFS.

8.3.2
Activate dedicated EPS bearer context reject

This message is sent by UE to the network to reject activation of a dedicated EPS bearer context. See table 8.3.2.1.

Message type:
ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT

Significance:

dual

Direction:


UE to network

Table 8.3.2.1: ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity


	EPS bearer identity


	M
	FFS
	FFS

	
	Activate dedicated EPS bearer context reject message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause

9.5.4.2
	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The inclusion of a NAS message sequence number and a message authentication code when the message is transferred piggy-backed in an ATTACH COMPLETE message is FFS.

Editor's note: The need for separate accept messages for default EPS bearer context activation and dedicated EPS bearer context activation is FFS.

8.3.3
Activate dedicated EPS bearer context request

This message is sent by the network to the UE to request activation of a dedicated EPS bearer context associated with the same PDN address(es) and APN as an already active default EPS bearer context. See table 8.3.3.1.

Message type:
ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST

Significance:

dual

Direction:


network to UE

Table 8.3.3.1: ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity


	EPS bearer identity


	M
	FFS
	FFS

	
	Activate dedicated EPS bearer context request message identity
	Message type


	M
	V
	1

	
	Procedure transaction identifier


	Procedure transaction identifier


	O
	FFS
	FFS

	
	Linked EPS bearer identity
	Linked EPS bearer identity

9.5.4.3
	M
	FFS
	FFS

	
	Uplink TFT
	Traffic Flow Template

9.5.4.13
	O
	TLV
	3-257

	
	Negotiated QoS
	Quality of service

9.5.4.9
	O
	TLV
	14-18

	
	Negotiated LLC SAPI
	LLC service access point identifier

9.5.4.4
	O
	TV
	2

	
	Radio priority
	Radio priority

9.5.4.10
	O
	TV
	1

	
	Packet Flow Identifier
	Packet Flow Identifier

9.5.4.5
	O
	TLV
	3

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The inclusion of the Negotiated LLC SAPI is FFS.

Editor's note: The inclusion of a NAS message sequence number and a message authentication code when the message is transferred piggy-backed in an ATTACH ACCEPT message is FFS.

8.3.4
Activate default EPS bearer context accept

This message is sent by the UE to the network to acknowledge activation of a default EPS bearer context. See table 8.3.4.1.

Message type:
ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT

Significance:

dual

Direction:


UE to network

Table 8.3.4.1: ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity


	EPS bearer identity


	M
	FFS
	FFS

	
	Activate default EPS bearer context accept message identity
	Message type


	M
	V
	1

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The inclusion of a NAS message sequence number and a message authentication code when the message is transferred piggy-backed in an ATTACH COMPLETE message is FFS.

Editor's note: The need for separate accept messages for default EPS bearer context activation and dedicated EPS bearer context activation is FFS.

8.3.5
Activate default EPS bearer context reject

This message is sent by UE to the network to reject activation of a default EPS bearer context. See table 8.3.5.1.

Message type:
ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT

Significance:

dual

Direction:


UE to network

Table 8.3.5.1: ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity


	EPS bearer identity


	M
	FFS
	FFS

	
	Activate default EPS bearer context reject message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause

9.5.4.2
	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The inclusion of a NAS message sequence number and a message authentication code when the message is transferred piggy-backed in an ATTACH COMLPETE message is FFS.

Editor's note: The need for separate reject messages for default EPS bearer context activation and dedicated EPS bearer context activation is FFS.

8.3.6
Activate default EPS bearer context request

This message is sent by the network to the UE to request activation of a default EPS bearer context. See table 8.3.6.1.

Message type:
ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

Significance:

dual

Direction:


network to UE

Table 8.3.6.1: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity
	EPS bearer identity


	M
	FFS
	FFS

	
	Activate default EPS bearer context request message identity
	Message type


	M
	V
	1

	
	Procedure transaction identifier
	Procedure transaction identifier


	M (FFS)
	FFS
	FFS

	FFS
	PDN address
	PDN address information

9.5.4.7
	O
	FFS
	FFS

	FFS
	Access point name
	Access point name

9.5.4.1
	O
	TLV
	3-102

	FFS
	Uplink TFT
	Traffic Flow Template

9.5.4.13
	O
	TLV
	3-257

	FFS
	Negotiated QoS
	Quality of service

9.5.4.9
	O
	TLV
	14-18

	FFS
	Negotiated LLC SAPI
	LLC service access point identifier

9.5.4.4
	O
	TV
	2

	FFS
	Radio priority
	Radio priority

9.5.4.10
	O
	TV
	1

	FFS
	Packet Flow Identifier
	Packet Flow Identifier

9.5.4.5
	O
	TLV
	3

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The use of this message during the attach procedure and therefore the presence condition for the procedure transaction identifier is FFS:

Editor's note: The inclusion of a NAS message sequence number and a message authentication code when the message is transferred piggy-backed in an ATTACH ACCEPT message is FFS.

Editor's note: The inclusion of the Negotiated LLC SAPI is FFS.

8.3.7
Bearer resource allocation reject

This message is sent by the network to the UE to reject allocation of a dedicated bearer resource. See table 8.3.7.1.

Message type:
BEARER RESOURCE ALLOCATION REJECT

Significance:

dual

Direction:


network to UE

Table 8.3.7.1: BEARER RESOURCE ALLOCATION REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M
	FFS
	FFS

	
	Bearer resource allocation reject message identity
	Message type
	M
	V
	1

	
	ESM cause
	ESM cause

9.5.4.2
	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.8
Bearer resource allocation request

This message is sent by the UE to the network to request allocation of a dedicated bearer resource. See table 8.3.8.1.

Message type:
BEARER RESOURCE ALLOCATION REQUEST

Significance:

dual

Direction:


UE to network

Table 8.3.8.1: BEARER RESOURCE ALLOCATION REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M
	FFS
	FFS

	
	Bearer resource allocation request message identity
	Message type


	M
	V
	1

	
	Linked EPS bearer identity
	Linked EPS bearer identity

9.5.4.3
	M
	FFS
	FFS

	
	Required SDF QoS
	SDF Quality of service 

9.5.4.11
	M
	FFS
	FFS

	
	UL/DL TFT
	Traffic Flow Template

9.5.4.13
	M
	LV
	2-256

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.9
Bearer resource release reject

Editor's note: The need for this message is FFS.

This message is sent by the network to the UE to reject release of a dedicated bearer resource. See table 8.3.9.1.

Message type:
BEARER RESOURCE RELEASE REJECT

Significance:

dual

Direction:


network to UE

Table 8.3.9.1: BEARER RESOURCE RELEASE REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M
	FFS
	FFS

	
	Bearer resource release reject message identity
	Message type
	M
	V
	1

	
	ESM cause
	ESM cause

9.5.4.2
	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.10
Bearer resource release request

This message is sent by the UE to the network to request release of a dedicated bearer resource. See table 8.3.10.1.

Message type:
BEARER RESOURCE RELEASE REQUEST

Significance:

dual

Direction:


UE to network

Table 8.3.10.1: BEARER RESOURCE RELEASE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M
	FFS
	FFS

	
	Bearer resource release request message identity
	Message type


	M
	V
	1

	
	Linked EPS bearer identity
	Linked EPS bearer identity

9.5.4.3
	M
	FFS
	FFS

	
	DL TFT
	Traffic Flow Template

9.5.4.13
	M
	LV
	2-256

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.11
Deactivate EPS bearer context accept

This message is sent by the UE to acknowledge deactivation of the EPS bearer context requested in the corresponding Deactivate EPS bearer context request message. See table 8.3.11.1.

Message type:
DEACTIVATE EPS BEARER CONTEXT ACCEPT

Significance:

dual

Direction:


UE to network

Table 8.3.11.1: DEACTIVATE EPS BEARER CONTEXT ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity


	EPS bearer identity


	M
	FFS
	FFS

	
	Deactivate EPS bearer context accept message identity
	Message type


	M
	V
	1

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.12
Deactivate EPS bearer context request

This message is sent by the network to request deactivation of an active EPS bearer context. See table 8.3.12.1.

Message type:
DEACTIVATE EPS BEARER CONTEXT REQUEST

Significance:

dual

Direction:


network to UE

Table 8.3.12.1: DEACTIVATE EPS BEARER CONTEXT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity


	EPS bearer identity


	M
	FFS
	FFS

	
	Deactivate EPS bearer context request message identity
	Message type


	M
	V
	1

	FFS
	Procedure transaction identifier


	Procedure transaction identifier


	O
	FFS
	FFS

	
	ESM cause
	ESM cause

9.5.4.2
	M
	FFS
	FFS

	FFS
	Tear down indicator
	Tear down indicator

9.5.4.12
	O
	TV
	1

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.13
ESM status

8.3.13.1
Message definition

This message is sent by the network or the UE to pass information on the status of the indicated EPS bearer context and report certain error conditions (e.g. as listed in clause 7). See table 8.3.13.1.

Message type:
ESM STATUS

Significance:

dual

Direction:


both

Table 8.3.13.1: ESM STATUS message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity


	EPS bearer identity


	M
	FFS
	FFS

	
	Procedure transaction identifier
	Procedure transaction identifier


	M
	FFS
	FFS

	
	ESM status message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause

9.5.4.2
	M
	FFS
	FFS

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: Dependent on the message to which the ESM STATUS message is sent in response, the ESM STATUS message will use an EPS bearer identity or a procedure transaction identifier as address. Whether these two cases will be covered by a single message or whether two separate messages will be defined is FFS.

8.3.13.2
NAS message sequence number for uplink or downlink

If the message is sent by the UE, the UE shall include the NAS message sequence number for uplink.

If the message is sent by the MME, the MME shall include the NAS message sequence number for downlink.

8.3.14
Modify EPS bearer context accept

This message is sent by the UE to the network to acknowledge the modification of an active EPS bearer context. See table 8.3.14.1.

Message type:
MODIFY EPS BEARER CONTEXT ACCEPT

Significance:

dual

Direction:


UE to network

Table 8.3.14.1: MODIFY EPS BEARER CONTEXT ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity


	EPS bearer identity


	M
	FFS
	FFS

	
	Modify EPS bearer context accept message identity
	Message type


	M
	V
	1

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.15
Modify EPS bearer context reject

This message is sent by the UE or the network to reject a modification of an active EPS bearer context. See table 8.3.15.1.

Message type:
MODIFY EPS BEARER CONTEXT REJECT

Significance:

dual

Direction:


UE to network

Table 8.3.15.1: MODIFY EPS BEARER CONTEXT REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity


	EPS bearer identity


	M
	FFS
	FFS

	
	Modify EPS bearer context reject message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause

9.5.4.2
	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.16
Modify EPS bearer context request

This message is sent by the network to the UE to request modification of an active EPS bearer context. See table 8.3.16.1.

Message type:
MODIFY EPS BEARER CONTEXT REQUEST

Significance:

dual

Direction:


network to UE

Table 8.3.16.1: MODIFY EPS BEARER CONTEXT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity


	EPS bearer identity


	M
	FFS
	FFS

	
	Modify EPS bearer context request message identity
	Message type


	M
	V
	1

	FFS
	Procedure transaction identifier


	Procedure transaction identifier


	O
	FFS
	FFS

	FFS
	Uplink TFT
	Traffic Flow Template

9.5.4.13
	O
	TLV
	3-257

	FFS
	PDN address information
	PDN address information

9.5.4.7
	O
	FFS
	FFS

	FFS
	New QoS
	Quality of service

9.5.4.9
	O
	TLV
	14-18

	FFS
	Negotiated LLC SAPI
	LLC service access point identifier

9.5.4.4
	O
	TV
	2

	FFS
	Radio priority
	Radio priority

9.5.4.10
	O
	TV
	1

	FFS
	Packet Flow Identifier
	Packet Flow Identifier

9.5.4.5
	O
	TLV
	3

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The inclusion of the Negotiated LLC SAPI is FFS.

8.3.17
PDN connectivity reject

This message is sent by the network to the UE to reject establishment of a PDN connection. See table 8.3.17.1.

Message type:
PDN CONNECTIVITY REJECT

Significance:

dual

Direction:


network to UE

Table 8.3.17.1: PDN CONNECTIVITY REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M (FFS)
	FFS
	FFS

	
	PDN connectivity reject

Message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause

9.5.4.2
	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The use of this message during the attach procedure and therefore the presence condition for the procedure transaction identifier is FFS:

Editor's note: The inclusion of a NAS message sequence number and a message authentication code when the message is transferred piggy-backed in an ATTACH REJECT message is FFS.

8.3.18
PDN connectivity request

This message is sent by the UE to the network to initiate establishment of a PDN connection. See table 8.3.18.1.

Message type:
PDN CONNECTIVITY REQUEST

Significance:

dual

Direction:


UE to network

Table 8.3.18.1: PDN CONNECTIVITY REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M (FFS)
	FFS
	FFS

	
	PDN connectivity request message identity
	Message type


	M
	V
	1

	FFS
	Access point name
	Access point name

9.5.4.1
	O
	TLV
	3-102

	FFS
	PDN address allocation
	PDN address allocation

9.5.4.6
	O
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The use of this message during the attach procedure and therefore the presence condition for the procedure transaction identifier is FFS:

Editor's note: The inclusion of a NAS message sequence number and a message authentication code when the message is transferred piggy-backed in an ATTACH REQUEST message is FFS.

8.3.19
PDN disconnect reject

Editor's note: The need for this message is FFS.

This message is sent by the network to the UE to reject release of a PDN connection. See table 8.3.19.1.

Message type:
PDN DISCONNECT REJECT

Significance:

dual

Direction:


network to UE

Table 8.3.19.1: PDN DISCONNECT REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M
	FFS
	FFS

	
	PDN disconnect reject message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause

9.5.4.2
	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.20
PDN disconnect request

This message is sent by the UE to the network to initiate release of a PDN connection. See table 8.3.20.1.

Message type:
PDN DISCONNECT REQUEST

Significance:

dual

Direction:


UE to network

Table 8.3.20.1: PDN DISCONNECT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier 


	M
	FFS
	FFS

	
	PDN disconnect request message identity
	Message type


	M
	V
	1

	
	Linked EPS bearer identity
	Linked EPS bearer identity

9.5.4.3
	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.4.8
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


* * * Next Change * * * *

9.1
Overview

Within the protocols defined in the present document, every message, except the SERVICE REQUEST message, is a standard L3 message as defined in 3GPP TS 24.007 [5]. This means that the message consists of the following parts:

1)
if the message is not security protected:
a)
protocol discriminator;

b)
message type;

c)
other information elements, as required.
2)
if the message is security protected:

a)
protocol discriminator;

b)
security header type;

c)
message authentication code;

d)
sequence number;

e)
not security protected NAS message, as defined in item 1.
Editor's note: It is for further study whether the EPS bearer identity and the PTI are used for the addressing of EPS Session Management (ESM) messages.

The organization of a not security protected NAS message is illustrated in the example shown in figure 9.1.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Security header type
	Protocol discriminator
	octet 1

	Message type
	octet 2

	
	octet 3

	Other information elements as required
	

	
	octet n


Figure 9.1.1: General message organization example for a not security protected NAS message
The organization of a security protected NAS message is illustrated in the example shown in figure 9.1.2.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Security header type
	Protocol discriminator
	octet 1

	
	octet 2

	Message authentication code
	

	
	

	
	octet 5

	Sequence number
	octet 6

	
	octet 7

	NAS message
	

	
	octet n


Figure 9.1.2: General message organization example for a security protected NAS message

Unless specified otherwise in the message descriptions of clause 8, a particular information element shall not be present more than once in a given message.

When a field extends over more than one octet, the order of bit values progressively decreases as the octet number increases. The least significant bit of the field is represented by the lowest numbered bit of the highest numbered octet of the field.

9.2
Protocol discriminator

The Protocol Discriminator (PD) and its use are defined in 3GPP TS 24.007 [5]. 


9.3

Security header type
Bits 5 to 8 of the first octet of every EPS Mobility Management (EMM) message contain the Security header type IE. This IE includes control information related to the security protection of a NAS message. The total size of the Security header type IE is 4 bits.

The Security header type IE can take the values shown in Table 9.3.1.

Table 9.3.1: Security header type

	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	No security protection

	0
	0
	0
	1
	Security protected NAS message

	
	
	
	
	

	

	


An EMM message received with the security header type encoded as 0000 shall be treated as not security protected NAS message. A protocol entity sending a not security protected EMM message shall encode the security header type as 0000.
9.y 
Message authentication code
The Message authentication code (MAC) information element contains the integrity protection information for the message. The algorithm to calculate the integrity protection information is specified in 3GPP TS 33.401 [11], and the integrity protection shall include octet 6 to n of the SECURITY PROTECTED NAS MESSAGE, i.e. the Sequence Number IE and the NAS message IE. In addition to the data that is to be integrity protected, the constant BEARER ID, DIRECTION bit and COUNT are input to the MAC algorithm. The BEARER ID is defined in TS 33.401 [11], the DIRECTION bit is 1 for uplink and 0 for downlink and the 32-bit COUNT is constructed as a padding octet (0x00) followed by the 16-bit overflow counter followed by the 8-bit sequence number for the NAS message. The MAC IE shall be included in the security protected NAS message if a valid NAS security context exists and security functions are started.

Editor's note: The detailed description of the input of the integrity protection algorithm will be moved to a different part of this specification.

9.z
Sequence number
This IE includes the NAS message sequence number (SN).

Editor's note: The usage of the sequence number is FFS.

9.a

NAS message
This IE includes a complete EMM or ESM NAS message as specified in subclause 8.2 and 8.3, or a combination of such messages. The SECURITY PROTECTED NAS MESSAGE and the SERVICE REQUEST message shall not been included in this IE.

Editor's note: It is FFS how a combined NAS message is organized, i.e. how many NAS messages it can consists of and which type of NAS messages (EMM and/or ESM) it may consist of.
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