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1. Overall Description:

Currently CT1 is working on the protocol work that allows the connection of Next Generation Corporate Networks (NGCN), also known as enterprise networks, to the IMS. During that work CT1 came along some issues related to security and authentication of NGCN’s and its users.
The NGCN itself may consist of multiple SIP entities. These may be a combination of UAs, proxies and B2BUAs which act in sequence (for further details please see the attached document). One of the options that is currently under discussion, is that the NGCN can be attached to the IMS via the P-CSCF. In this option the NGCN site owns the private user identity. This private user identity is used, when the NGCN implicitly registers a so called wildcarded public user identity with IMS. This wildcarded public user identity represents all users that are connected to the NGCN.

Subsequently the authentication of the NGCN site will support traffic from and traffic to the users of the NGCN. It should be mentioned, that there may be a different definitions of the trust domain as far as identities are concerned, i.e. NGCN may be seen as trusted.

This approach raises the following questions:
1. Is it appropriate, that the IMS authentication of the NGCN site is re-used for support of traffic relating to  users of the NGCN, i.e. that users of the NGCN can be regarded as authenticated if there was a successful authentication of the NGCN site? As NGCN users are authenticated by the NGCN site, this may be seen as hop by hop trust.
2. Does SA3 see any other security issue that is related to the connection of NGCN to IMS? Coordination with TISPAN WG7 might be required. 
2. Actions:

To SA3
ACTION: 
CT1 kindly asks SA3 to review the attached document, answer the above questions and provide guidance how CT1 should continue the stage-3 work that is related to authentication for NGCN connected to IMS.
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