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Introduction

SA3 Vancouver Apr08 sent an LS in S3-080502 to give guidance to CT1 on how to document exception lists of not integrity / not confidentiality protected NAS message and consequently ask CT1 to maintain the list of NAS messages which can be processed without integrity protection. 
This contribution intends to progress on the list of NAS messages as given in subclause 4.4 from TS 24.301 using the EMM DL messages list from TS 24.301 section 8.2.1 as a baseline.
Currently, only IDENTITY REQUEST with identification parameter set to IMSI is in the list of messages which can be processed without integrity protection.
Proposal 1: The editor’s note about the need of SA3 requirements is updated including these requirements.
NAS messages processed without integrity protection

We believe AUTHENTICATION REQUEST can be processed without integrity protection, since this message is used to establish integrity and ciphering keys in the UE and the MME and is sent before security mode can be activated. So, this message fulfills the SA3 requirement of “message (that) needs to be sent before the SMC activation”.
Proposal 2: The AUTHENTICATION REQUEST message can be processed without integrity protection.
The AUTHENTICATION REJECT can be processed without integrity protection because the authentication procedure can be perfomed prior to SMC activation.

Proposal 3: The AUTHENTICATION REJECT message can be processed without integrity protection.
The DETACH ACCEPT (for non switch off) can be processed without integrity protection in the abnormal case when the UE performs detach while in EMM-REGISTERED-INITIATED state and aborts the attach procedure prior to SMC activation in order to perform the detach procedure using TS 24.008 section 4.7.3.1.5 g) as a possible case in EPS.
Proposal 4: The DETACH ACCEPT (for non switch off) message can be processed without integrity protection.
The ATTACH REJECT message can be received without integrity protection prior to SMC activation in the case when the core network can not contact the HSS, e.g. due to lack of a roaming agreement between the operators of the VPLMN and the HPLMN. On the other side, processing the message without integrity protection can allow a malicious network to deny registration to a UE that performs initial attach to E-UTRAN.
Proposal 5: The ATTACH REJECT message can be processed without integrity protection.

The TRACKING AREA UPDATE REJECT message can be received  without integrity protection, e.g. in the case when the core network can not contact the HSS when the authentication procedure is to be done on cell reselection from a GERAN/UTRAN cell to E-UTRAN. On the other side, processing the message without integrity protection can allow a malicious network to deny registration to a UE that performs cell reselection to E-UTRAN from GERAN/UTRAN cell.

Proposal 6: The TRACKING AREA UPDATE REJECT message can be processed without integrity protection.

The SERVICE REJECT message can be received without integrity protection, e.g. in the case when the core network can not contact the HSS when the authentication procedure is to be done. On the other side, processing the message without integrity protection can allow a malicious network to deny service to a UE.

Proposal 7: The SERVICE REJECT message can be processed without integrity protection.

The DETACH REQUEST can be received from the network while the UE has initiated the ATTACH REQUEST, i.e. the UE is in EMM-REGISTERED-INITIATED state (collision case if GERAN/UTRAN NAS behaviour is used as a baseline).
Proposal 8: The DETACH REQUEST message can be processed without integrity protection.

Proposal 9: The editor’s note in 4.4 for the handling of emergency calls is removed since SA2 has indicated in LS S2-082058 that emergency calls in EPS will not be part of Rel-8.

NAS messages that can not be processed without integrity protection

For the following messages, we assume the network will activate or will have activated integrity protection before sending them to the UE, so that they cant be processed without integrity protection: 
· ATTACH ACCEPT because the network cant accept a UE to be registered if the network has not successfully authenticated and activated security towards this UE;
· TRACKING AREA UPDATE ACCEPT because the network cant accept a UE to be registered further to a cell reselection from a GERAN/UTRAN cell if the UE has not been successfully authenticated and activated security in the former system;
· EMM INFORMATION, EMM STATUS, GUTI REALLOCATION COMMAND: these messages are only received once a NAS security context exists;
· SECURITY MODE COMMAND: this message is integrity protected further to an authentication procedure as per SA3 requirement in TS 33.abc section 7.2.4.2.
Proposal

We propose CT1 agrees the text proposal to TS 24.301 as appended to this contribution.
Change

4.4
Integrity checking of NAS signalling messages in the UE

Integrity protected signalling is mandatory for the NAS messages once the NAS security mode control procedure has been successfully completed in the network and the UE. Integrity protection of all NAS signalling messages is the responsibility of the NAS layer. It is the network which activates integrity protection.

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity or forwarded to the ESM entity, unless the NAS security mode control procedure has been successfully completed:

-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI);

-
AUTHENTICATION REQUEST;

-     AUTHENTICATION REJECT;
-     ATTACH REJECT;

-     DETACH REQUEST;
-     DETACH ACCEPT (for non switch off);
-     TRACKING AREA UPDATE REJECT;

-     SERVICE REJECT.

NOTE:
These messages are accepted by the UE without integrity protection, as in certain situations they are sent by the network before security can be activated.

Editor's note: Themessages in this list need to fulfill one or several SA3 requirement(s) as follows: the message may be sent before the security mode control procedure is performed, when too much complexity would be involved if the message were received with integrity protection.

Once integrity protection is activated, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS layer. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS layer in the UE shall discard that message. If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the UE by the network, then the NAS layer shall discard this message.
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