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1. Introduction

This contribution adds information element definitions to Sub-Clause 9.5.3 “EPS Mobility Management (EMM) information elements” of 24.301 v0.1.1.
2. Reason for Change

New information elements contained in Security mode procedure messages and Authentication messages are added.
3. Conclusions

-

4. Proposal

Accept for next version of 24.301.
* * * Begin Change * * * *

9.5.3.3
Security 
9.5.3.3.1 Security information elements

The Security information elements are used in the security mode procedures to activate the NAS security association between the UE and network.

9.5.3.3.2 UE security algorithms information element 

The UE security algorithms information element is used to carry security algorithm capability information from the UE to the network as part of the security mode procedures. It is used by the UE to indicate the security algorithms that it supports.  It is also sent by the network to the UE to play back the supported algorithm information received from the UE. 
 The UE security algorithms is a type 4 information element.

The UE security algorithms information element is coded as shown in figure 9.5.3.3.2.1 and table 9.5.3.3.2.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	
	UE security algorithms IEI
	octet 1

	Access Technologies represented in this IE
	NAS signalling encryption algorithms
	octet 2

	User plane data encryption
	NAS signalling integrity algorithms
	octet 3

	EPS security algorithms extension
	octet 4*

	GPRS security algorithms
	octet -

	UMTS security algorithms
	octet n


Figure 9.5.3.3.2.1: UE security algorithms information element
Table 9.5.3.3.2.1: UE security algorithms type information element

	(octet 1) -  UE security algorithms IEI identifies this IE as specifying UE supported security algorithms.  This information element shall be used by the UE to inform the network of the security algorithms it supports.  This information element shall be used by the network to echo back to the UE, the security algorithms supported by the UE.

	

	(octet 2)  Bit 8   If bit 8 is set to ‘1’, octet 4 is an extention of the bit map for the EPS security capabilities.  The bit map for EPS security capabilities extension is FFs.

	(octet 2) Bits 7 through 5 indicate Access Technologies represented in this IE.  This 3 bit field is a bit map that indicates the access technologies that have entries in this information element.  1, 2 or 3 Access Technologies may be represented by fields in this information element.  EPS security algorithm information will always be included.

	Bits

	7
	6
	5
	

	-
	-
	1
	NAS security algorithms are represented in this IE

	-
	1
	-
	GPRS security algorithms are represented in this IE

	1
	-
	-
	UMTS security algorithms are represented in this IE

	

	(octet 2) – Bits 4 through 1 of octet 2 are a bit map of the UE’s NAS signalling encryption algorithm capabilities.  Bit 4 is reserved.  

	Bits 

	4
	3
	2
	1
	

	-
	-
	-
	1
	128-EEA0

	-
	-
	1
	-
	128-EEA1

	-
	1
	-
	-
	128-EEA2

	

	(octet-3)  Bits 8 through 5 of octet 3 are a bit map of EPS user plane encryption algorithms supported by the UE.  Bit 8 is reserved.  

	Bits 

	8
	7
	6
	5
	

	-
	-
	-
	1
	128-EEA0

	-
	-
	1
	-
	128-EEA1

	-
	1
	-
	-
	128-EEA2

	Bits 4 through 1 of octet 3 are a bit map of EPS NAS signalling integrity algorithms supported by the UE.  Bits 3 and 4 are reserved.  

	Bits 

	4
	3
	2
	1
	

	-
	-
	-
	1
	128-EIA1

	-
	-
	1
	-
	128-EIA2

	

	If bit 8 of octet 2 is set to ‘0’ (no EPS security extensions included), bit 6 of octet 2 is set to ‘0’ (no GPRS security algorithms included) and bit 7 of octet 2 is set to ‘1’ (UMTS security algorithms are included), then bits 8 through 1 of octet 4 are a bit map of UMTS security capabilities supported by the UE.  If bit 8 of octet 2 is set to ‘1’, then bits 8 through 1 of octet 4 are an extended bitmap for EPS security capabilities. If bit 8 of octet 2 is set to ‘0’, and bit 6 of octet 2 is set to ‘1’ (no GPRS security algorithms included), then bits 8 through 1 of octet 4 are a bit map of UE supported GPRS security algorithms.

	

	If bit 8 of octet 2 is set to ‘0’(no EPS security extensions included),  bit 6 of octet 2 is set to ‘1’ (this IE contains UE supported GPRS security algorithm information), and bit 7 of octet 2 is set to ‘1’(this IE contains UE supported UMTS security algorithm information) then octet 5 of this IE contains UE supported UMTS security algorithm information. If bit 8 of octet 2 is set to ‘1’,  bit 6 of octet 2 is set to ‘1’ and bit 7 of octet 2 is set to ‘1’, then octet 6 of this IE contains UE supported UMTS security algorithm information.

	

	Bits  - GPRS security algorithms

	8
	7
	6
	5
	4
	3
	2
	1
	

	-
	-
	-
	-
	-
	-
	-
	1
	GPRS ciphering not used

	-
	-
	-
	-
	-
	-
	1
	-
	GPRS encryption algorithm 1

	-
	-
	-
	-
	-
	1
	-
	-
	GPRS encryption algorithm 2

	-
	-
	-
	-
	1
	-
	-
	-
	GPRS encryption algorithm 3

	-
	-
	-
	1
	-
	-
	-
	-
	GPRS encryption algorithm 4

	-
	-
	1
	-
	-
	-
	-
	-
	GPRS encryption algorithm 5

	-
	1
	-
	-
	-
	-
	-
	-
	GPRS encryption algorithm 6

	1
	-
	-
	-
	-
	-
	-
	-
	GPRS encryption algorithm 7

	

	

	Bits - UMTS security algorithms (Bits 8, 7, and 6 are unused and reserved)

	8
	7
	6
	5
	4
	3
	2
	1
	

	-
	-
	-
	-
	-
	-
	-
	1
	UIA 0 

	-
	-
	-
	-
	-
	-
	1
	-
	UIA 1 

	-
	-
	-
	-
	-
	1
	-
	-
	UEA 0 

	-
	-
	-
	-
	1
	-
	-
	-
	UEA 1 

	-
	-
	-
	1
	-
	-
	-
	-
	UEA 2 


9.5.3.3.3 Selected NAS security algorithms information element 

The Selected NAS security algorithms information element is used to carry the identity of the network selected NAS security algorithms from the network to the UE as part of the security mode procedures. 

 The Selected NAS security algorithms is a type 4 information element.

The Selected NAS security algorithms information element is coded as shown in figure 9.5.3.3.3.1 and table 9.5.3.3.3.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	
	UE security algorithms IEI
	octet 1

	Access Technologies represented in this IE
	NAS signalling encryption algorithms
	octet 2

	User plane data encryption
	NAS signalling integrity algorithms
	octet 3

	EPS security algorithms extension
	octet 4*

	GPRS security algorithms
	octet -

	UMTS security algorithms
	octet n


Figure 9.5.3.3.3.1: Selected NAS security algorithms information element
Table 9.5.3.3.3.1: Selected NAS security algorithms type information element

	(octet 1) -  UE security algorithms IEI identifies this IE as specifying the network selected security algorithms.  This information element shall be used by the network to inform the UE of the security algorithms it has selected  

	

	(octet 2)  Bit 8   If bit 8 is set to ‘1’, octet 4 is an extention of the bit map for the EPS security capabilities.  The bit map for EPS security capabilities extension is FFS.

	(octet 2) Bits 7 through 5 indicate Access Technologies represented in this IE.  This 3 bit field is a bit map that indicates the access technologies that have entries in this information element.  1, 2 or 3 Access Technologies may be represented by fields in this information element.  EPS security algorithm information will always be included.

	Bits

	7
	6
	5
	

	-
	-
	1
	NAS security algorithms are represented in this IE

	-
	1
	-
	GPRS security algorithms are represented in this IE

	1
	-
	-
	UMTS security algorithms are represented in this IE

	

	(octet 2) – Bits 4 through 1 of octet 2 are a bit map of the selected NAS signalling encryption algorithm.  Bit 4 is reserved.  

	Bits 

	4
	3
	2
	1
	

	-
	-
	-
	1
	128-EEA0

	-
	-
	1
	-
	128-EEA1

	-
	1
	-
	-
	128-EEA2

	

	(octet-3)  Bits 8 through 5 of octet 3 are a bit map of the selected EPS user plane encryption algorithm.  Bit 8 is reserved.  

	Bits 

	8
	7
	6
	5
	

	-
	-
	-
	1
	128-EEA0

	-
	-
	1
	-
	128-EEA1

	-
	1
	-
	-
	128-EEA2

	Bits 4 through 1 of octet 3 are a bit map of the selected EPS NAS signalling integrity algorithms.  Bits 3 and 4 are reserved.  

	Bits 

	4
	3
	2
	1
	

	-
	-
	-
	1
	128-EIA1

	-
	-
	1
	-
	128-EIA2

	

	If bit 8 of octet 2 is set to ‘0’ (no EPS security extensions included), bit 6 of octet 2 is set to ‘0’ (no GPRS security algorithms included) and bit 7 of octet 2 is set to ‘1’ (UMTS security algorithms are included), then bits 8 through 1 of octet 4 are a bit map of the selceted UMTS security capabilities.  If bit 8 of octet 2 is set to ‘1’, then bits 8 through 1 of octet 4 are an extended bitmap for selected EPS security algorithms. If bit 8 of octet 2 is set to ‘0’, and bit 6 of octet 2 is set to ‘1’ (no GPRS security algorithms included), then bits 8 through 1 of octet 4 are a bit map of the selected GPRS security algorithms.

	

	If bit 8 of octet 2 is set to ‘0’(no EPS security extensions included),  bit 6 of octet 2 is set to ‘1’ (this IE contains UE supported GPRS security algorithm information), and bit 7 of octet 2 is set to ‘1’(this IE contains UE supported UMTS security algorithm information) then octet 5 of this IE contains the selected UMTS security algorithms. If bit 8 of octet 2 is set to ‘1’,  bit 6 of octet 2 is set to ‘1’ and bit 7 of octet 2 is set to ‘1’, then octet 6 of this IE contains selected UMTS security algorithm. 

	

	Bits  - GPRS security algorithms

	8
	7
	6
	5
	4
	3
	2
	1
	

	-
	-
	-
	-
	-
	-
	-
	1
	GPRS ciphering not used

	-
	-
	-
	-
	-
	-
	1
	-
	GPRS encryption algorithm 1

	-
	-
	-
	-
	-
	1
	-
	-
	GPRS encryption algorithm 2

	-
	-
	-
	-
	1
	-
	-
	-
	GPRS encryption algorithm 3

	-
	-
	-
	1
	-
	-
	-
	-
	GPRS encryption algorithm 4

	-
	-
	1
	-
	-
	-
	-
	-
	GPRS encryption algorithm 5

	-
	1
	-
	-
	-
	-
	-
	-
	GPRS encryption algorithm 6

	1
	-
	-
	-
	-
	-
	-
	-
	GPRS encryption algorithm 7

	

	

	Bits - UMTS security algorithms (Bits 8, 7, and 6 are unused and reserved)

	8
	7
	6
	5
	4
	3
	2
	1
	

	-
	-
	-
	-
	-
	-
	-
	1
	UIA 0 

	-
	-
	-
	-
	-
	-
	1
	-
	UIA 1 

	-
	-
	-
	-
	-
	1
	-
	-
	UEA 0 

	-
	-
	-
	-
	1
	-
	-
	-
	UEA 1 

	-
	-
	-
	1
	-
	-
	-
	-
	UEA 2 










* * * End Change * * * *
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