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1. Introduction

At the last meeting CT1#52, CT1 received an LS from SA3 on including IMEI in ciphered SMC Complete message (S3-080225/C1-080986). In this LS, SA3 asked CT1 to consider the possible optimization "to include the IMEI(SV) already in a ciphered NAS Security Mode Complete message from UE to the MME. This would make it unnecessary for the network to query the IMEI(SV) after the NAS security mode setup with a separate NAS procedure …".

SA3 furthermore asked CT1 to inform SA3, if CT1 decided that such an optimization was considered useful, since   SA3 would then need to adapt TS 33.401 accordingly. (So far the NAS Security Mode Complete message is integrity protected, but not ciphered.)

Since delegates asked for more time to analyze the consequences of the proposed optimization, CT1 did not take a decision at the last meeting. 

The present contribution provides additional information about the technical details of the optimization and makes a proposal for a decision.
2. Technical principle of the proposal
Figure 1 shows the message flow which currently applies for the security mode command procedure. 

In step 3 the MME sends a NAS Security Mode Command message with the selected algorithms for NAS ciphering and NAS integrity protection. The message also includes the key set identifier KSIasme belonging to the key Kasme that was generated during the AKA in step 2. The message is unciphered, but it is integrity protected with the NAS integrity key that is calculated from Kasme and the identity of the NAS integrity protection algorithm included in the message.

Upon receipt of the NAS Security Mode Command, the UE calculates the NAS integrity key from the key Kasme (indicated by KSIasme) and the identity of the NAS integrity protection algorithm that was included in the message. Furthermore, the UE calculates the NAS ciphering key from Kasme and the identity of the NAS ciphering algorithm.

The UE uses the just calculated NAS integrity key to verify the message authentication code MAC-NAS. If the check is successful, the UE responds with an integrity protected, but unciphered NAS Security Mode Complete message (step 4). I.e. upon receipt of the NAS Security Mode Command the UE starts the integrity protection for the receiving and sending of NAS messages using the just calculated NAS integrity key.

After transmission of the NAS Security Mode Complete message the UE starts ciphering for the receiving and sending of NAS messages using the just calculated NAS ciphering key.

According to a requirement from SA3, only now, after the activation of EPS security, the MME is allowed to ask the UE for its IMEI(SV) (step 5), and the UE is allowed to respond to such an identity request (step 6). I.e. an additional round-trip is needed for the IMEI request.


[image: image1]
Figure 1: NAS security mode command set-up procedure for E-UTRA
With the optimized procedure (figure 2), the MME can include a request for the IMEISV in the NAS Security Mode Command message (step 3).

The UE includes the IMEISV in the NAS Security Mode Complete message (step 4). In order to have the "full" security protection, as required by SA3, the NAS Security Mode Complete message needs to be ciphered, if the MME indicated a NAS ciphering algorithm different from the "null ciphering algorithm" in the NAS Security Mode Command message.

I.e. the UE starts ciphering for the receiving and sending of NAS messages using the just calculated NAS ciphering key, before it sends the NAS Security Mode Complete message.

Similar optimizations are known from GERAN networks: 

According to TS 24.008, the SGSN can include a request for the IMEISV in the Authentication and Ciphering Request message for the PS domain. In this case, however, the MS will send the Authentication and Ciphering Response message unciphered.

In the CS domain the ciphering mode setting procedure is an RR procedure, but the combination with the IMEI request works in a similar way (see TS 44.018, subclause 3.4.7): By including a cipher response information element, the network can request the mobile station to include its IMEISV in the CIPHERING MODE COMPLETE message. The CIPHERING MODE COMPLETE message is sent by the mobile station in the mode requested in the CIPHERING MODE COMMAND, i.e. usually in ciphered mode. 
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Figure 2: NAS security mode command set-up procedure for E-UTRA, 
combined with IMEI request 
A small complication caused by this optimization is that in step 4 the MME needs to be prepared to receive ciphered and unciphered messages, as the UE could also respond with a NAS Security Mode Reject message, e.g. if it detects a mandatory IE error when processing the NAS Security Mode Command message.

We can note, however, that for the CS domain of GERAN networks this problem has already been solved. Besides, we could use the security header type parameter in the NAS security header to discriminate between ciphered messages and unciphered messages in order to make the task of the MME easier. 

(Note: Such a mechanism should be considered by CT1 independent of the present discussion, as it could happen also in other situations that a response message might be ciphered or unciphered; e.g. consider other optimizations like the implicit activation of security by sending a security protected Attach Accept or Tracking Area Update Accept message.)

3. Conclusion
In sum, our conclusion is that the optimized procedure is technically feasible.
According to TS 23.401, subclause 5.3.10.5, the network will request the IMEI(SV) "… at Initial Attach when Attach Type does not indicate handover, and, at Tracking Area Update from UTRAN/GERAN if the old SGSN does not provide the ME Identity."

These are certainly not the most frequent signalling procedures, and the time savings are 1 NAS signalling roundtrip delay, i.e. maybe something of the order of ~ 50 – 70 ms. On the other hand, one uplink message less to send is one opportunity less for a collision with inter-eNodeB handover (and possible loss of the message).
Furthermore, as the experience with the development of UTRAN has shown, once the first release is deployed and running, people start looking for possible optimizations. As SA2 already identified the IMEI request as a candidate and actually recommended in TS 23.401, subclause 5.3.10.5, that
"In order to minimise signalling delays during these procedures, the MME should obtain the ME Identity during the EPC Authentication and Ciphering procedure. (FFS) [yellow highlighting copied from the original]",
it is very likely that we would then come back to this issue.

It seems also that this is the most obvious candidate for an optimization during the attach procedure and tracking area updating procedure, since a combination of the IMEI request with the Attach Accept or TAU Accept message is not possible, as the MME is required to provide the IMEI to the HSS with the Update Location procedure and to the PDN GW with the Create Default Bearer Request (i.e. a transmission of the IMEI with the Attach Complete or TAU Complete message would be too late). 

Overall, since the complexity of the optimization is not excessive (the IMEI request as part of a security related procedure is already known from the GMM authentication and ciphering proedure in TS 24.008, only the earlier start of ciphering is new), we propose to follow the recommendation of SA2. 
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301, v 0.2.0.
* * * First Change * * * *

5.4.2.2
Security mode setup command and algorithm negotiation

5.4.2.2.1
General

The purpose of the NAS security mode command (SMC) procedure is to take the new key set into use, initialise and start NAS signalling security between the UE and the MME, which performs integrity and replay protection as well as enciphering and deciphering of NAS signalling messages.

Editor's note: It is FFS whether the SMC procedure can be combined or concatenated with the attach and tracking area update procedures for optimisation purposes.

5.4.2.2.2
NAS security mode setup command initiation by the network

The MME initiates the NAS security mode setup command procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460. The MME shall integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on KASME indicated by the KSIASME indicated in the message. The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the selected NAS ciphering and integrity algorithms and the Key Set Identifier (KSIASME).
Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

Editor's note: The handling of the expiry of timer T3460 will be described in the abnormal cases subclause for the SMC procedure.

NOTE:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.

5.4.2.2.3
NAS security mode setup command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode setup command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

If the security mode setup command can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME indicated by the KSIASME included in the SECURITY MODE COMMAND message. If the MME selected a NAS ciphering algorithm different from the "null ciphering algorithm", the UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the NAS ciphering key based on this KASME.

From now on the UE shall integrity protect and cipher all NAS signalling messages with the selected NAS integrity and NAS ciphering algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.


5.4.2.2.4
NAS security mode setup command completion by the network

The MME shall, upon receipt of the SECURITY MODE COMPLETE message, stop timer T3460. From now on the MME shall integrity protect and encipher all signalling messages with the selected NAS integrity and ciphering algorithms.

5.4.2.2.5
NAS security mode setup command not accepted by the UE

If the security mode setup command cannot be accepted, the UE shall send a SECURITY MODE REJECT message, which shall not be integrity protected. The UE shall include an appropriate reject cause value.

Editor's note: It is FFS which reject cause shall be used for the above reject case.

Upon receipt of the SECURITY MODE REJECT message, the MME shall stop timer T3460. The MME shall also abort the ongoing procedure that triggered the initiation of the NAS security mode setup command procedure.

* * * Next Change * * * *

8.2.17
Security mode command

8.2.17.1
Message definition

This message is sent by the MME to the UE to establish NAS signalling security. See table 8.2.17.1.

Message type:
SECURITY MODE COMMAND

Significance:

dual

Direction:


network to UE

Table 8.2.17.1: SECURITY MODE COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

9.3
	M
	V
	1/2

	
	Security mode command message identity
	Message type

9.4
	M
	V
	1

	
	Selected NAS security algorithms
	FFS
	M
	LV
	FFS

	
	NAS key set identifier
	FFS
	M
	FFS
	FFS

	
	Message authentication code
	FFS
	M
	FFS
	FFS

	
	NAS message sequence number for downlink
	FFS
	M
	FFS
	FFS

	FFS
	Replayed UE security capabilities
	FFS
	O
	FFS
	FFS

	FFS
	IMEISV request
	IMEISV request

9.5.3.x
	O
	V
	1


8.2.17.2
Replayed UE security capabilities

This IE shall be included if the UE has included this information in a message that triggered the security mode command procedure.

8.2.17.3
IMEISV request

The MME may include this information element to request the UE to send its IMEISV with the corresponding SECURITY MODE COMPLETE message.

8.2.18
Security mode complete

8.2.18.1
Message definition

This message is sent by the UE to the MME in response to a SECURITY MODE COMMAND message. See table 8.2.18.1.

Message type:
SECURITY MODE COMPLETE

Significance:

dual

Direction:


UE to network

Table 8.2.18.1: SECURITY MODE COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

9.3
	M
	V
	1/2

	
	Security mode complete message identity
	Message type

9.4
	M
	V
	1

	
	Message authentication code
	FFS
	M
	FFS
	FFS

	
	NAS message sequence number for uplink
	FFS
	M
	FFS
	FFS

	FFS
	IMEISV
	Mobile identity

9.5.2.1
	O
	TLV
	11


8.2.18.2
IMEISV

The UE shall include this information element, if the IMEISV was requested within the corresponding SECURITY MODE COMMAND message.

* * * Next Change * * * *

9.5.3.x
IMEISV request

See subclause 10.5.5.10 in 3GPP TS 24.008 [6].
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